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1. INTAHUPYEMBIE PE3YJIBTATBI OBYYEHMUS 110 JUCIHHUIIJIMHE

0 ®opmupyembie KOMIETEHIIUN 0 TpeboBanus K
Ne Kon Komnerenrus pesylibTaTaM
KOMITETEHIIMHU 00y 1eHN
OOmIeKyIbTYpHBIC

1 OK-8 CriocoOHOCTh MOHUMATh CYITHOCTh U | B pe3yibTare OCBOCHMS
3HAYCHUC I/IH(I)OpMaLII/II/I B pa3BUTHUU JUCHHUILIUHBI 06yan0]_uI/If/'IC;I
COBPEMEHHOT0 HH(POPMAIIIOHHOTO JIOJIKEH:
oOmiecTBa, CO3HABaTh OMACHOCTH U 3HATE:
yrpo3bl, BO3HUKAIOIINE B 3TOM ) HCTOpHIO, COBPEMEHHOE
nporecce, coOI0aaTh OCHOBH\I’)IC COCTOSHEE, MPOGITEMBI "
TpeboBaHus HHHOPMAITHOHHON TCHICHIMM  DasBUTHA  CHCTEM

0€30MacHOCTH, B TOM YHUCJIE 3aLIUThI
rOCYIapCTBEHHOW TATHBI

WH(pOPMAITMOHHON O€30MaCHOCTH U
3alIUThl HH(OPMAIIHIH;

- HOPMaTHBHO-TIPABOBYIO
0azy
MH(POPMALIMOHHOH 0€30MacHOCTH U

obecreueHus

3aIUTHl HHGOPMAITUH;
- CUCTCMY OpraHOB BJIACTH,
OIIPENEIAIONINX U Pealn3yIOLUX

TOCYJapCTBCHHYIO TIOJUTHKY B
obnactu nH(pOpMaITMOHHOM
0e30MmacHOCTH u 3aIUTHI

nH(OpMAIIUY, B TOM YUCIIC 3aIIUTHI
rOCYJ1IapCTBEHHOW TAHBI.

Ymersb:

- aHAJM3UPOBATh TPOOJIEMBI
MH(POPMALIMOHHOHN 0€30MacHOCTH U
3amuUThl UHHOPMALIMK B CHCTEMax
JIOKYMEHTOO00OpOTa ¥ apXHUBHOM
nene;

- NPUMEHSTh OTEYECTBCHHBIC
1 3apyOeKHBIE CTAaHAPTHl B

obnactu

nH(pOpMaITMOHHOM
0e30MmacHOCTH u 3aIUTHI
uH(pOpMaINH;

- OmnpeaAcIsATL OIIACHOCTH U

YIpo3bl, YA3BUMOCTH U PHUCKHU
nH()OPMAIIMOHHOW 0€30MacHOCTH;
Baagern:

- TEPMHHOJIOTHUEN u

MOHATUIHBIM arapaToM B 001acTu
WH(pOPMAITMOHHON O€30MaCHOCTH U
3alMThl MHPOPMAIIUN; HaBBIKAMHU




HCIIOJIb30BAHU MCTOAOB U CPCACTB

obecrieyeHnuss  WH(GOPMAIMOHHON
0e30macHOCTH u 3aIIUTHI
nHpopMaIuu.
OobmenpodeccnoHanbHbIC
OIIK-10 CrocoOHOCTh peniaTh CTaHIapTHHIE B pe3yJbraTe OCBOCHUA
3a/[a4¥ IPO(ECCHOHATBHOM JUCLUTIINHBI o0yyaromuncs
JIeATEILHOCTH Ha OCHOBE TOJDKEH:
UH(POPMALIMOHHON U
o6ubnuorpaduueckon 3nars:
KYITBTYPBI C IPUMEHEHHeM -- CHCTeMYy JOKYMEHTAallMOHHOTO
UH(OPMATMOHHOKOMMYHHKAITHOHHBIX obecrieucHus:  MHGOPMALMOHHOMU
TEXHOJIOTHI U C y4€TOM OCHOBHBIX OesomacHoCTH u 3aIIMTHI
TpeboBaHU nH(pOpMaLNK;

- MECTO M poiib MH(OPMAITMOHHON

0e30macHOCTH " 3aIUTHI

uHpopMaluu B

00J1acTH TOKYMEHTO000pOTa U

apXMBHOTO JIeNa; METOJBl U
CpeacTBa obecrnieueHus

nH(OPMAIIMOHHON OE30MaCHOCTH U

3aIUTHl HHGOPMAITUH;




UH(POPMALIMOHHOM 6€30MacHOCTH

Ymersb:
- pa3pabaTbIBaTh
KOMILIEKC Mep  TO
obecrieueHn0 HHGOPMAITMOHHON
0€30I1aCHOCTH U 3aIUTEI
nHpopmauu B
cdepe TOKyMEeHTO00opoTa
Y apXUBHOIO Je/la U IIPU PELICHUU
CTaHJAPTHBIX 3a1a4
poheCCHOHATLHON JICATEIIEHOCTH.
Baagern:
- HaBBIKAMH pa3padOTKH
AOKYMCHTAIIMOHHOT O OGGCHG‘IGHI/IH
nH(pOpPMaITMOHHOM 06€30MacCHOCTH 1
3alIUThl HH(OPMAIMK TTPU
pEIICHUH CTaHIAPTHBIX
3a1a4 mpodeccuoHaTbHON
JeSTEeITbHOCTH

2. MECTO JUCIIUTLJIMHBI B CTPYKTYPE OBPA30OBATEJIBHON

INPOI'PAMMUbI

ConepxaHue NUCUUIUIMHBI  OCHOBBIBAETCS
IIPOJOJKEHNEM CIIETYIOINX TUCLIHILINH:

i B PN Trex TN
1

n ABJIIACTCA  JTOTHYCCKHUM

PEW P TPE ~Po o=
Aarrvicmobpanyicv Arr

CHITTAHHBT (Iviuﬂyfiﬂ)

1. UadopmaniioHHbIE TEXHOJIOTUN B IMTYOJIMYHOMN TTOJIUTUKE

Conepxanue TUCIUTLIINHBI CITY)KUT OCHOBOM  JUIA

HU3Yy4YCHUS CICAYIOMUX JUCHHUITINH

HanmenoBanue TUCIMTUTMHBI (MOJTYIIS)

1. Yuebnas mpakTuka

3. OFBEM JIUCIHHUITJINHBI
OO0mast Tpy10€MKOCTh TUCITUTIIMHBI COCTaBsieT _ 3 3a4. enunwnil, 108 gacos.
Bun yae6HO# paboThI Bcero Cemectp Ne 7
4acoB

OO6m1ast TpyI0€MKOCTh TUCIUIUIUHEI, Yac 108 108
KonrTakTHas padora (ayAuTOpHbIE 3aHATHSA), B T.4.: ol ol
JIEKI{AHA 34 34
nabopaTopHbIS 17 17
NPaKTHYECKHE

CamocrosiTesibHast padoTa CTYACHTOB, B TOM 4HCJIe: o7 o7




KypcoBoii npoekt

Kypcosas pabota

PacuerHo-Tpaduueckue 3a1aHus

18

18

NunuBunyansHOE nomantHee 3ananue (M/13)

Pedepatsr

pyaue 6uovl camocmosamenvroi pabomol

39

39

IIpoMexyTouHas aTTecTanus (3a4eT, SK3aMeEH )

3a4cT

3a4cT

4. COAEP)KAHME JUCLUATIJINHBI

4.1. HaumeHOBaHMe T€M, UX COAEP:KaHHUE U 00bEM

Kype __ 4

Cemectp

W

n/n

HaumenoBanwue paznena (Moays)

K-Bo
ITEKI[MMOHHBIX|

DOBbeM Ha TeMaTHUYECKHI pa3aen yac

qaCcoB

[IpakTuu.

U Jp.
3QHATUSA

ITaGopar
OpHBbIE
3auaTus

b CaMocTosITEIbHAS
pabora

2

4

5

Ipeamer, MeTO10I0TUA U MIOHATHIHHBIN
anmnapar Kypca. IIpeamer
nH(pOpMaITMOHHOM 0€30MacHOCTH.
Kounemnmnus nH()OpPMAITMOHHON
0€30MacHOCTH, BaXXHOCTh U LEHHOCTb
nHpopmaru, Moieau HHPOPMAITMOHHON
0e30MmacHOCTH, buzmveckue "
POrpaMMHbIE KaHaJbl YTEUKH
uH(pOpMalliK, 3aKiaJKi U BHPYCHl Kak
CpelICcTBa aTaku Ha HH(OPMAIOHHBIE
CUCTEMBI, naposbHas 3aIuTa,
ayTeHTU(UKalKs, pasrpaHUyYeHHE IpaB
JI0CTyTIA, CIIOCOOBI 3aKpBITHS
uHpopManun U ux 3HAaUYCHHUE.
AmmaparHbeie ¥ IPOrpaMMHO-aNapaTHbIe
CpeICcTBa 3alUTHl  WH(DOPMAIIMOHHOM
0€30IaCHOCTH.

3

Paspymarommue NMporpamMMHbIe
BO3AeHCTBUSA ) | cpeacTsa
HECAHKIIHOHHPOBAHHOI'O AOCTYyIA
(HCH). Texnomorum 3ammutel ot HCJI.
3amura ONEPALMOHHBIX CUCTEM.
be3omacHOCTP  KOMIBIOTEPHOW  CETH.
3akpeiTue WHGpOpMAIMK MHU(PPOBAHHUEM,
(GbuHAHCOBBIE MPUMEHEHUS U MPOTOKOJIHI.




HNHppacTpyKTypa OTKPBITBIX KIIHOYeEH.
3ammmenHble NpoTokoJbl. Kparkas
HUCTOpUA Pa3sBUTUA KPHUIITOJIOTHUH.
OCHOBHBIE TIOHATUS W  ONpPEIEICHUS.
[logcTaHOBOYHBIE M IEPECTAHOBOYHBIE
U PHI. AMEpUKAHCKHI CTaHJIapT
mudpoanus DES: anroputm, cKopocTh
paboThl Ha pa3MMYHBIX IUIaTGopmax,
PEXKUMBI MI0JIb30BaHM, OCHOBHBIE
pe3yapTaThl IO aHadu3y CTOWKOCTH.
OreyecTBEHHBIN CTaHAAPT MHGPOBAHUS
nauaeix ['OCT 28147-89: anroputwm,
CKOpPOCTh ~ paboOThl Ha  Pa3IUYHBIX
mwiatrgopmax, peXHMBbl  TOJIH30BAHUS.
ACHUMMETpUYHBIE CUCTEMBI IIU(PPOBAHUS
(CUCTEMBI C OTKPBITBIM KITFOUOM).

Me:xceTeBble 9KpPaHbl, KJACCbl HX

3alIMIIIEeHHOCTH. ITonutuka
0e30MacHOCTH W CTpaTerusi CO3JaHus
OpanaMayspa. Pexum
(G YHKIIMOHUPOBAHUS MEKCETEBBIX

9KpAaHOB M WX OCHOBHBIE KOMITOHEHTBHI.
MapuipyTuzatopsl.

[[[1r0361 ceTeBOro YpoBHS. Y CHUJICHHAS
ayreHTU(GUKanusg.  OCHOBHBIE  CXEMBI
CeTeBOM 3alIMThl Ha 0a3e MeKCETEeBbIX
bkpaHoB. [Ipumenenue MEXKCETEBbIX
OKpaHOB JI1 OpraHru3alvid BUPTYAJIbHBIX
KOpPIIOPAaTUBHBIX CETEH.

[IporpaMMHbIe METO/IbI 3AIUTHI.

OO0Hapy:keHHMe aTaK B TJI00AJbHBIX
ceTsix.

BupTtyanbHble ceTH U Mpo3pavHble CETEBbIE
cryx0bl1. [TocTpoenue 3ammmenasx BUC.
MHoroypoBHeBas 3auiuTa MHGOpManuu B
KOMITBIOTEPHBIX CUCTEMaX U CETSX.

NudopmanuonHas 0e30MacHOCTh
0AHKOBCKHX cHCTEM U cucTeM
DJIEKTPOHHOH  komMMmepuuu.  OOmue

CBeleHUs 00 DJIEKTPOHHON 1H(POBOH
moanucu  (OUII). Anroputm OLIT B
CUMMETPUYHOIN KPUIITOCUCTEME. AJITOPUTM
DLl B acHMMETpUYHOW KPUNTOCUCTEME.
[TpoGiiema oOMeHa OTKPBITBIMU KITHOYaMH
npu  OLII. CnoxHble MaTeMaTH4eCKHE

3agaun U anroputmsl DL ¢ OoTKpBITEIMU




KirouamMu.  Anroputm  DSA.
['OCT P34.10-94.

Crangapt D11 P34.10-2001.

AJIropuT™

BCEI'O 34 17 39
4.2. Conepxanne Jad0OpPaTOPHbIX 3aHATHH
No HaunmenoBanue pazzaena Tema mpakTrueckoro (1a60paTOpHOTO) K-Bo K-Bo
n/n JVICITATUTHHEI 3aHSATHUS 4acoB 4acoB
CPC
cemectp Ne9
1 | IIpeamer, METOOJIOTHS 1 ®denepanbHbIi 3ak0H «O0 HHPpOpPMAIHH, 1 2
MOHATUMHBIN anmapar UHPOPMATU3AUH U 3aIIUTE
Kypca. uHpopManum». MeTo bl OLICHKH
ySI3BUMOCTH HH(DOpMAaIiH
Mecto MHPOPMALIMOHHOMN 2 2
oe3omacHocT DOUC B HaMOHATLHON
Oe3omacHocTH  cTpaHbl.  KoHnenuus
UH(POPMALIMOHHOM 0€30MacHOCTH.
2 | Pazpymaromue KommiekcHast cuctema obecrieueHus 2 2
MIpOrpaMMHBIC BO3ACHCTBUSA | HHGOPMAIIMOHHON O€30MaCHOCTH.
U CpE/ICTBA
HECAaHKIIMOHHUPOBAHHOTO
nocryna (HCI)
3 | Uadpactpykrypa CoBpeMeHHbBIC TTPUITOKEHUS 1 1
OTKPBITBIX KJII04ei. | Kpunrorpapuu
3amuinieHsble TpoTokonsl, | M3ydeHue TTIIII CHCTEM 1 1
Kpunrorpaduueckon 3aIUTHI
uHopManuy, KJIACCUYECKasl
kpuntorpadgust W pacmpeereHue
KIIFOYEN
[IpakTueckoe MIPUMEHEHUE 1 2
KpUNTOTPa(GHU C OTKPHITHIM KITFOUOM.
[Taker PGP
4 | MexcereBble 9KpaHbl,| MeToab! ayTeHTU(UKAITTH 3 4
KJIACChI UX 3aIUIIEHHOCTH.
5 | ObnapyxxeHue  aTak B| OCHOBHBIC = TEXHOJOTUU TOCTPOCHUS 3 4

[JI00AJIBHBIX CETSIX

sanueHHex DNC




6 WNndpopmanmonnas | @enepanbHblii 3akoH «OO0 3IEKTPOHHON 1 2
0€30MacHOCTh OAHKOBCKHX | IU(POBOM  MOAMHCHY». DJICKTPOHHAS
CHCTEM U | nugposas noanucs (DLIIT)
CUCTEM | KpunTocucrema OTIEPAIIMOHHON 2 2
3JICKTPOHHOW KOMMEPIIUH cucremsl Windows. CryptoAPI:
muppoBaHue W  JgemudpoBaHUE B
CryptoAPI, DLII B mpoekTax Ha
CryptoAPI
UTOro: | 17 22

5. ®OHJ OHEHOYHBLIX CPEJACTB JIAA IPOBEAEHUA TEKYIIEI'O
KOHTPOJISI YCIEBAEMOCTH, TIPOMEXXYTOYHOMN ATTECTAIIUA
1O UTOI'AM OCBOEHUA ITNCIUIIJINHBI

5.1. IlepevyeHb KOHTPOJIbHBIX BONPOCOB (TUMOBBIX 3a1aHUIA)

/o

HaunmenoBaunue
paszaena TUCUUILIMHbI

Copeprxkanue BOPOCOB (TUIMOBBIX 3aJaHUI)

[Ipenmer, Metomonorus
U NOHATUWHBINA anmapar

Kypca.

1.Mecto mHpOPMAIMOHHON O€30MaCHOCTH SKOHOMHUUYECKUX
CUCTEeM B  HAlMOHAJbHOW  O€30IacHOCTU  CTPAHBI.
WNudopmannonnas 0€301acHOCTb YCIOBUSIX
¢bynkunonupoBanus B Poccun riobanbHbix cereil. OCHOBHBIE
HOpPMAaTHUBHBIE PYKOBOJALIME JOKYMEHTBI, Kacaroluecs
roCyZapCTBEHHOMN TalHBbI, HOPMaTUBHOCIIPABOYHBIE
noKyMeHThl. Ha3nauenue u 3amaun B cdepe obOecrieueHHs
nH(pOpMaMOHHON 0€30MacHOCTH Ha YpPOBHE TOCYIapCTBa.
MesxayHapoiHbIe CTaHIapThl HHPOPMALIMOHHOTO OOMEHa.
2.0CHOBHbBIE  TIOJIOKEHUS ~ TEOpUU  MHPOPMALMOHHOU
0e30nmacHOCTH HH(POPMAIIMOHHBIX CHCTEM.

B

Kondunenmumanpaocts. LlenmoctHocTh. JloCTYITHOCTS.
3.0CHOBHBIE  TIOJIOKEHUSI ~ TEOpUM  MHGPOPMALMOHHOM
0e3o0macHOCTH HHPOPMAITMOHHBIX cucTeM. OOBEKT U CYyOBEKT
nocrymna. CpeacTBo paboTsl ¢ HH(pOpMaIreH.
HecaHnkimoHupoBaHHBINA JOCTYI K HH(POPMAIIHH.
4.0OCHOBHbBIE  TIOJIOKEHUS ~ TEOpUHM  MHGPOPMALMOHHOM
0e3onmacHOCTH WH(POPMAIMOHHBIX cucTeM. Wnentudukanms.
AyTeHTuduKaImsI.

5.OCHOBHBIC  TIOJIOXKEHUS  TEOpUH  WHOOPMAITMOHHOM
0e30macHOCTH  WH(MOPMAIMOHHBIX  CHUCTEM. [IpUHIUTIBI
pacmpeseneHus MpaB 1 OTBETCTBEHHOCTH.

6.Monenu 6e30MmacHOCTH U UX IpUMEeHeHue. Moienu

/o

Haumenosanue
pasnena JUCIUIUTHHBI

CopeprkaHre BOIMPOCOB (THIOBBIX 3aJaHUI)




noctyna. Pemeruaras mogxens. Mogens bemn-Jlallagyna.
Monenb 6e30acHOCTH.

7.Mogenu 0e30macHOCTM M WX IpUMeHeHHe. Mojenu
noctyna. Mozaens buba. Monens I'orena-Mesurepa. Monenb
0€301MacHOCTH.

8.Mogenu 0e30mMacHOCTH M WX MpUMEHEeHHWe. Mojaenu
nocryna. Mogens Cazepnenga. Moaens Knapka-Bunbscona.
Monens 6e30IacHOCTH.

9.Monenn 0Ge30MacHOCTH W WX NpuMeHeHue. Mozaenn
noctyma.  OOs3aTenbHOE  ympaBieHHE  JOCTYIOM  H
IepeHa3HayaeMoe ympaslieHHe joctrynoM Jloctynm 1o
MpaBWJIaM U JOCTYII IO poJisiM. Moenb 0e30macHOCTH.
10.Takconomus (knaccuduxanys) HapyLIeHUH
nH()OPMAIMOHHON 0E30MaCHOCTH BBIYUCIUTEILHON CHCTEMBI
U TpUYUHBL, OOyCIaBIMBAIOLUIME HX CYLIECTBOBaHHE. TpH
BHJIa BO3MOXKHBIX HapylIeHUH HHMOPMAIIMOHHOW CHCTEMBI.
Hapymenus koHpuIeHINaTbHOCTH.

11.Takconomus (knaccuduxanms) HapyLIeHUH
nH(OPMALIMOHHON 6€30MaCHOCTH BHIYUCIUTENBHON CHCTEMBI
U TpUYUHBL, OOYCIaBIMBAIONINE WX CYIIECTBOBaHHE. 1pH
BHJIa BO3MOXKHBIX HapylIeHUH HH(MOPMAIMOHHOW CHCTEMBI.
N3meneHns B cucreme.

12. Takconomus (xmaccuduKarys) HapyLIECHUN
nH()OPMAIMOHHON 0E30MaCHOCTH BBIYUCIUTEILHON CHCTEMBI

Y IPUYHHBI, 00yCIaBIMBAIOIINE HX CYyIleCTBOBaHME. Tpu Buaa
BO3MOJKHBIX HApYIICHUH HH(HOPMAITMOHHONW CHCTEMBI.

YTpata paboTOCIIOCOOHOCTH HUITH TTPOU3BOAUTEILHOCTH.




Paszpymaromue
porpamMMHbIE
BO3JICUCTBUSA u
cpencTsa
HECAaHKI[MOHUPOBAHHOTO
noctymna (HCJI)

13.AHanmu3  cnoco0OB  HapymieHHH  WHOOPMAIMOHHOM
Oe3omacHOCTH. Bunubl NpOTHBHUKOB WM "HapymuTeneil'".
HUctounnku w MOTUBBI HapylueHuid. HenpenHamepeHHbIE
JEUCTBUSA COTPYAHUKOB.

14.Anamu3  crmocoboB  HapymieHHH — MH()OPMAIMOHHOU
O0e3onacHOCTH. Buasl TMPOTHMBHUKOB WM "HapymuTtemnei'.
HNcrounnkn u MoTuBBI HapyweHuid. IIpengnamepeHHble
JEUCTBUS COTPYAHUKOB.

15.AHanmu3  cnoco0OB  HapymieHHH  WHOOPMAIMOHHOM
O6e3omacHOCTH. Bunubl NpoTHBHUKOB WM "HapymuTeneil".
Hctounnku u MOTUBBI HapylieHUu. JIedcTBUS CTOPOHHUX JIUIT
KPUMHUHAJIBHOTO XapaKTepa.

16.Ilonsitie  yrpossl. Knaccudukanms yIpo3
MH(POPMAIMOHHOI 0€30MacHOCTH. YTPO3bl, HE 3aBUCSILIUE OT
YeloBeKa.

17.1lonsitue YIPO3BI. Knaccudukanus yIrpo3
nH(popMannoHHOM 6e30macHOCTH. VICKyCCTBEHHBIC YTPO3BI.
18.IlonsiTue YTPO3BI. Knaccudukanus yIpo3
nH(OPMAIMOHHON O€30MaCHOCTH. YTPO3bl HHPOPMAIIHOHHOM
0€30MaCHOCTH OT UCTOJIb30BAHUS CIIEHUAIBHBIX CPEJICTB.
19.Araka. JIokanpHas u ynaneHnHas araka. Xaxkep. Kpakep.
Opuxep.

20.TumnoBas ataka Ha CUCTEMY.

/o

HaunmenoBanue pasnena
JUACLUIIIIUHBI

Copep:xaHrie BOPOCOB (TUIIOBBIX 3aJaHHIA)

21.JlokanbHble ataku. ConuanbHasi HHKEHEPHS.
22.3aka7Ky B anmapaTHOM 00eCIeueHHUH.

23.IIpeonoeHre OrpaHMYCHHI JOCTyMa Ha ypoBHE firmware.
24.Tlonyyenue nocryna Ha srtamne 3arpy3ku OC.




HNudpactpykT
OTKPBITBIX KIJTFO!
3anuIneHr
MTPOTOKO.

25. Meronpt kpunrtorpadpun. OCHOBHBIE TPUHIUIIBI
kpunrorpaguu. Iludposanue. Hcropus TaiiHOmHCH.
Ucropuueckue npumep. [udp Lezaps. [Ipuectu npumep.
26. Metonpt kpunrtorpadpun. OCHOBHBIE TPUHIUIIBI
kpunrorpaguu. Iludposanue. Hcropus TaiiHOmMCH.
Ucropuueckne mnpumep. Kpaapar I[lomubus (TropeMHas
a3z0yka). [IpuBectu npumep.

27.  Meroast kpuntorpadpunu. OCHOBHBIE TPHUHIUIIBI
kpunrorpapuu.  [Hudposanue. Hcrtopus  TaiiHOmMCH,
Ucropuueckne mnpumep. Ksaapar Kapnano. Ilpusecty
npuMep.
28.  Meroast kpuntorpadpun. OCHOBHBIE TPHUHIUIIBI
kpunrorpapuu. [Hudposanue. Hcrtopus  TaiiHOMMCH,
Hcropuueckue npumepsl. Tabauia Bukenepa.
MmuoroandasurtHas 3ameHa. [IpuBectu npumep.

29.  Meroapl kpuntorpadpuu. OCHOBHBIE MPUHIIMIIBI
kpunrorpaduu.  [lludposanue. Hcrtopus  TalHOIUCH.
Ucropuueckue npumepsl. [1udposanue no kuure. [IpusecTy|
npuMep.
30. Meroasr kpunrtorpadum. IlpakTudecku CTOUKHUH]
mmdp. AbOcomoTHass CTOHKOCTh mUdpa. ATaka Ha OCHOBE
mudpoTeKcTa, Ha OCHOBE U3BECTHOT'O OTKPHITOrO TEKCTa, Ha
OCHOBE BBIOPAHHOTO OTKPBITOTO TeKcTa. Hamexubril mmdp.

31.  Meroas Kpunrorpadumu. [ToTounoe
mupposanue. Mckmouaromee MJIM (cnoxenue 1o

MOYJIIO 2).

32. Meroaet kpuntorpaduu. JIMHEHHBIE  PETHCTPHI

casura. [Ipusectu npumep.

33.  Meroas! kpuntorpaduu. baounoe mmdpopanue.

34.  Meroas Kpurrorpadum. CuMMeTpHUIHOE

muppoBanue (mmdpoBaHWE HA  CEKPETHOM  KIIIOYE).

AcummerpuyHoe mudpoBanue (IH(pPOBaHUE HA OTKPHITOM|

KJIFOYe).

35. Meroas Kpunrorpadumu. DNIeKTpOHHAs
udpoBast MOMKCH.

36.Metonpl kpuntorpaguu. Xom-GyHKIUS B JIEKTPOHHOU

(G poBOI OAMHCH.

MexceTeBble AKpaHbl,
KJIACChI ux
3alUIIEHHOCTH.

37.3amura. Mcnosnb3oBaHue 3aIIMIEHHBIX KOMIIBIOTEPHBIX
cucteM. MexaHu3Mbl 3anuThl. HopmaTHBHO-IPaBOBEIE,
MOpaIbHO-ITHUECKHUE, OpTraHU3allMOHHBIE U (PU3NYECKUE
(TEXHUUYECKHE) CPEACTBA 3AIIUTHI.

38.OCHOBHBIE TEXHOJOTUHU NOCTpOeHus 3auuieHHbIx JUC.
KoHTpo1b KM3HEHHOTO LKKJIAa TPOrPAMMHOT0 00ecreueHUs
C TOYKM 3peHHs HHGPOPMAIMOHHONH  Oe30MmacHOCTH.
Meponpusitusi, ocyuiectBisiembie rpu cozganuu UC.
Ceprudukanus mporpaMMHOTO 0OECTICUCHHUS.

39.0OCHOBHBIE TEXHOJOTUU NOCTPOeHNUs 3amuieHHbx DUC.




KoHTposb )KU3HEHHOT O LUKJIa TPOrPaMMHOTO 00ecTieueHHs ¢

/o

HaumenoBanue pasnena
JUCLIUILINHEI

ConeprxaHne BOIPOCOB (TUITOBBIX 3aJJaHU)

TOYKH 3pEHUs MHPOPMAIMOHHON  0€30MacHOCTH.
Meponpusitusi, OCylIecTBIsIEMbIE B ITPOLIECCE IKCIUTyaTalluu
nc.
40.Kouuemnmus nH(POpPMaIMOHHON  0E30IMMacCHOCTH.
Konnenmus nHbopMaimoHHONW 0€30MaCHOCTH TPEITPUSATHS.
YnpaBneHus pUCKaMH. [TonuTuka

MH(POPMALIMOHHOM 0€30MacHOCTH.
41.3ammra. Mexanu3msbl 3aiUThl. OU3HUECKUE CPENICTBA
3aIUTHL
42.AnnapaTHo-IporpaMMHbIE CpeICcTBa 3alUThl. CHUCTEMBbI
UIACHTUQUKAIIMA M ayTeHTHU(HUKAIMKA  TO0JIb30BaTENICH.
Cucremsbl muppoBaHUS JUCKOBBIX JAHHBIX.
43.AnmapatHo-porpaMMHbBIE€ CpelcTBa 3alUThl. CHCTEMBI
ayTeHTU(UKAIMU IEKTPOHHBIX TAHHBIX.
44.AnmapatHo-porpaMMHbIe cpeacTBa 3amuThl. CpeacTBa
yIpaBIEHUS KPUNTOTPaQUISCKUMU KITFOYAMH.

OO0GHapyxeHue atak B
[JI00AJIBHBIX CETSIX

45.Ataku Ha cpelcTBa ayTeHTH(UKAIMK. bruoMeTpudeckue
CpeAcTBa ayTeHTH(UKALNY.

46.Ataku Ha cpencTBa ayreHTUGuKamuu. TOKEHBI.
47.Ataku Ha cpenctBa ayreHTudukanuu. [Tapomm. CriocoOw]
XpaHeHus napoiieii CUCTEMHOMN MOJTUTUKH TTapoJie
48.Ataku Ha cpencTBa ayreHTudukamun. [Tapomnu.
NmMuTtanmsi CHCTEMHOTO TpUTJIalieHus: ATaka Ha ci1abocTh
IapoJIeH.

49.ATaku kiacca "MOBBIIICHUE TPUBHIIETHNA".
50.ITocTopoHHEE IPOTrPaMMHOE OOECTICUeHHE.

51.Y nanennsbie ataku. 3710BpEAHBIE TPOTPAMMBI.

52.I1oHsTHA O BUIaX BUPYCOB.

53.Ynanennple aTaku. ATaku Ha OTKa3 B 0OCITY)KUBaHUH.
MackupoBka.

54.YnaneHHsle atakd. ATaku Ha  MaplHIpyTHU3ALHIO.
[Tepenonuenue Oydepa.

55.Ynanennsle araku. Ataku Ha ceBpBepbl: CGl u HTTP.
ATaky Ha KIIMEHTOB: ActiveX, Java.




56.Y naneHHble aTaku. ATaKd Ha MOTOK JAHHBIX. AKTUBHBIC
aTaku. ATaka IMOBTOPOM.

57.Ataka "370yMBIIIJICHHUK-TIOCPEAHUK". ATaKh Ha OCHOBE
cereBoil mapmpyruzauuu. [lepexsar ceccun.

6 | Uadopmarmonnas 58.MudopmarimonHass 0€30MaCHOCTh TPH TOJKIIOUYEHUN K
Oe3omacHOCTh OaHKOBCKHUX | Internet. MesxceTeBbIe SKpaHbI.
CUCTEM u cucreM | 59.MuadopmanrionHas 0€30MacHOCTh MPH TMOAKIIOYCHUU K
3JICKTPOHHOM KOMMEPLUH | Internet. YpaBiseMble KOMMYTaTODBL.
60.MudopmarimonHass 6€30MaCHOCTh TPH TOJKIIOUYEHUN K
Internet. CereBbie GUIBTPHI.

61.MudopmarimonHass 0€30MacHOCTh MPU TMOJKIIOUEHUH K
Internet. [llnto3e1  ceancoBoro ypoBHs. [locpennuku
MPUKIIATHOTO YPOBHSI.

62.1adpopmarimonHas 0€30MaCHOCTh MPU TOIKIIOYCHUH K
Internet. THCnIEeKTOPBI COCTOSTHUS.

5.2. llepeyeHb TeM KypCOBBIX NMPOEKTOB, KYPCOBbIX padoT, HX
KpaTKoe coaep:kanue M o0bem He mnpenycMoTpeHbl y4eOHBIM
IUTAHOM I10 HalpaBJICHUIO.

5.3. [lepeuenb pacueTHO-rpadpuyUecKux 3aJaHui
Vcrmemnoe BointotHeHME PI'3 BO MHOrOM 3aBHCHUT OT YETKOT'O COOJIIOIECHUS
YCTAHOBJIEHHBIX CPOKOB W IOCJEAOBATEIBHOIO BBINOJHEHUS OTICIbHBIX ITAIOB

paboOTHI:
1.  BwiOop Tembl He MO3IHEE, YeM 3a 2 Mecslia A0 CAa4u paboThI
2. [Ton6Gop HayyHOM AUTEPATYPHI
3. Hanmucanue wu mnpencraBlieHHME NIpenojaBaTeaio paboThl HE

MO3JHEE, YeM 3a 7 JHEH 70 €€ ClIauH.
Odopmiaenue padoThI



TexcToBblit MaTepuan B paboTe AOKEH ObITh U3JI0KEH COTJIACHO MpaBUiIaM
o(OpMIICHHUS CTYIEHYECKIX PaldoT.

O6BeM pacueTHO-Tpaduyeckoro 3aganus 15-25 crp. CTpykrypa

U conep:kanue PI'3

CtpykTypa paboThl COCTOUT U3 CIEAYIOIINX YaCTEH:

* Bgenenue

* Paznen 1. Teopernyeckue OCHOBBI H3y4aeMOM MPOOIEMBI

* Paznen 2. Ananu3 paccMaTpuBaeMoii poodeMbl Ha KOHKPETHOM MpUMepe

* 3aKIIFOYECHUE

*  CHHCOK JIUTEPATYPHI

B pabGore cienyer OTpa3uTh BOIPOCHI, KacaloIIUECs paccMaTpUBaEMOil
po0JieMbl, B COOTBETCTBUH C MPUBEIECHHBIM HUXKE COACPKAHUEM.

BBegenne. Bo BCTymMTENbHOM 4YacTM pPacCMaTpUBAKOTCA OCHOBHBIC
TEHJEHIMU HW3YYEHUS W Pa3BUTHS NPOOIEeMbl, OOOCHOBBIBAECTCA AaKTYalbHOCTh
npo0JieMbl, a TakKe POPMUPYIOTCS 11eJb U 3a7a4H paOOTHI.

Pasngesn 1. Teopernyeckue OCHOBBI H3y4YeHHUsi NpodJjiembl. B nanHom
paszzene, TMpexae BCero, HEOOXOIMMO OXapaKTepu30BaTb OOBEKT U MPEAMET
UCCIIEIOBaHMsI. 3aTeM OLEHUTh CTEMeHb M3YyYEHHOCTH JaHHOW MpoOJieMbl B
HAy4YHOM JIUTEpAType U MPUBECTU PA3IMYHbIE TOUKU 3PEHUS MO0 JAHHOMY BOIIPOCY.
B nponecce nzyueHuss UMEIOIIMXCS JIMTEPATYPHBIX UCTOYHUKOB IO UCCIEAYEMOMN
npobiieMe O4YeHb BaKHO HAWTH CXOJCTBO M Pa3IMyUsl TOYEK 3PEHUS Pa3HBIX
aBTOPOB, JaTh UX aHAJIN3 U 00OCHOBATH CBOIO MO3UIIUIO IO JAHHOMY BOIIPOCY.

Pasgesn 2. AHaau3 paccMaTpuBaeMOM mNpo0JieMbl HAa KOHKPETHOM
npuMmepe

[Ipu BBIMOTHEHUH TON YacTU pabOTHI CTYACHTHI TOJKHBI IPOBECTH aHAJIH3
COCTOSIHHS JIeJl 10 JAaHHOMY BOIPOCY, JaTh XapaKTEPUCTUKY HMEIOIIMMCS
OCOOEHHOCTSIM W BBICKAa3aTh CBO€ MHEHHE JUIsl MX KOPPEKTUPOBKH B Ciydae
HEOOXOIUMOCTH.

3akiroueHue

B 3akitoueHun 10KHBI ObITh TPUBEIEHBI OCHOBHBIE BBIBOIbI, BHITEKAIOIIUE
U3 pe3yibTaTOB MPOBEJECHHOIO UCCIIEI0BAHMUS.

IHopsaok BrIOOpPa TeMBbI

Br160op TeMbl omnpenensieTcsi B COOTBETCTBUU CO CIEAYIOUIEH CXEMOM.

Howmep tembr PI'3 BeiOupaeTcs B 3aBUCHMOCTH OT HOMepa (paMUJINK CTyACHTa
B )KypHaJe TpyMIbl.

Iopsinok mpoBepku u 3amuThl PI'3

3ajaHue MpeACTABISIETCS IPENOAABATENIO HA TPOBEPKY HE MO3AHEE, YEM 32 7
JTHEH 10 ee CoauH.



O3HaKOMUBIIUCH C PaOOTOH, MPEMOAaBaATENh TPUHUMALT perieHue o Gopme

ee mpuema. 3ajaHue Ju00 3a4UTHIBACTCS, TUOO Ha3HAYAETCS BpEMsI ClIavuu.

3amedanuss 0 HEOOXOJUMOCTH JOpabOTOK cojaepx)aHus ohopMIISIOTCA
IpernojiaBaresieM Ha TUTYJIbHOM JIMCTE. 3alllyTa MpeAnoiaracT KpaTKuil JOKIIa 1Mo

KJIFOUYCBBIM BOIIPOCaM.

Ecnu pabGota He npeacTaBieHa B CPOK, TO €€ c/lada MPOU3BOIUTCS KOMUCCHUH,

Ha3Ha4YaeMou 3aB. KaheIpoi.

o bk wd

© o N

11.
12.
13.
14.

15.
16.
17.
18.

19.
20.

Temsbl PI'3

Komnanusa 3aHMMaeTcs pO3HMYHOW TOPIrOBJIEH MYyJNbTUMEIUMHON
IPOAYKIUEN

Kommanus 3aHUMaeTcst OKa3aHUEM JIOTUCTUYECKUX YCIYT

Komnanus 3annMaeTcst yueOHOU JIeATeIbHOCTHIO

KoMmnanus 3aHuMaeTrcs mpou3BOACTBOM MebOen

Komnanus gBisieTcst TyponepaTopom

KoMmanusi 3aHMMaeTcsi oka3aHueM yciIyr B cdepe 31paBOOXpaHEHUs
JESITENbHOCTBIO

Komrmanust pa3pabaTheiBacT CpeicTBa 3aUTH HHGOPMAITIH

Komrmanust 3aHMMaeTcst U3roTOBJICHUEM OTUTPAPUIECKON TPOTYKITUN
Komnanus oka3bIBaeT yCiayTru MO0 MHKACCAIIMU TOPTOBBIX OOBEKTOB
Kommanust 3aurmaeTcst pa3paboTKOM U COMPOBOXKIEHUEM OTPACIEBOTO
POrpaMMHOTr0 oOecTieueHust

Kommanwus 3annMaetcs KHWHOMPOKATOM (PUITBMOB

Kommanus 3aHrMaeTcsi KHUTOU3IaHUEM

Kommanus 3annmMaercs BolTycKoM xkypHaioB (M3gaTenbckuit 1oM)
Kommnanusi ocymectBisier nopkioueHne Kk cetu Murepuer u [P
TenedoHuu

Kommanuss 3aHumaercss pa3pabOTKOM HM  aAMUHUCTPUPOBAHUEM
BeOCalToOB

Komnanus 3anumaercst usrorosiiennem POS tepmunanon

Kommanus 3annmaercs OpoHrpoBaHrueM roctTuHuil o Poccuu
Komnanus 3aHUMAacTCsA OpOHHUPOBAHUEM u JIOCTaBKOU
KEJIE3HOJOPOKHBIX U aBHAOUIIETOB.

KoMmanus 3annmaercs nokaim3anuen nporpaMMHBIX OPOTYKTOB
KomnaHnus 3aHUMaeTCsi THpaXKUPOBAHUEM ONTHYECKUX JUCKOB

5.4. IlepeyeHb KOHTPOJIbHBIX padoT



Koutposnpabsle paboTel HE MNPEeayCMOTPEHBbl y4eOHBIM IIJIAHOM IO
HaIIPaBJICHUIO.

6. OCHOBHAS U JONOJIHUTEJIBHAS JIUTEPATYPA
6.1. IlepeyeHb OCHOBHOM JIMTEPATYPbI

1. bammer I1.H. Wudopmanmonnass 0e30mMacHOCT W 3aluTa HHPOpPMAIIH
[OnexTpoHHBIN pecypc]: yueOHoe mocobuwe/ bammer I1.H., BbaGam A.B.,
bapanoBa E.K.— DOnekTpoH. TekcTOBble JaHHble.— M.: EBpa3uiickuii
OTKPBITBIN WHCTUTYT, 2012.— 311 c.—  Pexum JOCTyma:
http://www.iprbookshop.ru/10677.html.

2. buprokos, A.A. UnpopmarmonHasi 0€301acHOCTD: 3al[UTa U HallaJICHUE
[DnexTpoHHBIN pecypc]| : yueOHUK / A.A. BUprokoB. — DJIEKTpPOH. JaH. —

MockBa : JIMK IIpecc, 2012. — 474 c¢. — Pexum pgoctyna:

https://e.lanbook.com/book/39990. 3. Temmor, 3.I1. 'ymaHWTapHBIE ACHEKTHI

UH(GOPMAIIMOHHON OE30MaCHOCTH: OCHOBHBIE MOHSTHS, JOTHYECKHE OCHOBBI U

orieparuu [ INeKTpOHHBIN pecypc]: yueoHoe nmocodue / D.11. Temos, FO.A. I'aTuuH,

A.IL. Heipkos, A.I'. KopoOeitHnkoB. — DnekTpoH. naH. — Cankr-IlerepOypr: HUY

UTMO, 2016. — 122 c. — Pexum nocrtyna: https://e.lanbook.com/book/91401.

4. ®aponoB, A.E. OcHoBbl HH(}OPMALMOHHONW O€30MACHOCTH MpU paboTe Ha
KOMITbIOTEpE [DIEKTPOHHBIM pecypc]: yueOHoe mocooue / A.E. dapoHoB. —

ONeKTpoH. naH. — MockBa, 2016. — 154 c¢. — Pexum goctyna:
https://e.lanbook.com/book/100296

6.2. IlepeyeHb JONOJTHUTENIBHOM JTUTEPATYPBI
Bceobmas nexmnaparus npas yenoseka (ot 10 gexabps 1948 r.). M., 2015.

Koucturynus P®. M., 2015.
['paxxnanckuii koaexc P®. M., 2015.
JlokTpuHa nHpopMmaimonHoii 6ezonacHoctu PO. M., 2015.

ok b

denepanbhbiil 3ak0H «O TocynapcTBeHHOM TaitHe» OoT 21 uronst 1993 r. Ne
5485-1. M., 1993.

6.3. IlepeyeHb MHTEPHET pecypcoB

1. http:// www.consultantplus.ru/ - HopmaTuBHO-TIpaBoBas 6asa

2. http://www.garant.ru/ - HopmaTHBHO-TIpaBOBas Oa3a

3. http://www.promo.s-director.ru/ — cat xypHama  «Jlupexrop
110 0€30IaCHOCTH



http://www.garant.ru/
http://www.garant.ru/
http://www.promo.s-director.ru/
http://www.promo.s-director.ru/
http://www.promo.s-director.ru/
http://www.promo.s-director.ru/

4. http://college.ru/UDP/texts/ — y4eOHbIii Kypc «3amuTta HHGOpMaLIUN,;
5. http://www.mirash.ru/dokill.html - HOpMaTHBHas 0a3a 1O 3aluTe
uHpopMauu;
6. http://tk.plexor.ru/web-links/info/38-zakon.html -
HOPMAaTHBHBIE JOKYMEHTHI 10 3aIUTe HH(POPMAIIHH.

7. http://www.inattack.ru/ - anTuBupycHOE nporpaMmMHoe oOecIieueHre
8. http://securityvulns.ru/ - HopMaTHBHBIC JOKYMEHTBI IO 3aIUTE HHGOPMAIIUU
9. http://www.glossary.ru/cgi-bin/gl_sch2.cgi?RIt(uwsg.outtg9!hlnuvgxtuxy
10.http://www.gosecure.ru/ - caiit popmaros DL
11.http://z-oleg.com/ - anTUBUpPYCHOE MPOrpaMMHOE 0OECIICUCHHE
12.http://www.aladdin.ru/ - CaiT MPOU3BOJAUTEIS  CPEACTB

3aIUThl HHPOPMAIUU

7. MATEPUAJIBHO-TEXHUYECKOE I THOOPMAILIMOHHOE
OBECIIEYEHME

Peaymzanust  gaHHOM ~ ydyeOHOW — MUCHMIUIMHBI  OCYHIECTBIISIETCS €
HCIIOJIb30BaHUEM MAaTePHAIBHO-TEXHUUECKOM 0a3bl, 00eCIIeurnBaroOIIeii IPOBEACHNE
BCEX BHJOB YYEOHBIX 3aHSATUH U  HAYYHO-HCCIEIOBATEIHCKONH  PabOTHI
oOydJarommxcsi, MPEAyCMOTPEHHBIX MpPOrpaMMoi y4eOHOM JUCHUUIUIUHBI U
COOTBETCTBYIONIEH JIEUCTBYIOIIMM CAHUTAPHBIM U MPOTUBOIIOKAPHBIM IIPABUIIAM U
HOpMaM:

- 000py1I0BaHHbBIC KAOWHETHI U AyJUTOPHUU;

- KOMITBIOTEPHBIE KJIACCHI;

- ayIUTOpUH, 000PYI0BaHHBIE MYJbTUMEIUNHBIMU CPEJICTBAMU O0yUYECHUSI.

JlekiuoHHBIE 3aHATUS — YUeOHast ayAUTOpHUs JJIsl IPOBEACHUS JICKIIMOHHBIX
3aHITHH.

I[IpakTuyeckue 3aHATUS — CHOCHUAIM3UPOBAHHAS AyAUTOPHUS, OCHAICHHAs
CHEIUAIN3UPOBAaHHON MeOeNbl0, MYJIbTUMEIUNHBIM TIPOSKTOPOM, IEPEHOCHBIM
AKPaHOM, HOYTOYKOM

JlabopaTopHble 3aHATHS — KOMIIBIOTEPHBIE KJIACChl C  YCTAaHOBJICHHBIM
CHEIUAIN3UPOBAHHBIM JIMIIEH3MOHHBIM MPOTPaMMHBIM obecrieueHnem: Microsoft
Office Professional 2013 JIlunen3uonusiii qoroBop Ne 31401445414 ot 25.09.2014.
Google Chrome CpobGogno pacnpoctpansiemoe I[IO cormacHo yCIOBUSIM
munieH3nonHoro cornamenusi. Kaspersky Endpoint Center 10 JluneH3uoHHBIHM

norosop Ne 17E0170707130320867250
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8. YITBEP/KJIEHUE PABOYEN [IPOI'PAMMBI

Pabouast nporpamma Ge3 usmerenuii yrsepsxkaena na 2017/2018 yuebHbli roji.
[Tporokon Ne 7 3ace/lanus Kadeapsl o1 « 7/ » 24l G0 20l

Lo s L |
3aBesylommii kadespoit . A7« ) /FO.M. Cennseperon/

Hupextop uHcruTyTa ﬁ/ /10.A. Jloporenko/

[




8. VTBEPKJIEHUE PABOYEN NPOI'PAMMBI

PaGouas nporpamMa Ge3 UsMEeHeHHH yTBEp K/IeHa Ha 2018/2019 yueOGHBIA rOA.
IIporokomn Ne & sacenanus kadenapsl ot « L Ty AR 20 /4.

3apeayiommii kadeapoi - /t'?’-_ g"""? il /1O.U. CenuepcTon/

JlupeKTop WHCTUTYTA /10.A. Jlopoienko/

e



8. YTBEPKIEHUE PABOYEN ITPOI'PAMMBI

Yreepinenue paboueil nporpamMMsl 63 H3MeHeHH it

Pabouas nporpamma Ge3 nsmenenuii yrepskaena ua 2019 /2020 y4eOHbIH
roz.

Ipotokon Ne &7 sacenanus kadenpsi ot « Z3»_ L& 2044

§ __
3asenyromuii kadeapoii . C/t%t-\ — IO.M. Cenupepcros

noanucs, PUO

/,Z[Hpe[{'rop I/IHCTHTyTa‘W 10.A. JToporuenko

noanucs, ®HO




roj.

8. YTBEPKJIEHUE PABOYEM ITPOTPAMMBI

YTBepxaeHue paboueit nmporpamMmmel 63 H3MeHeHuMi
Paboyas nporpamma Ge3 usMeHeHuii yreepxaena va 20 /7 /20 7| yueGHbIii

IIporokon Ne X 3acenanus Kadeapsl oT « /- » 20.or,

/ C/ —
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