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1. INTAHUPYEMBIE PE3YJIBTATBI OBYUEHUS 11O JUCIIMIIJIMHE

Kareropus Koa n HanmenoBanue HanmenoBanue nokaszaresst
Kon n HaumenoBanue
(rpynma) P WHINKATOpa JOCTIKCHUSI | OLIEHUBAHUS pe3yibTaTa 00ydeHus

KOMITCTEHIINH KOMITCTEHIINI 10 TUCUUTIIHHE
YK-2. YK-2.1. 3HaHHE OCHOBHBIX KATETOPHH U
CrniocoOeH onpenensirtsb Onpenenser Kpyr akToB aCTeKTOB HH(OPMALMOHHON
KPYT 3a/1a4 B paMKax JeHCTBYIOLIETO 0€301acHOCTH; OCHOBHBIX
MIOCTABJICHHOM eI U 3aKOHOJIaTENbCTBA, 3aKOHOJATENIFHBIX, ITPOLIETYPHBIX,

BBIOMpPATh ONTUMANIEHBIE
CTIOCOOBI HX PEIeHHUS,
UCXOIS U3
JEUCTBYIOIUX
MPaBOBBIX HOPM,
MMEIOIINXCS PECYPCOB U
OTrPaHUYCHHU.

COJEep>KalllUX IIPABOBBIE
HOPMBI, PETYIUPYIOIINE

AJMUHUCTPATUBHLBIX U
IMPOrpaMMHO-TCXHUYCCKUX MCP

pohecCHOHATBHYIO obecnieueHnss HHOOPMAITIOHHOM
JEATENHHOCTD 0e30IMacHOCTH;
YK-2.2. YMeHue opraHu3oBaTh mporece

Hcnons3yer HOpMaTUBHO-
[IPABOBBIE TOKYMEHTBI
pu pa3paboTke U

3aIATH HKHPOPMAITHOHHBIX CHCTEM
B COOTBETCTBHH C OT€YECTBEHHBIMH
Y MEXIYHApPOIHBIMHU CTaHIapTaMHu

peanuzanuu B o0siacTi MHPOPMAIOHHOM
poeccnoHaIbHBIX 0e30macHOCTH;

MPOCKTOB

VK-2.3. Brnanenne HaBBIKAMU COCTaBICHUS
OcymiecTBisieT JIOTOBOPOB U IPYT'MX HOPMATHBHO-

COCTaBJICHHE JIOTOBOPOB U
JIpYTrUX MpaBOBBIX
JOKYMEHTOB, HCIIONIB3YET
nH(OPMAITMOHHO-
MIPaBOBBIE PECYPCHI LIS
peurenus
poeccnoHaIbHBIX
3aj1a4, coOroaast Npu
3TOM TpeOOBaHUs
AHTUKOPPYILIMOHHOI'O
3aKOHOJIAaTENIbCTBA

MPaBOBBIX JOKYMEHTOB C
HCIOJIb30BaHUEM HH(POPMAITMOHHO-
IIPaBOBBIX PECYPCOB IS PELIECHUSA
npohecCHOHaIBHBIX 3a1a4, C
cobmroieHreM TpeOoBaHuUs
AHTUKOPPYIILIHOHHOT'O
3aKOHOJATENILCTBA.

OIIK-2. CrrocobeH
HCIIOTb30BaTh
COBpEMEHHbBIE
HH(POPMAITUOHHBIC
TEXHOJIOTHH 1
MpOrpaMMHBIE CPEJICTRA,
B TOM YHCIIE
OTEYECTBEHHOTO
MIPOM3BOJICTBA, TIPH
peleHuH 3a1a4
npoeccuoHaIbHON
JESITENIbHOCTH

OIIK-2.1.

IToHuMaeT npUHLKIIBL
paboThl COBPEMEHHBIX
nHGOPMALMOHHBIX
TEXHOJIOTUH U
[IPOTrPaMMHBIX CPENICTB.

3HaHUe COJIePKAHUS OCHOBHBIX
OTCYCCTBCHHLIX U MCKIYHAPOJIHBIX
CTaH/IapTOB | CrIeIH(UKAIINA,
JCWCTBYIONIMX B 00JIaCTH
MH(POPMAITMOHHOM 0€301MaCHOCTH;

OIIK-2.2.

Ucnons3yer
COBpEMEHHBIE
nHGOPMAaLMOHHbIE
TEXHOJIOTHH U
MIPOrpaMMHBIE CPEJICTBA,
B TOM YHCIIE
OTEUYECTBEHHOT O
MIPOM3BOCTBA, IPH
penieHny 3aaa4d

YMeHue onpenennuTs ysSa3BUMbIe
MecTa B 3aIiTe HHPOPMAIMOHHOM
CUCTEMBI, BBIOpATh HEOOXOAUMBIC U
IKOHOMHYECKH 000CHOBaHHBIE
3alIUTHBIE MEPOIPUATHS Ha
aJIMAHUCTPATUBHOM, MTPOIIEYPHOM
U TIPOrPaMMHO-TEXHUYECKOM
YPOBHSX oOecrieueHus
0e30IMacHOCTH;

npodeccnoHambHON

JeSITENbHOCTH

OIIK-2.3. Brnagenne HaBbIKaMH IPUMEHEHUS
OcymiecTBiseT BHIOOP KpanTorpaduueckux MakeToB U
COBPEMEHHBIX uHTEPHEHCOB IS HIOCTPOESHUS
WH(POPMAIIMOHHBIX noyicucTeM UH(OPMAITMOHHON

TEXHOJIOTUH U
MPOIPAMMHBIX CPEJICTB, B

0€e30I1aCHOCTH.




TOM YHUCIIC
OTEYECTBCHHOTO
MIPOM3BOJICTBA, JUISI
pelieHus 3a1a4

PO eCCHOHATTEHOM
JIeSITEITBHOCTH

OIIK-3. Cnocoben
pemaTh CTaHJapTHEIE
3a1a4n

PO ECCHOHATTEHOM
JesITeNbHOCTH Ha
OCHOBE
HH(POPMAITHOHHON 1
oubnuorpaduieckoi
KYJIBTYPBHI C
PUMEHCHUEM
WHPOPMALTUOHHO-
KOMMYHHKAIMOHHBIX
TEXHOJIOTUH U C y4eTOM
OCHOBHBIX TpeOOBaHUI
WHPOPMATUOHHON
0e3omacHOCTH

OIIK-3.1.

Hcnonb3yeT NpUHIHIIBL,
METOJIBI M CPENICTBA
peLIeHus CTaHAAPTHBIX
3a51a4 npoecCuoHaIbHON
JEeATeTbHOCTH Ha OCHOBE
nH(pOPMAITHOHHON 1
oubnmorpaduueckon
KyJbTYpPBI C
IPUMEHCHNEM
nHPOPMALIUOHHO-
KOMMYHHUKAIIMOHHBIX
TEXHOJIOTUH U C YUYETOM
OCHOBHBIX TpeOOBaHUI
WHPOPMALTUOHHON
0e3onmacHOCTH

3HaHHUE OCHOB MOCTPOEHUS
KPHUIITOCHUCTEM, a TAK)KEe CPEIICTB
CO3MIaHUs U BEPUPUKAIINH
AIIEKTPOHHBIX TOAMUCEH U
ayTeHTU(UKAIIUU; 0OCOOEHHOCTH
3alIUTHI PACTIPEICITCHHBIX
WH(POPMAITUOHHBIX CHCTEM

OIIK-3.2.

Pemaer crangapTHbie
3a1a9u
npodeccnoHambHON
NESITENbHOCTH HAa OCHOBE
WHPOPMALMOHHON U
oubmmorpaduyeckoit
KYJIBTYPBI €
MPUMEHEHUEM
WHPOPMAITUOHHO-
KOMMYHHKAIMOHHBIX
TEXHOJIOTHH ¥ C Y4eTOM
OCHOBHBIX TpeOOBaHUH
nH(OPMAITMOHHOM
0€30I1aCHOCTH,

YMeHHe OCYILECTBIATh
MPOTrPaMMHYIO PEaTU3ALIHIO
Han0oJIee PaCcIPOCTPAHSHHBIX
KPUIITO aJITOPUTMOB, IPHMEHSITh
CYIIECTBYIOIIHE CHCTEMBI 3aIlIUTHI OT
HECAHKIIMOHMPOBAHHOT'O JIOCTYTIA.

OIIK-3.3.
[ToarorasnuBaet 0030pHI,
AHHOTAINH, COCTABJISET
pedepatsl, HayIHBIE
JIOKJIAJIbI, TyOJIMKALIUN U
oubnmorpaduu mo
Hay4YHO-
HACCIIEA0BATEIbCKON
pabote ¢ yaeTom
TpeOoBaHMIA
nH(OPMAITMOHHOM
0e301acHOCTH.

Brnanenue MoaensiMu, CTpaTerusiMu
CUCTEM M TEXHOJIOTUYECKHUX OCHOB
KOMIIJIEKCHOTO 00ecreyeHust
MH(POPMAITMOHHON OE€301TaCHOCTH,
BOMPOCaMH MIPABOBOTO U
OpraHU3alMOHHOr0 00EeCTICeUEeHUS
MH(POPMAITMOHHOW 0€301TaCHOCTH.




OBPA3OBATEJBbHOM MPOT'PAMMBbBI
1. Komnerenuusa YK-2

]_IaHHaSI KOMIICTCHIIUA q)opMpreTc;I CIACAYIOINMMHU NUCHIUIIIIMHAMUA.

Cranus HanmeHoBaHMS TUCIMIIMHBI
1 ConuoJiorusi ¥ CUXO0JIOTHS YIIPaBICHUS
2 ITpaBoBegeHNE
3 OCHOBBI 5KOHOMHUKH
4 Nudopmarmonnas 6€30mMacHOCTD U 3alIUTA TEPCOHAIBHBIX TAHHBIX
9) CranjapTu3aiys 1 JUIEH3UPOBAHUE TPOrPAMMHOTO 00ECTICYeHU S
6 Hayuno-TexHudeckast nHGopMaIus

2. Komnerenmusa OIIK-2

I[aHHaH KOMIICTCHIIUA Q)opMpreTc;I CICAYIOMMMHU JUCHUIITIMHAMM.

Cragus HanmeHoBaHMS NUCIIUILINHEI

1 WH(popMalinoHHbIE TEXHOJIOTUN

bazbe1r maHHBIX

ITporpammHast HHKEHEpHUs

bonbime naHubie

WHcTpyMeHTambHBIE cpeicTBAa HH(POPMAITMOHHBIX CHCTEM

I/IHTGJIJIGKTyaJII)HI)Ie CHUCTEMBI U TCXHOJIOTHUHU

I/IH(bOpMaI_II/IOHHa}I 0€30I1aCHOCTD U 3aluTa MNCPCOHAJIbHBIX JJaHHBIX

O INO|ON B WIN

Y4eOHast TEXHOJIOTHYECKas! (MTPOEKTHO-TEXHOJIOTHYECKAs) MPAKTHKA

3. Komnerenuusa OIIK-3

JlanHast komriereHus popmMupyercs CaeayrIUMI TUCIUILTHHAMU.

Cramus HanMeHoBaHUs TUCITUTUTMHBI
1 baser gaHHBIX
2 AJMHUHHCTpUPOBaHHE HHPOPMALIMOHHBIX CHCTEM
3 WH)OKOMMYHUKAIIMOHHBIE CHCTEMBI H CETH
4 WMudopmannonHas 6€300aCHOCTb U 3aIlMTa EPCOHATbHBIX JaHHBIX
5 YyeOHasi 03HAaKOMUTEINIbHAsI TPAKTHKA
6 YyeOHast TeXHOJIOTHYECKas (MPOEKTHO-TEXHOJOTHUECKasi) MPAKTHUKA




3. OFbEM /IMCHUIIJIMHBI
OO01mast Tpy10eMKOCTh JUCIIUILIMHBI COCTABIISIET S 3a4. equawmil, 180 gacos.
dopma IPOMEKYTOYHOM aTTeCTAllMU  JK3aMEH

Bun yae6HO# paboThI Bcero | Cemectp
4acoB Ne 6

OO011as TpyA0€MKOCTh TUCIMIUIMHBI, Yac 180 180
KonTakTHasi padota (ayAuTOpHBIE 72 72
3aHATHA), B T.4.:

JICKIIUHI 34 34

J1a00paTOpHBIC 34 34

MIPAKTUICCKHE

IPYIIOBBIE KOHCYJIbTAIUU B TIEPUO]T 4 4

TEOPETUYECKOI0 00y4YeHHUs U

IPOMEKYTOYHOHN aTTecTaluu
CaMocTosiTe1bHasi padoTa CTY1eHTOB, 108 108
BKJII0Yasi HHANBHUYAJIbHbIE H TPYNTIOBBIE
KOHCYJIbTallHH, B TOM YHCJI€:

KypcoBoii npoekr

KypcoBas pabota

PacuetHo-rpaduyeckoe 3aganue

WuuButyansHOE TOMaIIHEe 3aaHue

CamocrosiTenbHast paboTa Ha MOATOTOBKY K 72 72

ay/ZIMTOPHBIM 3aHATUSAM (JICKLIUH,

MPaKTHYECKHUE 3aHSTHS, Ta00paTOPHBIC

3aHSATH)

DK3aMeH 36 36




4. COJIEPKAHUE TUCHUTIIVHBI

4.1 HaumeHoBaHMe TeM, HX CO/iep:KaHNe H 00beM

Kype3 Cemectp 6

/o

HaumenoBanue paznena
(kpaTKoe coziepKaHue)

O0BeM Ha TEMAaTHYECKUNA
paszzesn 1o BuaaM yuyeOHon

Harpy3Ku, 4ac

Jlexun

[IpakTuueckue
3aHATUSA
JlaboparopHbie
3aHATUSA
CaMocrosTebHas
paboTta Ha IOATOTOBKY
K ay IUTOPHBIM

3aHATUAM

1.

Pazgen 1. OcHOBHBIE acTieKThl HH()OPMAIIMOHHON O€3011aCHOCTH

[Tonsatne wuHpopmManMoHHON Oe3omacHOCTH. OCHOBHBIE
KAaTerOpuu HUH(pOpMaLOHHON 0€30MacHOCTH.
3aKoHOaTEIbHbIE aCIIEeKThI MH(pOPMALIMOHHON
Oe3omacHOCTH. AHanmM3 HaumboJee paclpoCTpaHEHHBIX
yrpo3 U METOJIOB IPOHUKHOBEHHs B HH(OpPMAallMOHHbIE
cucreMsl. [IporpaMMHoe o0ecrieyenne, MpUMEHIEMOe s
IPOHUKHOBEHUS] B MH(POPMALMOHHBIE CUCTEMbI U METO]IbI
HEHUTpaJIM3alMU €ro BO3ICUCTBUS.

2.

Paznen 2. Kpunrorpaduyeckue cpeacTna 3amuThl HHPOpMALK

OcHoBHBIE OHATUS KPUNTOrpa(uu, TEPMUHOIOTHUS.
Knaccudukanus kpuntoanroputMoB. OCHOBHEIC BHJIbI
KPUIITOAHATUTHYECKUX aTaK. 3aKOHOATENbCTBO PO B
obyactu pa3pabOTKH ¥ MPUMEHEHHS CUCTEM, COJEPKAIUX
3JIEMEHTHI KpunTo3auThl. [ToTokoBbIe U 610YHBIE

i @psl. [IpuHIMIBI TOCTpOEHUS OJIOYHBIX MIHU(POB.
Konctpyxkiuu ®eiicrens. PexxuMbl paboThl OJI0YHBIX
mmdpos. Kpunroanroputmer AES, TOCT 28147-89 u
I['OCT P 34.12-2015. OcHOBHBIE NPUHIHUITEI HIU(PPOBAHUS
C OTKPBITHIM K1t04oM. O0JaCTH IPUMEHEHUS
KPUIITOCUCTEM C OTKPBITHIM KitouoM. Kpunroanroputm
RSA. Ynpasnenue kiarouamu. Anroputm duddu-
Xemnmana-Mepkiia.

12

22 36

3.

Paznen 3. CrangapTsl nHOOPMAITMOHHOM 0€30MMaCHOCTH

OCHOBHBIE TIOHSITHS, BBOJIMMBIEC CTaHIAPTAMH U
cneundukanusamu. PykoBoasiiue T0OKyMEHTbI
I'ocrexxomuccnn P®. HopmaTnBHBIE TOKYMEHTHI
OCTIK. O630p HanboIee 3HAUUMBIX OTEUECTBEHHBIX
CTaHJapTOB B 00acTH MHGOPMAIIMOHHON O€30MTaCHOCTH:
NCO/M3K 15408, cepus cranaaproB MCO/M3BK 27000.

4.

Paznen 4. DnekTpoHHas MOANUCH U ayTeHTU(DUKaLUs

Hasnauenue QyHKIMiA XAMIMPOBAHUS U TIPEIBIBISIEMBIE K
HUM TpeboBanus. O630p N3BECTHBIX AJITOPUTMOB
xamupoBanus: MDS5, SHA-1, 2, 3,

['OCT P 34.11-94, 2012. Tpe©oBaHus K 3I€KTPOHHBIM
noamnucsaM. OCHOBHBIE TTOJIOXKEHU 3akoHa 63-D3 «O06
AJIEKTPOHHOMU TTOAMKICHY. XapaKTEPUCTUKH AJITOPUTMOB
CO3MaHUs U BepuPUKAIIMU dIIEKTPOHHBIX moanuceit: DSA,
ECDSA, T'OCT P 34.10-94, 2001, 2012. TIpoToxosbl




OJIHOCTOPOHHEW M JBYCTOPOHHEHN ayTeHTU(PUKAIINKA HA
OCHOBE CUMMETPHYHOTO U ACHMMETPHUYHOTO HIH(PPOBAHUSI.
OcHoBHbIe nIoNokeHus ctanaapra X.509. Ctpykrypa
cepTU(HUKaTa OTKPHITOTO KIto4a, (hOpMaThl XpaHEHUSI.
OT13b1B cepTuduraToB. O0mas cxema ayTeHTH(PUKAINH C
ucnonb3oBanueM ceprupukaros X.509. MadpacTpykTypsl
OTKPBITHIX KJIFOUEH.

5.

Pa3nen 5. amura pacnpeeieHHbIX CUCTEM U KOPIIOPATUBHBIX CETEN

Oco0eHHOCTH MPOTOKOJIOB 3ALUIIIEHHOTO OOMEHa
JAHHBIMU CETEBOT'O U TPAHCIIOPTHOTO YPOBHS U UX MECTO B
cteke mpotokosioB TCP/IP. O630p 3amuineHHbIX
nportokoyioB: IPSec, SSL, TLS. Atakyemblie ceTeBbIe
KOMIIOHEHTHI HHPOpPMAIMOHHBIX cucTeM. Kiaccudukanus
HapyIuTesel cereBoil 0e3omnacHocT HHGOPMAIMOHHBIX
CUCTEM. YIIpaBlieHUE 10CTYIIOM. MeToiuka 0OHapyXeHus
Hapymureneil. [I[porokonupoBanue u ayauT.
Knaccugukaius BpeZOHOCHBIX POrpaMM. AHTHBHPYCHAs
3anuTa. OCHOBHBIEC XapaKTEPUCTUKHU U THUIIBI
OpaHIMay>pOB M CUCTEM OOHAPYKEHUS U
MPEIOTBPAIICHHS BTOPXKEHUH.

4

10

6.

Pa3nen 6. Cuctemsl 3a1IUTHI 2JIEKTPOHHOM MOYTHI

Hasnauenue u npunimn pabotsl cucreM PGP u SIMIME.

4

7.

Paznen 7. Oprannsannonnoe odecrnieueHre HHPOPMAMOHHOM

0€e301acHOCTH

AJIMUHUCTPATHUBHBIN YpOBEHb WH(OPMAITMOHHON
6e3omacHocTi. POPMUPOBAHHUE OJUTUKH O€30M1aCHOCTH.
VYnpasnenue puckamu. [IponeaypHslii ypoBeHb
UHPOpPMaLMOHHOM Ge30macHOCTH. OCHOBHBIE MEPBI
nojJepKaHus paboTocrnocoOHOCTH UH(POPMALIMOHHOM
CUCTEMBL.

2

BCEI'O

34

34

72




4.2. ConepxaHne NPaAKTHYECKUX (CEMUHAPCKHUX) 3aHATHI

He npenycMoTpeHo y4eOHBIM MiIaHOM

4.3. Conep:xanue JJaDOPATOPHBIX 3aHATHI

Ne HanmenoBanue Tema mabopaTopHOTro 3aHATUS K-BO | cavocrosremsmas
n/m pasaeiaa qacoB paboTa Ha
JYCLUIIIMHBI TIOArOTOBKY K
ayIUTOPHBIM
3aHATUAM
cemectp No 6
1 | Kpunrorpaduueckue | [ToTokoBoe mudpoBanue qaHHBIX 4 8
2 | cpeAcTBa 3aIIUTHI Anroputm 61104HOTO MIU(POBAHUS 6 9
uHpopmanuu nanubix ['OCT 28147-89
3 CummerpuuHoOe m(ppoBaHue TaHHBIX C 6 9
MCIOJIb30BaHUEM KPUNTOrpadhuyecKux
untepdeiicoB Microsoft CryptoAPI u
Cryptography API: Next Generation
4 CHUMMETPUYHOE U ACHMMETPUIHOE 6 9
mu(poBaHUE TaHHBIX CPEICTBAMHU
kpunrorpaduueckoro nakera OpenSSL
5 | DnexkTpoHHas Coznanue kpunrorpahuyeckiux 6 10
HOAIHNCH U COOOILIEHUH C UCTIOIb30BAaHUEM
ayTeHTU(UKALIHS untepdeiica Microsoft CryptoAPI u
upposbIx ceprudukaTon X.509
6 3amuTa Peanu3zanus 3amuineHHoi nepeaayu 6 10
pacnpeneeHHbIX JaHHbIX 110 npoTtokony TLS cpeacrBamu
CHUCTEM U kpuntorpaduueckoro nakera OpenSSL
KOPIIOPATHBHBIX
ceren
UTOI'O: 34 55
BCETO: 89

4.4. Conep:xaHue KypCcOBOI0 MPoeKTa/padoThl

He npenycMoTpeHo y4eOHBIM MIaHOM




4.5. Conep:kaHue pacueTHO-rpa)uuecKoro 3ajaHms,
HHAUBHUAYAJIbHBIX JOMAIIHUX 3aJaHUI

He npenycMoTpeHo y4eOHBIM IJIaHOM

5. OHEHOYHBIE MATEPHUAJIBI U1 TPOBEJAEHUA TEKYIIEI'O
KOHTPOJISI, MIPOMEXYTOUYHOM ATTECTAIIMA

5.1. Peanu3zannsa KkoMneTeHui

1 KOMlIeTeHIII/Iﬂ YK-2. Cnoco6en ONpeaeNsaTh KPYr 3a7a4 B paMKax IOCTABICHHOH LeNIN U
BBIOMpaTh ONTHUMAJIBHBIC CIIOCOOBI UX PEIIECHUS, UCXOS U3 ICHCTBYIONIUX MTPABOBLIX HOPM, UMEIOIIHXCS

PECYPCOB U OTPaHUYCHUI

HanmenoBanmne HHAWKAaTOpa JOCTHXKCHUA
KOMIICTCHIIMH

Hcnonb3yembie cpeacTBa OIICHUBAHUS

YK-2.1.

Omnpenensger Kpyr akTOB IEUCTBYIOIIETO
3aKOHO/IaTEeNbCTBRA, COACPIKAIIUX MTPABOBbIC
HOPMBI, PETYIMPYIOIINE NPO(HECCHOHATBHYIO
JeSITENIbHOCTb.

CobecenoBanue, 3amuTa 1a00paTopHON PabOTHI, TECTOBEIH
KOHTPOJIb, YCTHBIH OIIPOC, IK3aMEH

YK-2.2.

Hcronb3yeT HOpMaTHBHO-ITPABOBbIC
JOKYMEHTBI TIPH Pa3pabOTKe U peatn3aiun
PO eCCHOHATIBHBIX MTPOEKTOB.

CobecenoBanue, 3auTa 1a00paTopHON pabOThI, TECTOBBIH
KOHTPOJIb, YCTHBII OMPOC, 3K3aMeH

YK-2.3.

OcymiecTBIs€T COCTABICHHE JIOTOBOPOB W
IPYTHX TIPABOBBIX JIOKYMEHTOB, HCIOJIb3YET
WHPOPMALIMOHHO-TIPABOBBIE  pECYpChl IS
penieHns mpodecCHOHANBHBIX 33aa4, COOI0/1as
Opyd 3TOM TpPeOOBAaHUS AHTHKOPPYIIHMOHHOTO
3aKOHOJIaTEJILCTBA

CobecenoBanue, 3ammra 1a00paTopHON pabOTHI, TECTOBBIH
KOHTPOJIb, YCTHBIH OMPOC, 3K3aMeH

2 Komnierenuus OIIK-2. CnocoGen ucrnons3o8ath COBpEeMEHHbIE MHPOPMAIIMOHHBIE TEXHOJIOTHH
M IIPOrpaMMHBIE CPEICTBA, B TOM YHCJIE OTEYECTBEHHOI'O IIPOM3BO/CTBA, IIPH PELICHUH 3a]a4

po(hecCUOHAIBHOM JeSITEITBHOCTH

HaumenoBanue HUHAUKATOpa NOCTUKCHUS
KOMIICTCHIIMH

HCHOJ’IB?»yeMHe CpeAcCTBA OICHHUBAHUA

OIIK-2.1.

[ToHnnmaet npuHIKIIBL PAaOOTHI COBPEMEHHBIX
WH(POPMAITMOHHBIX TEXHOJIOTHH U
IPOrpaMMHBIX CPEJICTB.

CobecenoBanue, 3amura J1a00paTopHON paboThI, TECTOBBIH
KOHTPOJIb, YCTHBII ONPOC, 3K3aMeH

OIIK-2.2.

YMeer BBIOMpaTh COBPEMEHHBIE
WH(OPMAITMOHHBIE TEXHOJIOTHH H
MIPOrpaMMHBIE CPEJICTBA, B TOM YHCIIE
OTE€YECTBEHHOTI' 0 POU3BOJICTBA, IIPH PELLIEHUU
3aj1a4 Mpo(heCCHOHATBHOMN JIEATEINbHOCTH.

CobecenoBanue, 3amura Ja00paTopHON paboThI, TECTOBBIN
KOHTPOJIb, YCTHBII ONPOC, 3K3aMeH

OIIK-2.3.

Ocy1ecTBisieT BBIOOP COBPEMEHHBIX
WH(POPMALMOHHBIX TEXHOJIOTUH U
IIPOTrPaMMHBIX CPEICTB, B TOM YKCIIE
OTEYECTBEHHOTO POM3BOJICTBA, /ISl PEIICHHSI
3a7a4 npo)ecCHOHATIBLHOMN IesITENbHOCTH

CobecenoBanne, 3amuTa JJabOpaTopHOIl pabOTHI, TECTOBBII
KOHTPOJIb, YCTHBIH ONPOC, S3K3aMeH

3 Komnetenmus OIIK-3. Cnocoben pemats cranmapThbie 3a1aun 1podheccHoHaTbHOI
JIeATeNLHOCTH HAa OCHOBE MH(OPMAIMOHHOM 1 Gu6IHOrpadHueckoil Ky IbTyphl ¢ HPUMEHEHHEM
MH(POPMAIHOHHO-KOMMYHHKAIIHOHHBIX TEXHOJIOTHIA U ¢ y4eTOM OCHOBHBIX TpeGOBaHMI HH(BOPMAITMOHHOI




0€30I1aCHOCTHA

HanmeHoBaHue MHIMKATOPA TOCTIKCHUS
KOMIICTCHIINHN

Hcnonb3yembie cpeacTBa OLICHUBAHUS

OIIK-3.1.

Hcnonb3yeT NpuHIMITEL, METOBI M CPEICTBA
pelIeHHs CTaHAAPTHBIX 3a/1a4
npodeccnoHabHOM AEeATETHHOCTH Ha OCHOBE
WHPOPMALMOHHON 1 OMOIHorpaduIecKon
KYJIBTYPBI C IPUMEHEHUEM HHPOPMAaIIHOHHO-
KOMMYHHUKAIIMOHHBIX TEXHOJIOTHH U C YIETOM
OCHOBHBIX TpeOOBaHMI HHPOPMAITMOHHON
0e30macHOCTH

CobecenoBanue, 3amuTa 1a00paTopHON PabOTEI, TECTOBHIH
KOHTPOJIb, YCTHBIN ONPOC, 3K3aMeH

OIIK-3.2.

Pemaer crangapTHbie 33241
npogecCHOHANBHON AEATETLHOCTH Ha OCHOBE
WHPOPMALMOHHON 1 OuOIHorpaduIecKon
KYJIBTYPBI C IPUMEHEHUEM HH(POPMAILIIOHHO-
KOMMYHHMKALIMOHHBIX TEXHOJIOTHH U C Y4ETOM
OCHOBHBIX TpeOOBaHUI HHPOPMALTUOHHON
0e30nacHOCTH

CobecenoBanue, 3amunTa 1a00paTopHON pabOThI, TECTOBBIH
KOHTPOJIb, YCTHBIN OIPOC, IK3aMeH

OIIK-3.3.

[MoaroraenuBaet 0630pbI, AHHOTALIUH,
cocTaBisieT pedeparsl, HayYHbBIE JOKIABI,
myOuKanuu 1 6ubarorpaduu 1Mo HayIHO-
UCCIIEI0BATEIBECKON paboTe ¢ yueToM

TpeOoBaHUi MHOOPMAITMOHHON 0S30MaCHOCTH.

CobecenoBanne, 3amuTa JJAOOPaTOpHOIT pabOTHI, TECTOBEII
KOHTPOJIb, YCTHBIH OIIPOC, IK3aMEH

5.2. TunoBkIe KOHTPOJIbHBIC 3a/1aHUA 1JIA HpOMe)I(yTOqHOﬁ aTrecralnmmu

5.2.1. [lepeyeHb KOHTPOJIBLHBIX BONPOCOB (THMOBBIX 32/1aHUI)
1JI51 3K3aMeHa / nuddepeHUMpPoOBaAaHHOTO 3a4eTa / 3a4eTa

HanmenoBanue CopepxaHue BOIIPOCOB (TUITOBBIX 3aJJaHHI)
Ne paszena JUCHUIUIMHEI
/11
1 OCHOBHBIE aCTIEKThI [TonsTue undopmanronHoii 6e3omacHOCTH. OCHOBHBIE THITBI
nH(OPMAIIMOHHOU yrpo3 HHPOPMaIMOHHOM 6€30MacHOCTH
2 0€301acHOCTH 3akoHOAaTeNbHBIE aCTIEKTH HH()OPMAITMOHHON 0€30MaCHOCTH.
3 bazoBeie nonsaTus kpunrtorpadpun. OCHOBHBIE 3a/1auH,
pemraemplie ¢ ToMoIIbI0 Kpunrorpaduu. [lousTus
KPUNTOAJITOPUTMA U KITIOYA
4 Kpunroananus. [lonsitue croiikoctu anropurMa. OCHOBHBIE
Pa3HOBUIHOCTH KPUNTOAHAUTHYECKUX aTaK
5 Krnaccudukanus aaropuTMoB KiacCUYecKoi kpunrorpapuu.
Kpunrorpadguueckne OnHopasossie 010kHOTBI. Knaccudukarus KOMIbIOTEPHBIX
Cpe/cTBa 3aIIUTHI KPUNITOAJITOPUTMOB.
6 uHpopMauu [Tpuniuns! noctpoenus 61049HbIX MHppoB. Ceth DeiicTens
7 OcHOBHBIE peXUMBI pa0OTHI OJIOUHBIX HIUPPOB
8 Kpunroanroputm 'OCT 28147-89. CtpykTypa payHna.
bazoBeie 1ukibl 3amupoBanus U pacimrdpoBanus. Pexumbl
muQpoBaHus, ONpe/IeNICHHBIE CTAaHIAPTOM
9 Kpunroanropurm AES. XapakTepucTuku aaroputrmMa u ero
CTpyKTypa




10

KpunrocucremMsl ¢ OTKPBITBIM KIIFOUOM. [IpUHIHITEI TOCTPOSHHSI
Y OTIIUYHS OT CHMMETPHYHBIX KPUITOCUCTEM. AJITOPUTM C
OTKPBITHIM KJTtouoM RSA

11 VYnpasieHne KIIo4YaMi B CHMMETPHYHBIX U aCHMMETPUYHBIX
kpuntocucremax. ['enepauus kiodeil. Pactipenenenue kitouei
JUIS CAMMETPUYHBIX KPUIITOCHCTEM

12 OOMeH ceaHCOBBIMU KITIOYaMH CPEACTBAMHU CUMMETPHYHOM
Kpunrorpagpuu u KpunTorpapuu ¢ OTKPHITHIM KITFOUOM.
Cnioco0Obl XpaHeHHS KIt04Yei. Bpemst sKu3HM KITFoUe
13 Anroputm obmeHna kimodamu J{uddu-Xennmmana-Mepkia.
14 IToroxosbie mudpsr AS u RC4
15 | Cranpaptsl Crannaptel nHpopMaMOHHOH Oe3omacHocTH PD
HH(pOPMAITMOHHOM
6e301macHOCTH
16 OnnonarnpasneHHsie X3m-pynkunu. Haznauenne. OcHOBHbIE
TpeOoBaHUs, MpeaAbaBIIsAeMble K XaI-pyHKuusaM. Kommuzuu u ux
WCIIOJIH30BAHUE B MPOLIECCE MOJICITKN COOOMICHUH

17 XapakTepUCTUKU U OOIIHE MIPUHIIMUITBI TOCTPOSHUS AITOPUTMOB
xamupoBanus MD5, SHA-1, 2, 3, TOCT P 34.11-94, 2012

18 Konb! mpoBepku nomnuanoctu coobinenuii (MAC)

19 OnexrponHas noanuck (I11). Haznauenue anexkTpoHHOM
DJeKTPOHHASA MOIIUCh M | IOJAMKUCH, ee BUIbl. Tpeboanus k DI1. O6mMe mpUHIIUIIBI
ayTeHTU(UKanus co3nanud DIl. Crangaptel D11 PO u CIIIA

20 [IpoTOKOIIBI OTHOCTOPOHHEH U JBYXCTOPOHHEH

ayTeHTHU(UKAIIIT

21 Crangapt X.509. Ctpykrypa ceptudukaTa pa3HbIX BEPCHIA.

dopmMaTel XpaHEHHUsI CEPTHPHUKATOB

22 Crangapt X.509. [Tpunuumns! ayreHTuduKanuu. OT3bIB

cepTu(uKaToB

23 WHdpacTpyKTypbl OTKPBITHIX KIHOYEH

24 ATtaxkyeMble ceTeBble KOMIOHEHTHI MH()OPMAIIMOHHBIX CUCTEM.

Knaccudukanus HapymmuTenei cereBoi 6€301acHOCTH
3amura pacnpeielIeHHbIX | HHPOPMALMOHHBIX CHCTEM

25 | cucrem u KopriopaTUBHBIX | OCHOBHBIE XapaKTEPUCTUKU M TUIIBI OpaHIMay’POB H CUCTEM
cereit oOHapy>KeHMsI U IPEAOTBPALICHUs BTOP)KEHU I

26 3amunieHHBIH TPOTOKOJ IepeIayn nanHbix 1PSec

27 3aluIIeHHbIH TPOTOKOJ nepenaun JaHHbix SSL/TLS

28 CucreMsl 3aIUTEI Cucrema 3alThI JIEKTPOHHOM mouThl PGP

29 | DIEKTPOHHOM MOYTHI Cucrema 3amuThl 37eKTpoHHO# moutel SIMIME

30 | OpraHu3annoHHOE OpranuzannoHHoe obecnieueHre nHHOPMaIIMOHHON
o0ecrnieueHue 0€30MacHOCTH
MH(POPMAIMOHHOM
0€30MacHOCTH

5.2.2. IlepevyeHb KOHTPOJIbLHBIX MATEPHAJIOB
JJIAL 3ALUTHI KYPCOBOI'0 MPOEKTa/ KYpCcoBOil padoThI

He npenycMoTpeHo y4eOHBIM MIIaHOM




5.3. TunoBble KOHTPOJIbHBIE 3aIaHUA (MATEPHUAJIbI)
JJISl TEKYIIEro KOHTPOJIS B ceMecTpe

KOHTpOJII) 3HAaHUU CTYACHTOB OCYHICCTBIIICTCA B IIPOHCCCC BLIIIOJIHCHUA U
3aIlIUTHI J'Ia60paTOpHBIX pa60T, a TaK)KC CJJa4M 5K3aMCHaA.

"BoinosnHenune" 1abopaTtopHoil paboThI IpeaNoIaraeT JEMOHCTPALIUIO CTYIEHTOM
pE3yJIbTaTOB BBINOJHEHUS 3a/aHui, a MMEHHO OT4eTa M HEoOXOJUMBIX (hailsioB.
[lonHble MEpeyHU 3aaHUi C TMPUMEPAMH BBINOJHEHUS MPUBENECHBI B METOINYECKHX
YKa3aHUAX IO BBIIOJHEHHIO Ja00paTOpHBIX paboT no auciuruivie "MubopManmoHHas
0e3omacHOCTb".

[IpumepHbIe BapruaHThI 3aJaHUI IPUBEACHBI B CIEAYIOLIEH TaOIHILIE.

Tema 3ananue

1abopaTopHOIT pabOTHI
Cewmecrtp 6. [TonyuynTh HaBBIKM B CO3JaHUKM  IPOTPAMMHOM
JlabopatopHas pabota peanu3alyy ajaropuTMa MOTOKOBOTO IMMGpPOBaHUS Ha
Nel. 0a3e perucrpa CABUTa C JUHEHHON 0OpPaTHON CBS3BIO.
ITorokoBoe
muppoBaHKE TaHHBIX
Cemectp 6. Hayuntbcsi peanu3oBbIBaTh Ha BBIOPAHHOM  SI3BIKE
Jlaboparopnas pabota MPOTPAaMMUPOBAHUS AJITOPUTM OJIOYHOTO HIU(POBAHUS
Ne2. nmauabeix [OCT 28147-89

Anroput™ 0JI0YHOTO

mupoBaHUs JAHHBIX
I'OCT 28147-89.

Cemectp 6. O3HakOMHUTBCA C TIOHSITUEM KPUIITONIpOBaijepa B
Jlabopatopnas pabota untepdeiice CryptoAPI m mposaiinepa anroputma B
Ne3. untepdeiice Cryptography API: Next Generation,
CumMMeTpuyuHOe croco0aMy TOAKIIOYEHHUS K HUM, TMOJYyYUTb HABBIKH
mu(ppPOBAHKUE TAHHBIX C | BHIMIOJHEHUS 0a30BBIX KpUnTorpadguyeckux
MCIIOJIb30BaHUEM npeoOpa3oBaHUil: XOIMIMPOBAHUS WM CUMMETPUYHOTO
Kpunrorpadguueckux muppOBaHUS.

unrepdeiicoB Microsoft

CryptoAPI u

Cryptography API: Next

Generation

Cemectp 6. O3HaKOMHUTBCA CO CPEACTBAMM CUMMETPUYHOIO H
JlabopatopHas pabota ACUMMETPUYHOTO MHU(PPOBaHUS, TMPEIOCTABIIEMBIMU
Ne4. nakeroMm OpenSSL u crocobamu aocTyna K HUM U3
CummMeTpuyHOE U npuiokeHuit Ha si3bike C/C++.

ACUMMETPUYHOC

mudpoBaHUE JAHHBIX

CpeICcTBaMu

KpUIITOrpaduyecKoro

nakera OpenSSL

Cemectp 6. O3HAaKOMUTBCA €O  CTPYKTypol u  ¢opmaramu

JlaboparopHas pabota NpEACTaBICHUS] CEPTUPUKATOB OTKPBITHIX KIIOYEH,




Tema
71a00paTOPHOIT pabOTHI

3amanue

Nos.

crocodaMu Ux CO3JaHUA U UMIIOPTUPOBAHUA B CUCTCMY,

Coznanue a  TakkKe  MOJY4YUTh  HABBIKU B  CO3JaHUH
KpUnTorpapuueckux KpUnTorpapuueckux coo01IeHu CpelcTBaMHu
COOOIIIEeHNUH C untepdeiica Microsoft CryptoAPI..

HCIIOJIb30BaHUEM

unTepdeiica Microsoft

CryptoAPI u nudpobIx

ceprudukaroB X.509.

Cemectp 6. O3HaKOMHTBCS co crocobamu OpraHu3aluu
JlaGopartopHas pabota 3aIIUIICHHBIX TLS-coennuenuit cpeacTBamMu
Neb6. kpunrorpadpuueckoro mnakera OpenSSL, a Taxxke

Peanuzanus
3aIIMIIEHHON nepenadu
JAHHBIX IO MPOTOKOITY
TLS cpencrtBamu
KpUITOTpaduuecKoro
rakera OpenSSL.

TIOJTyYUTh HABBIKH B CO3JITAHUH MPOCTEUIITUX KITMEHTCKUX
U CEpBEPHBIX NMpUJIokeHui B cpeae Visual Studio.

B mpouecce n1eMOHCTpallMM PE3YNbTATOB CTYACHTY MOXET OBITh MPEAJIOKEHO

OTBETUTh Ha HECKOJIbKO BONPOCOB, CBSI3aHHBIX C TeMaTUKoW paboTel. IlpumepHbIi
nepeyeHb BONPOCOB MIPUBEIEH B CIEIYIOIIEH TabIuIe.

Tema
J1a60paTOpHOI pabOThHI

KOHTpOHBHBIG BOIIPOCHI

Cemectp 6.
JlabopaTtopnas pabota
Nel.

ITorokoBoe
muppoBaHUE JAHHBIX

1. [IpuHIUIIEI paOOTH TOTOKOBBIX MIU(POB.

2. Kakue omepanuu HCHONB3YIOTCA TMPU peaTn3aluu
MOTOKOBBIX MIU(PPOB?

3. Uto Takoe ramma mudpa?

4. UYto mnpexacTtaBiseT CcOOOM PETHCTp CABUra C
JUHENHON 00paTHOM CBA3BIO?

5. Uto Takoe OTBOJIHAS MOCIEIOBATEILHOCTh, U B KaKOM
dbopme ee MOKHO MPEACTABUTH??

Cemectp 6.
Jlabopatopnas pabota
Ne2.

AnTropuTt™m 6JI0YHOTO
mudpoBaHUs JAHHBIX

I'OCT 28147-89.

1. Yro Ttakoe cerp DeiicTenss? KakoBbl OCHOBHBIE
IPUHIUIBI Pa00Thl OJOYHBIX MU(POB, YCTPOCHHBIX MO
npuHIUny cetn Peicrens?

2. HazoBure BCE PEKUMBI
onpeneneHasie B 'OCT 28147-89.

3. KakoBbI pa3psaHOCTH OJIOKa M KIIF04a B alTOPUTME
I'OCT 28147- 89?7

4. Yto npeacTaBisitoT co00i TabauIkl 3aMeH (S-0JI0KH)
B ainroputme 'OCT 28147-897?

5. Urto mpencraBusier coOoil OMH payHA (OCHOBHOM
miar) anroputma 'OCT 28147-897

mudpoBaHus,

Cemectp 6.
JlabopaTtopnas pabota

1. Yro Ttakoe CryptoAPI? B yem 3akirodaercs pa3inyue
mexay CryptoAPI 1.0 u CryptoAPI 2.0?




Tema
71a00paTOPHOIT pabOTHI

KoHTposibHbIE BOMPOCHI

Ne3.

CuMmeTpuyHOE
mU(ppoBaHUE TaHHBIX C
MCIIOJIb30BaHUEM
KpuUnTorpapuueckux
unTepdeiicoB Microsoft
CryptoAPI u
Cryptography API: Next
Generation

2. UYro Takoe kpunromnpoBaigep? Kak MoxHO
NOAKJIFOYUTHCS K KPUIITOIIPOBaiiepy?

3. Kakoe konm4ecTBO (QyHKITUI JOJDKEH MOAACPKUBATDH
KpUIITONpOBaiiiep?

4. Kak co3nmate koHTeiiHep Kimrouei? Kakue Turebl
KJIFOY€el B HEM OyayT XpaHUTHCS?

5. Kakue Tumel KpUNTONpoOBaiiepoB Bbl 3HaeTe? Uem

OHM pa3yInyarTcs?

Cemectp 6.
JlaGopartopHas pabota
Ne4.

CummMeTpuyHOE U

1. JIns 9ero MCIonb3yeTcs KpUNTOrpapUIeCKUil MmaKeT
OpenSSL?

2. B kakux omeparuoHHBIX
UCII0JIb30BaTh nakeT OpenSSL?

CHUCTCMAX MOKHO

ACUMMETPUYHOE 3. Kak ycraHoBUTb M CKOH(QUTYpHpPOBaTh MaKeT

muppoBaHUE JAHHBIX OpenSSL.

CpeacTBaMu 4. Kak BBHIMONHICTCS WHUIHAIMA3AINA OHOIHOTEKU

KpUITOTpaduuecKoro mupoBaHus?

nmakera OpenSSL 5. Kakue cratuueckue M JUHAMUYECKHE OUOIMOTEKU
nakera OpenSSL 3anelcTBYIOTCS B TaHHOM padoTe?

Cemectp 6. 1. Jlms 4ero MCHonb3yrTCs CepTU(PUKATHI OTKPBITHIX

JlabopatopHas pabota
Nes.

Kirrouyer X.509?
2. Uto Takoe HHQPACTPYKTypa OTKPBITHIX KIIIOUeH

Co3pnanue (PKI)? Kakue BapuanTsl apxutektypbl PKI BbI 3HaeTE?
KpUTITOTpaduuecKux 3. Kakoga ctpykrypa ceprudukara X.509?

COOOIICHUH C 4. Kak  ceprudukarer  X.509  xpaHsaTcs B
VICTIOJIb30BAHUEM 3anoMuHarOnmMXx  ycrporictBax?  Kakue  Qopmats
untepdeiica Microsoft cepTU(PUKATOB BbI 3HaeTe?

CryptoAPI u uudpoBeix | 5. UYUTto Takoe TMOJS pacIIUPEHUd B  COCTaBE
ceptudukaroB X.509. ceprudukara X.509?

Cemectp 6. I. Kak B mnporokome TLS ocymecTBisercs

Jlabopatopnas pabota
Ne6.

Peanuzanus
3alMILIECHHON NIepeaayn
JTAHHBIX IO MPOTOKOITY
TLS cpenctBamu
KpUNTorpaduieckoro
naketra OpenSSL.

ayTeHTU(PUKAILUS cepBepa U KIueHTa?

2. Kak ¢ mnomomipio KpunTorpaduyeckoro mnakera
OpenSSL ocylecTBUTh T€HEPALMIO KIIOYEBOM Maphbl
anroputva  ['OCT  34.10-2001 U CO3/1aHue
CaMOTIOJIITUCAHHOTO cepTudukara?

3. Uro coboil mpencrtaBisieT 0OOOIIEHHBINH aJITOPUTM
paboThl KIMEHTCKOTO NPHWIOKCHHS, TEPENaroIero u
MPUHUMAIOIIETO JaHHbIE 110 TpoTokomy TLS?

4. Kakue pynkuun WinSock API ucnonb3yrorest ais
OTKPBITUS M 3aKPBITHS COKETOB, CO3JaHHUS W pa3pbiBa
TCP-coequuenuii?

5. Kak s KIMEHTCKOTO TPHIOKEHHUS YCTaHOBUTH
napaMeTphl XPaHWJIUIIA IOBEPEHHBIX CEPTH(PUKATOB?




[Ipouenypa "BbinonHeHHs" pabOT MpPENCTaBIsET COOOW KAYECTBEHHYIO OIIEHKY
3HAHWI, yMEHUN U HABBIKOB CTY/ICHTOB.

KonuuecTBeHHas olieHKa mpeaycMmaTpuBaeTcs B Iporiecce "3amuThl" padoT, a TakkKe

caadyu 5K3aMCHa.

5.4. Onucanue KPUTEPHUEB OLICHUBAaHUSA KOMHeTeHHHﬁ N IIKAJbI OICHUBAaHUSA

[Tpu mpomMexxyTouHOM aTTecTanuu B (opMme dK3ameHa, nuddepeHITMpOBaHHOTO
3auera, AU(PPEpPeHIIMPOBAHHOIO 3ayeTa MpU 3alUTe KYpCOBOTO IPOEKTa/padoTh
UCIIOJIb3YeTCS CIEAyIollas IIKajda OLEHUBAHUS: 2 — HEYAOBIETBOPUTENIbHO, 3 —
yIIOBJIETBOPUTENIBHO, 4 — XOPOIIIO, 5 — OTJIIMYHO.

KpurepusiMmu orileHUBaHUS JOCTHKEHHUM MTOKa3aTeIeH SIBISIOTCS:

5.4. Onucanne KpuTepueB OLIEHUBAHUS KOMIIETEHUMI U IIKAJIbI OLeHUBAHUS

[Tpu mpomexxyTouHo# aTTectauuu B (opme sk3ameHa, nuddepeHIInpOBaHHOTO
3adeta, IU(QepeHIIMPOBAaHHOTO 3a4yeTa MpH 3allUTe KYpCOBOTO MPOEKTa/pabdoThI
WCIIONIB3YETCSl CIEAyIomasi INKaia OICHWBAHUA: 2 — HEYIOBJIETBOPUTENBHO, 3 —
YAOBJIETBOPUTEIBHO, 4 — XOPOIIIO, 5 — OTIUYHO.

Kpurepusimu onieHnBaHUs JOCTUKEHNN ITOKA3ATEIIEH SBISIOTCS:

HanmeHnoBanue
MOKa3aTess OLIEHUBaHUS
pe3ynpTaTa 00ydeHus
10 AMCIUIIIMHE

Kputepuii onieHuBanus

3HaHue OCHOBHBIX
KAaTerOPUM M AaCTIEKTOB
WH(POPMAITMOHHON
0e30MacHOCTH;
OCHOBHBIX
3aKOHOJATEIbHBIX,
MPOLIEAYPHBIX,
aJMUHHUCTPATUBHBIX H
MPOrpaMMHO-
TEXHUYECKUX
obecrieueHUs
WH(POPMAITMOHHOM
0€30I1aCHOCTH;

Mep

3HaHWE TEPMHUHOB, OMPEIACICHUM, TIOHITHI: OCHOBHBIMU KATETOPUSIMU U
acrekTaMu MH(POPMAIIMOHHONH 0€30MaCHOCTH; OCHOBHBIMH 3aKOHOATECIIbHBIMH,
OPOLIETYPHBIMH, AJMUHUCTPATHBHBIMU W TPOrPAMMHO-TEXHUYECKUMU MEPaMH
oOecrieueHus1 THPOPMAIIMOHHOH 0€30IIaCHOCTH.

3HaHHE OCHOBHEIX SaKOHOMepHOCTeﬁ, COOTHOHIeHPIﬁ, IIPUHIOHUIIOB

O06BeM OCBOCHHOTO MaTepHasa

ITonHOTa OTBETOB HA BOIIPOCHI

YeTKOCTh U3II0KECHUS 1 HUHTCPIPETALIUN 3HAHUH

YMeHue oprannu3oBath
MIPOLIECC 3aIIUTHI
WH(POPMAITMOHHBIX
CHCTEM B COOTBETCTBHUH
C OTE€YECTBEHHBIMU U
MEXTyHAPOTHBIMU
CTaHAapTaMu B 001acTu
UHPOPMAITMOHHOH
0e30ImacHoCTH;

OcBoeHHe METOJIMK -yMEHHUE pellaTh MPaKTUUYEeCKHUE 33[a4M, BBIMOIHATH THUIIOBHIE
3aJjaHusl. 3ammMra MHQOPMAIMOHHBIX CUCTEM B COOTBETCTBUHM C OTEUECTBEHHBIMU U
MEXIyHapOIHBIMH CTaHIapTaMH B 00J1aCTH MH(POPMALIMOHHOH 0€3011aCHOCTH.

YMeHue uCHoib30BaTh TEOPETUYECKHE 3HAHWs /IS BEIOOpAa METOIWKH pEIICHHUS
3a/1a4, BRIIIOJTHCHUS 3aJaHUN

YmMmenne MMPOBCPATH PCHICHHUC U AHAJIM3UPOBATL PE3YJIbTAThI

YMeHue KadecTBEHHO 0popMIIATh (IIPE3EHTOBATH) PElIeHUE 3a/1a4 U BBITOJHEHUS
3aJlaHUN

BJ'Ia,Z[eHI/Ie HaBbIKaMH
COCTaBJICHUA TOTOBOPOB

Happixn peHICHUA CTaH}_IapTHBIX/ HECTAHAAPTHBIX 3aJa4: KpI/IHTOI’pa(bI/I"IeCKI/IX
AJITOPUTMOB IJId pCHICHUA 3a/1a4 B obOmacTu 3allUThI I/IH(i)OpMaHI/II/I.




U IpyTUX HOPMAaTHUBHO-
IPaBOBBIX JOKYMEHTOB
C UCTIOJIb30BaHHEM
MHPOPMAaILUOHHO-
IPaBOBBIX PECYPCOB IS
pemIeHus

OO0BEM BBIIIOJIHEHHBIX 3aaHUI

KauecTBO BBINONIHEHUS TPYIOBBIX ACUCTBUI

CaMOCTOSTEIIBHOCTD IIJIAHUPOBAHU BBITTOJIHCHUA TPYAOBBIX ,E[CﬁCTBI/Iﬁ

po(heCCUOHATBHBIX
3aJa4, ¢ COOII0IEHUEM
TpeOOBaHMS
AHTUKOPPYIIIUOHHOTO
3aKOHOJATEILCTBA.
3HaHue colep>kaHus | 3HaHUE TEPMUHOB, ONIPENEICHUN, MOHATUN: COIEPKAHUE OCHOBHBIX OTECUECTBEHHBIX
OCHOBHBIX Y MEXKTyHAPOIHBIX CTAHIAPTOB U CIICIIU(PUKAIINH, TEHCTBYIOIIUX B 001aCTH
OTCYCCTBCHHBIX 1 | nHGOpPMAIMOHHOI O€30ITACHOCTH.
MEXTyHApOIHBIX
CTaHIapTOB U | 3HaHUE OCHOBHBIX 3aKOHOMEPHOCTEH, COOTHOIICHUMN, IPUHIIUIIOB
crierpuKaImii,
JEUCTBYIOLIUX B
oGIACTH O0BeM 0CBOEHHOT'O MaTepHalia
UHPOPMAaITMOHHOH
0e30MmacHOCTH, [ToHOTa OTBETOB HA BOIIPOCHI
UeTKOCTb U3I0KEHUSI U UHTEPIIPETALUU 3HAHUI
YmMmenue onpenenuth | OCBOCHHE METOIUK -yMEHUE PEIIaTh MPAKTUYCCKUE 3a/auM, BHITIOIHATH TUIIOBEIE
yS3BUMBIE ~ MECTa B | 3aJIaHUsS. HAXOJUTh YA3BUMBIC MECTa B 3aIIUTE HHYOPMAIIMOHHON CHCTEMBI.
3aI1UTe YMeHue UCHOibh30BaTh TEOPETUUECKHE 3HAHWS IS BEIOOpa METONWKH pEIICHHUS
WH(POPMAITMIOHHON 3a/1a4, BEITIOJTHEHUS 33 JaHuH
CHCTEMBI, BBIOpaTh | YMeHHUE IPOBEPATH PENIEHHE U AHATM3UPOBATH PE3YIILTATHI
He00OXOIUMBIE u
SKOHOMITICCKI YMeHHg KaueCTBCHHO O(OpMJIIATH (MPE3EHTOBATh) PEIICHUE 33/1a4 M BBITIOJHCHHS
000CHOBaHHEIE 3afaHuu
3alIUTHBIC
MEpPOTIPUSATHUS Ha
aJMHUHHACTPATUBHOM,
MPOIIETyPHOM H
MPOrpaMMHO-
TEXHHYECKOM  YPOBHSX
obecrieueHus
0e30IMacHOCTH;
Brnagenne  HaBbikamu | HaBeikm  perieHus CTaHJIAPTHBIX/HECTAHJAPTHBIX  3ajad: MIPUMEHEHUS
TIPUMEHEHUS KpunTorpa)iyecknx IaKeTOB W WHTep(EeHCOB I IOCTPOCHHS IOACHCTEM
KpunTorpaduuecKx WHQOPMAITMOHHOHN 0€30MTaCHOCTH.
HakeToB M UHTep(ercoB | OOBEM BBINOIHEHHBIX 3a1aHUI
JUTS MOCTPOEHUS ~ v
HOCHCTEM KauecTBO BBINONIHEHUS TPYJOBBIX ACUCTBUI
I/IH(bOpMaHI/IOHHOﬁ CaMoCTOSATENBHOCTD IJIAHUPOBAHUS BBITIOJIHEHUS TPYIOBBIX JEHCTBUI
0e30MacHOCTH.

Hcmonb3yeT NMpuHIIMIIEI,
METOJBl M  CpelacTBa
pElIeHUs] CTaHJAPTHBIX
3a1a4
podeCCHOHATEHOM
JICATSIIbHOCTH
OCHOBE

Ha

3HaHHE TEPMHUHOB, ONPEACICHHM, MOHATUH: OCHOBBI IOCTPOEHUSI KPHUIITOCHCTEM;
0COOCHHOCTH 3alllUTH pacIlpeJleIeHHBIX WHQOPMAIMOHHBIX CHUCTEM; CpEJICTBA
CO3J1aHMs ¥ BepU(PHKALUHU NEKTPOHHBIX HOANHUCEH U ayTeHTH(PUKALINH.

3HaHHE OCHOBHEIX SaKOHOMepHOCTeﬁ, COOTHOMGHHﬁ, MMPpUHOHUIIOB

O0BeM OCBOCHHOTO MaTepHasa




HHPOPMAITHOHHO u
oubanorpaduyecKoi
KYJIETYPBI c
pPUMEHEHUEM
HH()OPMAITMOHHO-
KOMMYHHKAIIMOHHBIX
TEXHOJIOTHH U C y4ETOM
OCHOBHBIX TpeOOBaHMIA
HH()OPMAITHOHHOH
0e301MmacHOCTH,;

IlonHoTa OTBETOB HaA BOIIPOCHI

YeTKOCTh U3NI0KEHUS U UHTEPIIPETAIIMU 3HAHU I

Pemraer cranmaptHbie
3a71a4n
podeCCHOHATTEHOM
JeSITeIbHOCTH Ha
OCHOBE
HH()OPMAITHOHHON U
oubnuorpaduueckont
KYJIBTYpBI C
NpUMEHEHUEM
WH(POPMAITMOHHO-
KOMMYHUKAIIMOHHBIX
TEXHOJIOTHH U C yU4ETOM
OCHOBHBIX TpeOOBaHUI
UHPOPMAaITMOHHOH
0e30macHOCTH

OcBocHHE METOJIUK -yMEHHUE pellaTh MPAKTUYCCKUE 33]]a4H, BBIMOIHITH TUIIOBBIC
3aaHus. peanm3anus KpuntoanroputmMa AES, anroputMa ¢ OTKPBITBIM KIIIOYOM
RSA, anropurma obmena kimouamu Jubdbu-Xemmana-Mepkia.

YMeHHE HCHOJIb30BaTh TCOPECTUYCCKUC 3HAHUA I BI>I60pa MCETOJUKHN PCHICHUA

3aaa4, BBITTIOJTHCHU S 3aJIaHUMN

YMeHue MpoBepsTh PEIICHNE H aHATH3UPOBATh PE3yIbTATHI

YMeHnue kauecTBeHHO o(hopMIIITh (MIPE3eHTOBATh) PEIIeHUE 3a7ad W BBIIOJTHEHHUS

3aJaHuN

[loaroraBnuBaeT
0030pbl, aHHOTAIINH,
cocTaBisieT pedepartsi,
HAYYHBIC JOKJIAJIHI,
My OMKAIH 1
oubnuorpaduu mo
HAy4YHO-
HCCIIEIOBATENBCKOM
pabote ¢ yueToM
TpeOOBaHUIA
WH(POPMAITMOHHOM
0E€301aCHOCTH.

HaBbikn pemieHusi cTaHAapTHBIX/HECTAHAAPTHRIX 3aa4: afanTalyui U MpUMEHEHHs
CYIIECTBYIOIINX CHCTEM 3aIlIUTHI HHPOPMAINH OT HECAHKITMOHUPOBAHHOTO JOCTYTIA.

OO0BEM BBITIOJIHEHHBIX 3a1aHUI

KauecTBO BBINONIHEHUS TPYIOBBIX IEHCTBHIM

CaMOCTOSATENBHOCTD IIJIAHUPOBAHMUS BBITIOIHEHUS TPYIOBBIX IEHCTBUI

Ouenka

IMpCroaaBaTciICM

BBICTABJIACTCA

MOKa3aTesen U KPUTEPUEB OLICHUBAHUSL.
Onenka c(hOpMUPOBAHHOCTHU KOMIIETEHIIMM MO MOKAa3aTeNt0 3HAHUS.

VHTETPAIIBHO

C Y4€TOM BCEX

Kputepuit YpoBEHb OCBOECHMSI U OLICHKA
2 3 4 5
3HaHue TepMUHOB, | He 3HaeT TepMuHOB |3HAET TEPMUHBI H 3HaeT TEpMUHBI U |3HAET TEPMUHBI H
onpeaeseHuH, U ONpeeNeHn i ONpEJIENICHHS], HO OIpeIeIICHUs OnpeAeTICHNS, MOXKET
TIOHSATHMI JIOITyCKAET KOPPEKTHO
HETOYHOCTH chopMyIHPOBATH NX
(popmympoBoK CaMOCTOSITEIIbHO
3unanue ocHOBHBIX |He 3HaeT ocHOBHEIE |3HAaeT OCHOBHEIE 3HaeT OCHOBHBIC 3HaeT OCHOBHEIC
3aKOHOMEPHOCTEH, |3aKOHOMEPHOCTH U 3aKOHOMEPHOCTH, 3aKOHOMEPHOCTH,  |3aKOHOMEPHOCTH,
COOTHOIIEHUH, |COOTHOIIEHMS, COOTHOIIICHHS, COOTHOIIICHHUS, COOTHOIIICHUS,
IIPUHIIUIIOB MIPUHIUAIIBI TMPUHIUIIBI MIPUHIUAIIBI MIPUHIUAIIBI TOCTPOCHUA
IMMOCTPOCHU S 3HAHUU IOCTPOCHHUS 3HaHuil |[TIOCTPOCHUA 3HaHPII>i, MOXET
3HAHMH, UX CaMOCTOSITEIBHO X
WHTEPIIPETUPYET U |TIOTYUUTH U
HCIOJIb3YET HCIIOIH30BaTh

O0BEM OCBOEHHOIO
Marepuaa

He 3naetr
3HAYUTEIHLHON YacTH

3HaeT TOIBKO
OCHOBHOW MaTepual

3HaeT Marepuan
JVICLIMITMHEI B

OGnanaer TBEpABIM
TIOJIHBIM 3HAHHEM




Marepuaa
IUCIHATUIMHEI

JUCTIUTUTNHBI, HE
YCBOWJI €0 JIeTalieit

IOCTaTOYHOM
00beMe

Marepuana
IMCIUILUIMHEI, BJIaJgeeT
JIOTIOTHUTENIEHBIMHU
3HAHUSIMH

IIonHOTa OTBETOB Ha

He nmaet otBeTHI Ha

JlaeT HemoOJIHEBIE

JlaeT oTBEeTHI Ha

JlaeT mosHEIE,

BOIIPOCHI OOJIBIINHCTBO OTBETHI HA BCE BOIIPOCHI, HO HE BCE|pa3BEPHYTHIE OTBETHI
BOIIPOCOB BOIIPOCHI - TIOJTHBIC Ha TIOCTaBJICHHBIC
BOIIPOCHI
YeTKoCcTh W3naraet 3Hanus 6e3 |M3naraer sHanus ¢ |M3naraer 3sHaHus W3naraet 3HaHus B
H3JI0KEHUS U JIOTHYSCKOM HapyLICHUSMH B 0e3 HapYIICHUI B [JIOTHYECKOM
HHTEpIpETAMKA  |OCIEI0BATENBHOCTH | JIOTHYECKOM JIOTMYSCKOM MOCJICA0BATCILHOCTH,
3HAHUN II0CJIEA0BATENHHOCTH |[TOCICAOBATCIIBHOCT |CAMOCTOSTCIIBHO UX
" HUHTEPIPETUPYS U
aHATU3UPYA
He wiumoctpupyer Brinonnser Brmmonnger Brmonnser
HA3JI0KCHIE TIOSICHSFOIIME CXEMBI | TTOSCHSIOLIUE MOSACHSIONINE PUCYHKU
MOSCHAIOIINMHU U PUCYHKH PUCYHKU U CXEMBI (U CXEMBI TOYHO U
cXeMaMu, HCGpC)KHO nc KOPPEKTHO U AKKypaTHO, paCKpbIBas
pHUCYHKaMHU U OINOKaMH IIOHSTHO IIOJIHOTY YCBOCHHBIX
IpUMEpaMu 3HAHMH
Hegepno uznaraer u | [Jomyckaet I'pamoTHO 1 IO I'pamoTHO U TOYHO
HUHTEPIPETUPYET HETOYHOCTH B CYUIECTBY n3jaraeT 3HaHus,
3HAHMS HU3JI0KEHUH U H3JIaracT 3HAHUSA JIenaeT
HHTEPIPETAITII CaMOCTOSTEIbHEIC
3HAHUN BEIBOJIbI

OHGHKa C(l)OpMI/IpOBaHHOCTI/I KOMHCTCHHHﬁ 10 TIOKA3aTEI0 Y MCHHUSL.

Kpurepuit YpOBEHb OCBOCHHSI U OLICHKA
2 3 4 5

OcBoenue MeToauk -| He ymeer pemates  |C mononHutensHOU |Jlomyckaer I'pamoTHO HCONB3YET

YMEHHE pellaTh | MpPaKTUYECKHE MOMOUIBIO MOKET ~ |HETOYHOCTH IIPH  |METOJIUKH, YMEET

IIPaKTUYECKUe 3aJa4uy, BBIMOJIHATG |pelarhb pelIeHnn pemiarh Bee
3ala4yi, BBIIIOJIHATE | THIIOBBIC 3aaHUA MMPAKTUYCCKHUEC MPAKTHUYCCKUX IIPAaKTAYCCKUE 3a1a4H,

THUIIOBBIC 33/1aHUS 3aJa4uy, BBIMOJHATD [33a7a4 U BLITIOJIHSTE BCE
THUIIOBBIC 3aJaHUA, BBIIIOJTHEHUHN

AO0IIyCKacT OIIIMOKH

THUITOBBIX 3a,[[aHPII>i

THUITIOBBIC 3aJIaHUA

VYMmenne
HCIOJIb30BATh
TEOPETHUUECKHE
3HAHUSA JJIs BEIOOpa
METOJIUKU PEIICHHUS
3a7a4, BBITIOJTHEHMS
3alaHuN

He ymeer
UCTIOJIb30BaTh
TEOpPETUIECKHE
3HAHMS 1711 BEIOOpa
METOJIUKU PELICHHUSI
3aJ1a4, BHIMIOJIHEHUS
3aJlaHul

C D0omoMHUTENbHOM
MOMOIIBI0 MOXKET
BBITIOJTHUTD BBIOOD
METOMKH PEIICHUS
3amad. Ilpu
BBIMOJIHEHUN
3a/IaHUM JTOITyCKaeT

Ymeer
MCIIOIb30BaTh
TEOPETUIECKUE
3HaHUSA JJIs BIOOpa
METOANKH PEIIEHUS
3a/1a4, JI0MyCKaeT
HETOYHOCTH MPH

CaMOCTOSTEILHO
MOJKET CIIEeJIaTh
BBIOOpa METOJMKH
peleHus 3a1ad,
BBITIOJIHSIET BCE
3aganusa 0e3 OmnOoK

OLIHGKHI BBIIIOJTHEHHU
3aJaHUI
Ywmenue nposepsaTts | He ymeer nposepsite | [IpoBepsaTh [Iposepsier O0nagaer TBEpALIMU
pelieHue u perieHue u pELIEHHUE, C pemieHue B YMEHUSAMU OPOBEPKU
aHaJIU3UPOBaTh aHaJIU3UPOBaTh JIOIIOJIHUTEIILHOM JIOCTaTOYHOM pelIeHus U aHaJIn3a
pe3yJIbTaThl pe3yJIbTaThl NOMOIIBIO MOXKET o0Beme, mpu pe3ynbTaTOB
AHAJIU3UPOBATH aHaJm3e
pe3yJIbTaThl pe3yJIbTaToB
JIOIYCKaeT
HETOYHOCTHU
VYMmenne He ymeer Bremonaser Brimonuser KauecTBeHHO 1 Ha
KayeCTBECHHO KauyeCTBCHHO MOSICHSIIOIIME CXeMBI| OOpMIIEHHE BBICOKOM YPOBHE
opopMIIATh oopMIIATH U PUCYHKH pelieHus 3a1ad U |0pOpMIIIET pellieHre
(npesentoBats) | (IPE3€HTOBATH) HEOPEIKHO U C BBIIIOJITHCHMS 3aJ71a4 U BBIIIOJIHEHHS
peleHue 3aja4y U | PCLICHUE 33124 U OolIn6KaMU 3aJJaHuN 3aJaHuH
BBITIOJTHCHHS BBIIOJITHEHMS 3aJaHMi KOPPEKTHO U




3aJIaHuI

| monsTHO

Omnenka chopMUPOBAaHHOCTH KOMIIETCHIIMH 110 TTOKa3aTet0 IMeTh HaBBIKH.

Kpurepuit YpoBEeHb OCBOEHHUS U OLICHKA
2 3 4 5
Hagriku pemenust | He Mmoxet C nomomauTennbHON | MOKeT BBITOTHUTH |CaMOCTOSITEIbHO
CTaH/IaPTHBIX/HECTA | BBITIOJIHATH PEIICHUS [[IOMOIIBIO0 MOXKET perieHue MOJKET BBITIOJIHUTH
HJIAPTHBIX 3aJa4 | CTaHJAPTHBIX 3a/1a4 |BBIIOJIHHUTH PEIIECHHS |CTAHAAPTHBIX/HECT |pelIeHHne

CTaHJIaPTHBIX/HECTAH
JAPTHBIX 3134,
JIOTTYCKAET OIIUOKU

aHJapTHBIX 33134,
HO JIOTTYCKAaeT
HETOYHOCTH

CTaHIAPTHBIX/HECTAH 1A
PTHBIX 3a/1a4

O0BéM He Bemomnaser Brinonnser 3aganus |BrimonaseT 3agadus | BeimoaHseT Bech
BBINIOJIHEHHBIX ~ |3HAYUTEIBHYIO YaCTh |TOJILKO I10 B IOCTaTOYHOM 00BEM 3aIaHu.
3a/1aHui 3aaHui 110 OCHOBHOMY obbeme O6nazaeT TBEPABIM U
JHCIUIIINHE MaTepuaty IIOJIHBIM 3HAHUEM
JOUACHUIUINHEL, HE MaTepualia
YCBOMJI €T0 I[eTaJ]eﬁ JUCHUIININHBI, BJIaACCT
JIONOTHUTEIIEHBIMU
3HAHUSIMH
KauectBo He BEINIOIHSET HmeeT HaBBIKU HmeeT HaBBIKK O0nagaet TBEpAbIMU
BBITIOJTHCHUSA TPYAOBBIE NEHCTBUS | BHIIOJTHEHHS BBIIIOJIHEHUS HABBIKAMH BBITIOJIHEHUS
TPYAOBBIX JIEUCTBUI TPYIOBBIX JEUCTBUH | TPYIOBBIX TPYAOBBIX JEUCTBUI
TOJIBKO I10 NCHCTBYI B 110 BCEMY MaTepUaILy
OCHOBHOMY JOCTATOYHOM JUCIUTUINHEI, BIaJICET
MaTepuanty 00BeMe JIOTIONTHUTETEHBEIMIA
JMCIIATUINHEL, HE HaBBIKAMH

YCBOMJI €0 JIeTallel

CaMoCTOATENBHOCTD
IUTAaHAPOBaHUS
BBITIOJTHEHHUS
TPYIOBBIX JEHCTBUN

He Brmonaser
IIAaHUPOBAHUS
BBIIIOJTHEHMS
TPYIOBBIX JE€HCTBUN

Honyckaet
HETOYHOCTH TIPH
IJIAHUPOBAHUN
BBITIOJIHEHHS
TPYJIOBBIX ACHCTBUI

CamMOoCTOSTENLHO U
TPaMOTHO
BBIIIOJIHSIET
IJTAHUPOBAHHE
BBIIIOJIHEHUS
OOJIBLINHCTBA
TPYJOBBIX
JEeUCTBHI

CaMoCTOSTENNLHO U
TPAaMOTHO BBIITOTHICT
IJIaHUPOBAHHE
BBIIIOJIHEHHS BCEX
TPYIOBBIX JE€HCTBUN




6. MATEPUAJIBHO-TEXHUYECKOE
N YYEBHO-METOIUYECKOE OBECIIEYEHHUE

6.1. MaTepuaibHO-TEXHHYECKOE 00ecreyeHHe

HaunmenoBanue crienuaibHBIX IIOMEILEHUN U
MTOMENICHUH JJI CAaMOCTOSITEIbHON pabOThI

OcCHAILEHHOCTD CIEMUATILHEBIX [IOMEIEHUN U
MTOMEIICHUH JJI1 CaMOCTOSITEIIbHOM pabOThI

Aynuropus IS JEKIUMOHHBIX 3aHITUI

000py/IOBaHBI CHenuaIn3upoOBaHHON
MeOenblo, MOOWJIBHBIM HWJIM CTaIllMOHAPHBIM
MYJIbTUMEAUNHBIM TPOEKTOPOM, TIEPEHOCHBIM
AKpaHOM, HOYTOYKOM, WUIM KOMIIBIOTEpPOM Ha
0a3e 0JIHO WM JABYXBSICPHBIX MPOIECCOPOB C
TaKTOBOM yacToTo# He MeHee 2 I'T'1, o0beMoM
OomepaTUBHOW mamsaTH He MeHee 2 [0 wu
»kecTkoro aucka no 500 I'0; mokanbHas ceTh ¢
nponycKHOM criocoOHocThI0 100 MOuT/C

KoMIbloTepHbIE  KJIACCHI
1ab0PaTOPHBIX 3aHITHIA

A IIPOBCACHUA

000pyI0BaHbI CHenuaIu3upOBaHHON
Me0ebI0, KOMIIBIOTEPAMHU C YCTaHOBJICHHBIMHU
MPOrpaMMHBIMH TMPOJYKTaMH Ha 0a3e OJHO
WJIM JIBYXBAJIEPHBIX MPOLECCOPOB C TAKTOBOM
yactoroi He wMeHee 2 ITn, oObeMoM
OTepaTUBHOW TmamMsaTH He MeHee 2 [0 wm
secTkoro aucka 10 500 I'6; JokanbHas ceTh ¢
NPONyCKHOW cmocoOHocThio 100 MowuT/c,
OPUHTEPHl  WIM  MHOTO(YHKIIMOHAJIbHBIC
ycrpoiicTBa opmatoB A4, A3.

[Tomemienust Ui caMOCTOSITEIBHON PaOOTHI
o0yJaromuxcs

000py10BaHBI CTeIUANTN3UPOBAHHON
MeOEeNbl0,  KOMIBIOTEPHOM  TEXHUKOH €
BO3MOXKHOCTBIO  TIOJKJIFOUEHHUS K  CETH
«aTepHETY W oOOecmeueHHeM JIOCTyNna B
3JIEKTPOHHYIO UH(POPMAaIMOHHO-
00pa3oBaTeNbHYIO Cpely OpraHu3aIuu

6.2. JIMIeH3HOHHOE ¥ CBOOOTHO PACIPOCTPAaHsIeMO€e MPOrPaMMHOe oO0ecneueHne

No [TepeueHsb TMIIEH3MOHHOTO MTPOTPAMMHOTO PexBU3HUTHI MOATBEPKIAFOIIETO TOKYMEHTA
o0ecreyeHusl.

1 Microsoft Office Professional Plus 2016 Cornamenne Microsoft Open Value Subscription
V6328633. Cormnanienue 1eiiCTBUTEILHO
¢ 02.10.2017 mo 31.10.2023

2 Microsoft Windows 10 Cornamenne Microsoft Open Value Subscription

KopmopaTuBras V6328633. Cornamenue neicreutensHo ¢ 02.10.2017

mo 31.10.2023). Horosop noctaBku I10
0326100004117000038-0003147-01 ot 06.10.2017

3 Kaspersky Endpoint Security Cy6nuniensnonnsiit norosop Ne 102 ot 24.05.2018.

«Crannmaptabeiii Russian Edition» Cpox agetictBus juren3un 10 19.08.2020

I'paxxnancko-mipaBoBoii JloroBop (Kontpakt) Ne 27782
«[TocTaBka mpoATICHNS TIpaBa IMOJIb30BaHMS (JINIICH3UH)
Kaspersky Endpoint Security ot 03.06.2020. Cpoxk
neiicrBus nunensun 19.08.2022r.

4 Google Chrome CBoboano pacupoctpansemoe [10 coryiacHO ycIoBUsIM
JMLEH3HMOHHOTO COTIAIICHHS

5 Mozilla Firefox CBoboano pacnpoctpansemoe [10 coryiacHo ycioBuAIM
JMLEH3HOHHOTO COTIAIICHHS

6 Microsoft Visual Studio 2013 noroBop Ne63-14xor 02.07.2014

7 Cucrema KOMIIBIOTEPHOTO TECTUPOBAHUS | 3JeKTpoHHOE nmucbmo oT 06.04.2008

snanuii VeralTest (cereBas Bepcust VeralSoft




\ 0e3 orpaHUYCHU) ‘

6.3. Ilepeyenn yueOHBIX U3IAHUH M Y4eOHO-METOAUYECKMX MATEPHAJIOB

. Hlanprun, B. ®@. NMadpopmannonnas 0e3omacHOCTh M 3amuTa WHGOpMAIMU [DIEKTPOHHBIH

pecype] : yuebHoe mocooue / Illanerun B. @. - Mocksa : MK Ilpecc, 2014. - 702 c.

http://www.iprbookshop.ru/63594.html?replacement=1/

Cxpunnauk, J[. A. OOmme BONMPOCH TEXHWYECKOW 3aliuThl HHGOpPMAIUHU [DIEKTPOHHBIN

pecypc] : ydebHoe mocobme / Ckpunmuuk JI. A. - MockBa : HHTepHET-YHUBEPCHUTET

HNudopmannoHHbIX TexHomoruii (MHTYUT), 2016. - 264 c.

http://www.iprbookshop.ru/52161.html?replacement=1

AgepuenkoB B.U., PeiroB M.}O. Opranusanuonnas 3amura uHbopManuu Y4eOHoe mocoodue
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Jlanmonuna, O. P. OcHoBbI ceTeBOi 0€30MaCHOCTH : KPUNTOTpapHUuecKhe alropuTMbl U
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