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o denmepanbHOrO rOCYIAPCTBEHHOTO 00Pa30BaTEILHOTO CTaH apTa

BBICIIIET0 OOpa3oBaHUs - CHEHHAIUTET MO cHenuaibHOocTU noAarotoBku 38.05.01
DKOHOMHYECKAs 0€301aCHOCTb, YTBEPKAEHHOTO MPUKAa30M MUHUCTEPCTBA HAYKH U
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¢ y4eOHOro I1aHa, yrBepkJ1eHHOro yueHsiM coBeToM BI'TY um. B. I'. lllyxoBa
B 2022 rony
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v/
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PabGouast mporpamma oOcyxkaeHa Ha 3acemannu Kadeapbl dKOHOMHKH M
OpraHu3aIuy MPOU3BOICTBA

« 15 » 04 2022 r., mpotokoi No 8

3aBeayrommii kKadeapou 1.3.H., mpodeccop / é <c<," _ (FO.M. CenuBepcToB)

PabGouass mporpamma op00peHa METOAUYECKOW KOMHUCCHUEH WHCTUTYTa
SKOHOMUKH U MEHEJIKMEHTA

« 26 » 04 2022 r., mpotokoa Ne &

[Ipencenarens  K.3.H.,  JOL. %() JL.N. ’KypasneBa




[Ipencenarens K.3.H., JOII.

JL.N. XypasneBa

1. IVIAHUPYEMBIE PE3YJILTATHI OBYUEHHUS MO
JUCLHUATIINHE

Ko n nHaumenoBanue

HanmenoBanue nokasareis

SKOHOMHYECKUX CHCTEM
1 OU3HEC-TIPOIIECCOB HA
Pa3IMYHBIX YPOBHAX
YIpaBIICHUS HA OCHOBE
MIPUMEHEHHUS
COBPEMEHHBIX
MH(OPMAIIMOHHBIX
TEXHOJIOTHI1

0€30IaCHOCTH ITyTeM
WX aJlanTaluu K
KOHKPETHBIM 3aJ1a4aM
B c(hepe obecnieueHmst
SKOHOMUYECKOU
0€301acHOCTH

Kon u HaumeHoBaHue WUHIMKATOpa OLIEHUBAHMsI pe3yJIbTaTa 00y4eHus 1o
KOMIIETEHIIUU JOCTUKEHUS JUCLUIUINHE
KOMIIETCHIIMH

[1K-4 Criocoben [IK-4.1. ®opmupyer | 3HaHusA:
¢dbopmHpoBaTh CTPaTEru4ecKyIo - DOTaloB NPOCKTUPOBAHUS CHUCTEM,
CTPaTErU4ECKyI0 UHTETPUPOBAHHYIO KOMIUIEKCOB, CPEJCTBA U TEXHOJIOIMHI
UHTETPUPOBAHHYIO CHCTEMY yINpaBlieHUs] | oOecreyeHus MH(pOpPMaLOHHON
CHCTEMY yIpaBJICHUS pHCKaMHU U 0€30MacHOCTH.
pUCKaMU, IPUHUMATh IIPUHUMAET YMenus:
000CHOBaHHBIC 000CHOBaHHbIE — (opMHpOBaTH TpeboBaHuUs K
yIpaBlIeHUYECKHE YIPaBIECHYECKHE IPOEKTUPOBAHUIO CUCTEM, KOMIUIEKCOB,
pelieHus, pCIICHHS HA OCHOBE | CPEeICTBa M TEXHOJIOTUH oOecreyeHus
obecreunBaronme IIOCTPOCHHUS MH(POPMALMOHHON 0€30I1aCHOCTH.
HEIPEPBIBHYIO SKOHOMUYECKUX, Haspiknu:
9KOHOMMUECKHU (UHAHCOBBIX U - pa3pabOTKH CUCTEM, KOMILIEKCOB,
Oe3onacHyro OpraHh3alMOHHO- CpeCTBa U TEXHOJIOTUN 00ecreueHus
JESTEIBHOCTD U YIPaBIECHYECKUX MH(POPMALMOHHON 0€30I1aCHOCTH C
YCTOWYUBOE Pa3BUTHE MOJEIEH C y4eTOM Y4ETOM OCOOCHHOCTEH 00BHEKTOB
OpraHu3aLuy, TpeGoBaHUI 3aIUTHI.
COLIMAJIBHO- nH(}OpMaLMOHHON

2. MECTO JUCHHUILIVNHBI B CTPYKTYPE OBPA3OBATEJIbHOM
MNPOI'PAMMBbI

1. Komnerenuuss IIK-4 CnocobGen ¢opMupoBaTh CTPaTETHYECKYIO
WHTETPUPOBAHHYIO CHCTEMY YMPABJICHUS PUCKAMU, TPUHUMATh OOOCHOBAaHHBIE
00€eCIeunBaOIINEe HEMPEPHIBHYIO AKOHOMUYECKU
0€30MacHy0 JESITEIIbHOCTh W yCTOMYMBOE PA3BUTHE OPTAHM3AIMHU, COIHMAIBHO-
HPKOHOMHYECKHX CUCTEM U OM3HEC-TIPOIIECCOB Ha PAa3IMYHBIX YPOBHSIX YIIPaBICHUS

YIIPABJICHYECKUE PELICHUS,

Ha OCHOBC IMPUMCHCHUA COBPEMCHHBIX I/IH(l)OpMaI_II/IOHHBIX TEXHOJIOTHM.

JlaHHast KoMIIeTeHIUsl GOPMUPYETCS CASAYIONMMH TUCIUTIIMHAMU

Cranus

HanmenoBanus JUCITUITIIMHBI

1. NudopmarmonHas 6€30macHOCTh




[{udpoBast Tpancdopmariysi Ou3HeC-MPOIIECCOB

MMPaBJICHUC NCHC)KHBIMU ITOTOKAMU

OO0mmast Tpy10€MKOCTh JUCITUTIINHBI COCTaBIsAET _4

3. OFBEM JUCHUIIJIMHBI
3a4. equHunn, 144 gaca.
JlucuuIuinHa peann3yeTcsl B paMKax NPaKTUYE€CKON MOITOTOBKH:

dopMa MPOMEKYTOUHOM aTTECTAIlMU __ 3a4eT
. Bcero Cemectp
Bun yuebHoi paboThl 4ACOB No O
OO0mast TpyA0eMKOCTh TUCIUTUINHBI, 4aC 144 144
KonTtakTHasi pa6oTa (ay1MTOpHbIE 53 53
3aHATHS), B T.4.:
JIEKLIUA 17 17
J1a00paTOPHBIC 34 34
MIPAKTUYECKHE
IPYIIOBbIE KOHCYJIBTAIIMU B IIEPUOT 2 2
TEOPETUYECKOr0 00yUEeHHUS U
IPOMEKYTOYHOU aTTeCTAIlMU
CamocrosiTesibHAast paboTa CTyA€HTOB, 91 91
BKJII0YAsi HHANBUIYAJIbHBIE U
rpyNnnoBble KOHCYJIbTAIMU, B TOM
qucie:
KypcoBoii mpoekt
Kypcosas pabora
PacuetHo-Tpaduueckoe 3ajaHue 18 18
WNHnuBuayanpHOE TOMAIIHEE 3aJaHUe
CamocrosTenbHas paboTa Ha OJATOTOBKY 73 73
K ayTMTOPHBIM 3aHATUSAM (JEKIIHH,
na0opaTOpHbIE 3aHATHUS)
DKk3ameH - -
4. COAEP KAHUE NUCIHUITJINHBI
4.1. HaumeHOBaHME T€M, UX CO/IeP:KAHUE U 00beM
Kypc _5 Cemectp_9_
Ne /1] Haumenoanue pazaena (MoyJs) OO6beM Ha TeMaTUYECKUH pa3ien 1o

BUJAM yueOHOM Harpy3KH, 4ac

[IpakTudflabopat( CamocTtosi-
Jlexuun | eckue | OpHBIC | TeIbHas
3aHsTHSI| 3aHATHs  paloTa
1 2 3 4 5 6
1 | lIpeamer, MeTO010THSl U MOHATUIHBIN annmapar 4 8 15

kypca. Ilpenmer wuHbopManmoHHON O€30MaCHOCTH.

Konnenmus nH(pOpMaMOHHON 0e30MacHOCTH,
BAXHOCTh W  IIEHHOCTh HMH(pOpMAIMH, MOJAEIH
nH(pOpMaLIMOHHONW  0e30MacHOCTH, (U3NYECKUE U

MIpOrpaMMHbIe KaHajbl YTEUKH WH(OPMALINH, 3aKIaJK1
U BUPYCBHI KaK CpeACTBa aTaku Ha MH(POPMALMOHHBIE




CUCTeMBbI, TapoJibHAs  3alluTa, AayTEeHTH(UKAIHSI,
pasrpaHWYeHHe TMpaB JOCTYMa, CIOCOOBI 3aKPBITHS
uHpopMaud ¥W WX 3Ha4YeHWe. AmnmnapaTtHbie U
MIPOrpaMMHO-AIaPaTHBIE CpencTBa 3aIUTHI
nH(pOpMaIMOHHOM 0€30MMacCHOCTH.

Paspymiaomme mnporpaMMHbie BO3AeCTBHS M
cpeacTBa HecaHKHUOHUpoBaHHOro nocryna (HC).
Texnonoruu 3ammrtel oT HC/I. 3amuTa onepannoHHbIX
cucrteM. be3onacHOCTh KOMIIBIOTEPHON CETU. 3aKpbITHE
uHpOopMauu mmdpoBaHueM, (uHaHCOBBIE
IIPUMEHEHHUS U IPOTOKOJIBIL.

15

HNudpacTpykrypa OTKPBITBIX KJIKOYeil.
3ammmenHble  mpPoTokoJbl. Kparkas — ucropus
pazButus kpunrtojorud. (OCHOBHBIC TOHATUS U
onpexaeneHus. [lomcTaHOBOYHBIE W TEPECTAHOBOYHBIC
mudpel. AMepuKaHckuil ctanaapt mudposanus DES:
QITOPUTM,  CKOPOCTh  pabOThl Ha  Pa3IUYHBIX
mwiargopmMax, PpeXKUMBI  TOJIH30BAaHUS, OCHOBHBIE
pe3yabTaThl MO aHaNu3y CTOMKOCTH. OTedecTBEHHBIN
crannapt mudpoBanus npanueix ['OCT 28147-89:
QITOPUTM,  CKOPOCTh  pabOThl Ha  Pa3IUYHBIX
mwargopmax, peKUMBbI TIOJIb30BaHUsA. ACHMMETPUYHBIC
CUCTeMBl MHUQpPOBaHUS (CUCTEMBI C  OTKPBITHIM
KJIFOYOM).

15

Me:xceTeBble 3KPaHbl, KJIACCHI UX 3alIUIIEHHOCTH.
[Tonutka ©6€30MaCHOCTH U CTpaTerus CO3JaHUS
Opanamayapa. Pexum (GyHKIIMOHUPOBAHUS
MEKCETEBbIX HKPAHOB U MX OCHOBHBIE KOMIIOHEHTHI.
Mapmipytuzaropel.  Ilnmro3e1  ceTteBoro  ypoBHs.
VYcunennas ayteHtudukanus. OCHOBHBIE CXEMBI
CeTeBOM 3alUThl Ha 0a3e MEXKCETEBbIX OSKpPAHOB.
[IpuMeHeHne MeKCEeTEeBBIX PKPAHOB ISl OPraHU3aLUU
BUPTYyaJlbHBIX KOPHOpPATUBHBIX cereld. IIporpammusbie
METO/IbI 3aIUTHI.

15

O0napy:xxeHne arak B IJ100aJbHBIX  CeTAX.
BupryaneHbple ceTu U MpO3payHble CETEBbIE CITYXKOBI.
IToctpoenne 3ammmenHsix BYC. MHoroypoBHeBas
3amMTa MHGOPMAlMUM B KOMITBIOTEPHBIX CHCTEMax M
CeTsX.

15

NudopmanuonHass  6e30macHOCTh  OAHKOBCKHUX
CHCTEM M CHCTeM JJIeKTPOHHOH kKoMMmepuuu. OOume
cBefieHHst 00 AIIeKTpoHHOU 1 poBoit moanucu (DLIIT).
Anroputm OIII B CHMMETPUYHON KpPUIITOCHCTEME.
Anroputm OUII B acMMMETpHYHON KPHUITOCHCTEME.
[Ipo6nema oOMeHa OTKpHITHIMH Kitouamu mpu OLIIT.
CrnoxHble MaTeMaTH4yecKue 3a1a4u U anroputMsl D11

16




C OTKpBITBIMU Kitouamu. AnroputM DSA. Anroputm

I'OCT P34.10-94. Crannapt D111 P34.10-2001.

BCEI'O 17 34 91
4.2. Conepmalme J'laﬁOpaTOprIX 3aHATHHI
No HaunmenoBanue Tewma 1abopaTopHOTO 3aHITHS K-Bo K-Bo
n/m | paszgerna JUCHUTUTHHEL 4acoB 4acoB
CPC
cemectp Ne8
1 | [Ipeamer, meroxomnorus | ®enepanbHbiil 3akoH «O0 4 4
Y TIOHATUHHBINA anmapar | uHopmanuu, HGOpMaTH3AIUU 1
Kypca. 3amuTe uHpopmanum». Meroabl
OIICHKH YS3BUMOCTH MHGOpMAITUU
Mecrto HH(]pOpMaAITMOHHOM 4 4
6e3onacHoctu DVIC B HallMOHaIbHON
6e3omacHoctu ctpanbl. KoHuemnmus
MH(OpMaLMOHHON OE€30MaCHOCTH.
2 | Pazpymaromnue KomiuiekcHas cucrema o0ecrieyeHus 4 8
IIPOrpaMMHBIE MH(}OPMaLMOHHON 0€3011aCHOCTH.
BO3JIEUCTBUS U
CpeacTBa
HECAHKI[MOHUPOBAHHOTO
noctyna (HCJI)
3 | Uadpactpykrypa CoBpeMeHHbIE TTPUITOKEHUS 4 4
OTKPBITBIX KITtoueil. | kpunrorpaduu
3aluIieHHbIe Nzydenue TIIIIT CUCTEM 2 2
MPOTOKOJIBL. KpunTorpaduueckoit 3aIUTHI
uH(popMaluuy, KJIACCUYECKAst
Kpuntorpadusi W pacmpeneseHue
KJIFOYEH
[TpakTueckoe IIPUMEHEHNE 2 2
KpUNITOrPa(QHH C OTKPBITHIM KITIOUOM.
[Taker PGP
4 | MexcereBble 3KpaHbl, | MeTo/bl ayTeHTU(PUKAIUU 4 8
KIIACChI ux
3alUIIEHHOCTH.
5 | O6GHapyxenne atak B | OCHOBHBIE TEXHOJOTUH TOCTPOCHUS 4 8
TII00ANBHBIX CETSIX 3amuieHHbx JUC
6 | MadopmarmonHas denepanbHbII 3aKOH «O0 2 2
0€301acHOCTb AIIEKTPOHHON IH(PPOBON MOIMHCH.
0aHKOBCKUX CHCTEM U | DIEeKTpoHHas UudpoBas TMOAMNKCH
cucteM  3nektponHoit | (DLII)
KOMMEPIUHU Kpunrocucrema onepanvoOHHON 4 4
cucrembl  Windows.  CryptoAPI:

mudpoBanue u aemuppoBaHUe B




CryptoAPI, DIII B mpoekrax Ha
CryptoAPI
WUTOI'O:| 34 46
BCEI'O: 80
4.3. Conep:xxkanue pacdeTHO-rpaduIecKoro 3a/laHuA,

HHAMBHIYAJIbHBIX TOMALTHUX 32aHUIA.

VY4eOHBIM MIaHOM MPETyCMOTPEHO pacueTHO-Tpadudeckoe 3ananue (PI3).

Ycnemnoe BoinosiHeHre PI'3 Bo MHOTOM 3aBUCHUT OT YETKOTO COOJIIOJACHUS
YCTAaHOBJICHHBIX CPOKOB U IOCJIEI0BATEIBLHOIO BBITOJHEHHS OTAEIBHBIX 3TaIllOB
paboTHI:

1. BeiOop TeMbl He mo3/aHee, YyeM 3a 1 mecsI 10 cauu padoThl

2. ITon6op Hay4yHOI TUTEpaATYPHI

3. Hanmcanue u npeacTaBieHUe MPENoaBaTeNto padoThl HE MO3IHEE, YEM 3a
7 IHEU 1o ee caayu.

Odopmirenue padoThbl

TexcToBbIl MaTepuai B paboTe TOJIKEH ObITh U3JI0KEH COIIACHO MpaBUIaM
oopMIICHUS CTYACHYECKUX PadOT.

O6beM MHANBUAYAIBHOTO 3aaHus 15-25 cTp.

Crpykrypa u coaep:xkanue PI'3

CtpykTypa paboThl COCTOUT U3 CIEAYIOLIUX YaCTEM:

* Bsaenenune

* Paznen 1. TeopeTuyueckre OCHOBBI U3y4aeMOil POOIEMbI

* Paznien 2. AHanu3 paccMaTpuBaeMoi po0sieMbl HA KOHKPETHOM MpUMeEpe

* 3aKJII0YEHUe

* CHUCOK JIUTepaTyphl

B pabore cnemyer oTpa3uTh BOINPOCHI, KacarolUecs paccMaTpUBacMoOu
npo0JieMbl, B COOTBETCTBUU C MPUBEJECHHBIM HIDKE COIEPKAHUEM.

BBeaenne. Bo BCTynmUTENbHOM 4YacTH pPacCMaTpUBAKOTCA OCHOBHBIE
TEHACHIIMA W3YYEHHUS U Pa3BUTUS MPOOJIEeMbl, OOOCHOBBIBAETCS AaKTyaJbHOCTb
npoOJieMbl, a TaKKe POPMUPYIOTCS LIEJb U 3a7a4u paOOTHI.

Pasgesn 1. Teopernueckue OCHOBBI HM3y4YeHHs mpolJiemMbl. B nanHOM
paszene, Mpexiae BCero, HEOOXOAMMO OXapakTepU30BaThb OOBEKT W MPEIMET
UCCJIEIOBAHMS. 3aTeM OLEHUTh CTENEHb HW3YYEHHOCTH JaHHOW MpoOJeMbl B
HAyYHOM JUTEpAType U MPUBECTH PA3ITUYHBIE TOUKH 3PEHUS 110 JAHHOMY BOIIPOCY.
B nporecce uzydeHus: UMEIOIIMXCS JIUTEPATYPHBIX UCTOYHUKOB 10 UCCIEAyEMOMN
npobiieMe O4YeHb BAXKHO HAWTH CXOJCTBO M Pa3iMuus TOYEK 3PEHMSI Pa3HBIX
aBTOPOB, aTh UX aHAJIM3 U 00OCHOBATH CBOIO MO3UIIMIO 0 JAHHOMY BOIPOCY.

Pasnen 2. AHanu3 paccMaTpuBaeMoOil mNpo0JjieMbl HA KOHKPETHOM
npuMmepe

[Ipu BBITOTHEHUH TOW YacTH PabOTHI CTYNECHTHI TOJDKHBI TPOBECTH aHAIU3
COCTOSIHHAA JIeJ MO JAaHHOMY BOIIPOCY, JAaTh XapaKTEPUCTUKY HMEIOIIUMCS
OCOOCHHOCTSIM M BBICKa3aThb CBO€ MHEHHME Ui HUX KOPPEKTHUPOBKU B Ciyyae
HEOOXOIUMOCTH.

3akioueHue



B 3akitoueHnu 10JKHBI OBITh MPUBEIEHBI OCHOBHBIE BBIBOJIbI, BHITEKAIOIIHE
U3 pE3yJIbTATOB IPOBEAECHHOTO UCCIIEIOBAHMUS.

Iopsaok BbIOOpPa TeMBbI

Br100p TeMBI OrpeAenseTcsi B COOTBETCTBHH CO CIIEIYIOLIEH CXEMOM.

Howmep Tembr PI'3 Be1OMpaeTcs B 3aBUCHMOCTH OT HOMepa (haMUTUU CTyACHTa
B )KypHaJe IpyMIibl.

Iopsinoxk npoBepku u 3amuTsl PI'3

3agaHue npeacTaBiIseTcs MPENoAaBaTellio Ha MPOBEPKY HE MO3JHEE, YeM 3a 7
JTHEH JI0 ee caauM.

O3HaKOMUBIIUCH ¢ PabOTOM, IIpenojaBaTesb MPUHUMAET pellieHrue o0 popme
ee npuema. 3ajaHue JIu0o0 3aYUTHIBACTCS, TUOO Ha3HAYAETCS BPEMsI CIauu.

3amedaHusi O HEOOXOJUMOCTH J0pabOTOK coAepKaHus ohOopMIISIOTCA
IIPENOIABATENIEM HAa TUTYJIBHOM JIUCTE. 3aIMTA IPEAIIOIAracT KpaTKUil JOKJIA] 10
KJIFOUEBBIM BOITPOCaM.

Ecnu pabota He npeacTaBieHa B CPOK, TO €€ cava MPOU3BOAUTCS KOMUCCHH,
Ha3HayaeMoU 3aB. KadeapoHu.

Temsb1 PI'3

. JoxtpuHa undpopmarmonHoit 6ezonacuoctu PO.

. UudopmarnimonHoe obecrnieueHre rocy1apcTBeHHOM moautuku PO.
. Pa3BuTHE coBpeMeHHBIX MHGOPMAIIMOHHBIX TEXHOJIOTHA.

. ¥Yrpo3sl uHdopmManinoHHou 6e3omacHocTH PO.

1
2
3
4
5. IH(opMaLmOHHO-TICUX0JIOTHYECKOE OPYKHE.
6. TH(popManimoHO-TICUX0JIOTMYECKast BOMHA.

7. 3amuTa MHQOPMAIIMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOT'O JI0CTYTIA.
8. MnhopManmoHHBINA TEPPOPU3M.

9. MexnyHapoaHoe coTpyaHndecTBo P® B 061acTu 3amuThl HHGOpMALTIH.
10. 'ocynapcTBeHHas TaliHa.

11. CnyxeOHas TaitHa.

12. Kommepueckas TaitHa.

13. IlepcoHanbHbIC TAaHHBIE.

14. JInynas TaiiHa.

15. Cemelinas TaiiHa.

16. Taiina 3AI'Ca.

17. BpaueOnast (MeuIIMHCKAs ) TaifHA.
18. Talina BepoucnoBegaHUsI.

19. TaiiHa ucnoBeIN.
20. AxBokaTckas TaiiHa.
21. Taiiga cinencTBus.
22. Cynebnas TaitHa.
23. Taiina HOTapuara.
24. HanmoroBas TaiiHa.



25. baHkoBCKas TaiiHa.
26. Kypnanucrckas taitHa (taiina CMI).
2’7. ABTOpCKOE IIpaBo.

4.4. Conep:xxaHue KypcoBOIro poeKTa/padoThl

He mpenycMoTpeHO yueOHBIM TLIaHOM.

5. OHEHOYHBIE MATEPUAJIBI IJISA HPQBEI[EHI/ISI TEKYHIEI'O
KOHTPOJISI, HIPOMEXYTOUYHOU ATTECTAIIUU
5.1. Peanu3zanusa KoMneTeHIu

1. Kommnerenmusi IIK-4. Cnocoben ¢opmupoBaTh

CTPATCTUYICCKYIO

HHTCTPUPOBAHHYIO CHUCTCMY YIIPABJIICHUA PHUCKAMH, IIPHUHHUMATb 00OCHOBaHHEIC

YIIPABJIICHYCCKUC PCIICHUA,

O6€CH€‘-II/IBaIOHII/IC HCIIPCPBIBHYIO 3KOHOMHYCCKU

6630H3CHYIO ACATCIIBHOCTD H YCTOﬁqHBOG Pa3BUTHUC OpraHHU3allWH, COLHAJIbHO-
O9KOHOMHNYCCKHUX CUCTCM U 6H3H€C-HpOH€CCOB Ha Pa3/IMYHbIX YPOBHAX YIIPABJICHUA
Ha OCHOBC INPUMCHCHUS COBPECMCHHBIX I/IH(I)OpMaI_[I/IOHHBIX TEXHOJIOTHM.

HaumenoBanue nHaukaropa
JOCTH)KEHHSI KOMIETEHIIUU

HCHOJ’ILSyeMHe CpeacCTBa OICHUBAHUA

[IK-4.1. ®opmupyer CTpaTeruueckyro
UHTETPUPOBAHHYIO CUCTEMY yIpPaBIECHUS
pUCKaMH W TPUHUMAeT OOOCHOBAaHHBIC
yIpaBJIEHYECKUE pEIIEHUs] Ha OCHOBE
MOCTPOCHHS HYKOHOMHYECKUX,
(UHAHCOBBIX M OpraHU3alMOHHO-
YIIPaBICHYECKUX MOJEIEN € Y4eTOM
TpeOoBaHUI UH(POPMALMOHHOM
0€30MacHOCTH IyTeM HUX aJanTalid K
KOHKpPETHBIM  3a7ayaM B  cdepe
o0ecrnieyeHus 9KOHOMMYECKOM
0e301acHOCTH

3ager, 3ammra PI'3, mabGoparopubsie paboOTHI,
cobeceoBanue

5.2. TunoBbie KOHTPOJIbHBIE 32IaHUA JIS IPOMEKYTOYHOM ATTECTALNH
IlepeyeHb KOHTPOJIbHBIX BOIPOCOB (THIOBBIX 331aHMI) /IS 3a4UeTa

No HaumeHnoBanue
/1 pasziena AUCITUTUINHBI

Copep:xaHre BOIPOCOB (TUTIOBBIX 3aJaHUIA)

1 [Ipenmet, metomonorus | 1.Mecto nHGoOpMaImOHHON 6€30MaCHOCTH SKOHOMHYECKUX

Y NTOHATUHHBIN anmnapar | CUCTEM
Kypca. WNndopmanronnas 6e30macHOCTb B YCIIOBUSX
¢bynkuuonupoBanusi B Poccum  ri00albHBIX — ceTeil.
OCHOBHBIE HOPMAaTUBHBIE PYKOBOJSIINE JOKYMEHTHI,
KacarolMecss TOCYJapCTBEHHOM TallHbl, HOPMATHBHO-
CrpaBOYHbIE JTOKyMeHThl. Ha3HaueHue u 3amaum B cepe
oOecrnieueHrs MHPOPMAIIMOHHON 0€30MacHOCTH Ha YpPOBHE
rocy/apcTBa. MexnyHapoaHble CTaHJApPTHI
MH(OPMALIMOHHOTO OOMEHa.

2.0CHOBHbIE  TOJIOKEHHSI TEOPUH  HMH(OPMAIIMOHHOMN
0e30macHOCTH UH(GOPMAITMOHHBIX CHUCTEM.
KondunennuanbHocTh. LlenoctHocTh. JI0CTyHOCTS.

B  HAlMOHAIBHOW  OE30MaCHOCTH  CTPAaHBHI.




n/a

HanmenoBanue
pasjeia TUCIUIIIMHbI

ConeprxkaHue BOIPOCOB (TUIIOBBIX 3aaHUH)

3.0CHOBHBIE TIOJIOXKEHHUS TEOPHH HH(POPMALMOHHOM
O0e3onacHOCTH HMHGOPMANMOHHBIX cucTeM. OOBEKT u
cyoBpekT mpoctyma. CpernctBo paboTel ¢ HHPOpPMAIUCH.
HecaHKkuMoOHMPOBaHHBIN AOCTYH K MH(OpMAIUH.
4.0OCHOBHbBIC  TOJIOKEHHSI TEOPUH  HH(OPMAIIMOHHOMN
0e301acHOCTH UH(POPMALIMOHHBIX CHCTEM.
Wnentudukanus. AyTeHTHPHUKALINA.

5.OCHOBHBIC  TIOJIOKCHHSI TE€OpUH  HMHGOPMAITMOHHON
0€30MacHOCTH  MH(OPMALMOHHBIX CUCTEM. [IpUHIMITBI
pacripeiesieHus IpaB U OTBETCTBEHHOCTH.

6.Monenu Oe3onacHOCTM U MX HpuMeHeHue. Mogaenu
noctyna. Pemeruaras monenb. Moaens bemn-Jlallamyna.
Monens 0e301acHOCTH.

7.Monenu 0e€30MacHOCTH M HX NpuMeHeHue. Mojenu
nocryna. Mopens buba. Monens ['orena-Mesurepa.
Mogenb 6€301aCHOCTH.

8.Monenu Oe30macHOCTM W UX IpUMeHeHue. Mopenu
noctyna. Mopnens Cazepnenna. Monens Kinapka-Bunbcona.
Monens 0e301acHOCTH.

9.Mogenu O6e30macHOCTM M UX MNpUMeHeHue. Mojenu
nocryna. OOs3aTenpbHOE  yHpaBlIEHUE  JOCTYIIOM U
nepeHa3HayaeMoe ympaBieHue joctynom Jloctyn 1o
MpaBHUJIAM U JIOCTYI 110 poiisiM. MoJiesnb 6€30MacHOCTH.
10.Takconomust (kmaccudukarus) HapyIIeHUN
nH(}OpMaLMOHHON 0e30MacHOCTH BBIYMCIIATEIILHON
CUCTeMBbl M TPUYMHBI,  OOyClaBIMBAIOLIME  UX
CyliecTBOBaHME. TpW BHJIa BO3MOXHBIX HApYyIICHUU
MH(pOPMaIMOHHOM CUCTEMBI. Hapymenus
KOH(PHUACHITUATHHOCTH.

11.TakcoHOMMSA (xknaccuduxanus) HapyLIeHUN
HnH(}OpMaLMOHHON 0e301macHOCTH BBIYHCIIATEIIbHON
CUCTeMBbl M TPUYMHBI,  OOyCIaBIMBAIOUIME  UX
CyLIECTBOBaHME. TpH BUAA BO3MOXHBIX HapyLICHUH
nH(pOpPMaLIMOHHON CUCTEMBI. MI3MeHeHus B cucTeMe.

12. TakcoHOMMS (xknaccuduxanus) HapyLIeHUN
nH(}OpMaLMOHHON 0e301macHOCTH BBIYMCIINTEIILHON
CUCTeMBbl M TPUYMHBI,  OOyCIaBIMBAIOLIME  HX
CyllecTBOBaHWE. TpW BHJIa BO3MOXHBIX HApYIICHUU
MHGOPMAIIMOHHON cHcTeMBbl. YTpaTa paboToCrocoOHOCTH
WM IPOU3BOIUTEIHHOCTH.

Pazpymatomue
MporpaMMHBbIE
BO3JEHUCTBUS U CPEACTBA
HECaHKIIMOHUPOBAHHOTO
nocrymna (HCJI)

13.Ananu3  cnoco0oB  HapymieHud  HHQOPMaIMOHHOM
6e30macHOCTH. Buapl MPOTHUBHUKOB WM "HapymuTenei'.
Hcrounnkn n MotuBbl HapymeHnid. HempennamepeHHble
JENCTBUS COTPYAHHUKOB.

14.Ananu3  crnoco0oB  HapymieHud  HHQOPMaIMOHHOM
6e30macHOCTH. Buapl MPOTHUBHUKOB WM "HapymuTenei'.
HUcrounnkn m MoTuBbl HapymeHuil. IIpenHamepeHHbie
JENCTBUS COTPYAHHUKOB.

15.Ananu3  cnoco0oB  HapymeHud  HHQOPMaIMOHHOM
0e3onmacHOCTH. Bulbl MpOTUBHUKOB WM "HapymmuTenen'.




Ne HanmenoBanue CopepxaHue BOIPOCOB (TUIIOBBIX 3aJaHU)

n/m pazziena IUCUMILIMHBI
HcrouHnkn ¥ MOTUBBI HAapylIeHU. JIeMCTBUS CTOPOHHUX
JIML KPUMHUHAJIBHOTO XapakTepa.
16.ITonsTre YTPO3BL Knaccudukanus yrpo3
nH(pOpMaLMOHHON 0e30MacHOCTU. YTPO3bl, HE 3aBUCSIINE
OT YeJIOBEKa.
17.1Tonsitue YIPO3BI. Knaccudukanus yIrpo3
nH(pOpMaMOHHOK Oe30macHOCTH. VICKyCCTBEHHBIE YTPO3HI.
18.ITonsiTue YIPO3BI. Knaccudukanus yIrpo3
MH(POPMAIIMOHHOH 0€30MaCHOCTH. Yrpo3sl
nH(OPMALIMOHHONW  O€30MacHOCTH  OT  HCIIOJIb30BAHUS
CIELIMAJIbHBIX CPEJCTB.
19.Artaxka. JlokanbHas W ynaneHHas ataka. Xakep. Kpakep.
dpuxep.
20.TumnoBas araka Ha CUCTEMY.
21.JlokanpHble ataku. ColalibHas HHKEHEPUSL.
22.3akJIa Ky B anmapaTHOM 00€CIICUeHUH.
23.IlpeogoneHre OrpaHUYEHMM JOCTyna Ha YPOBHE
firmware.
24 IlonyueHue poctyna Ha 3tane 3arpy3ku OC.

3 Nudpactpykrypa 25. Meroasl kpuntorpaduu. OCHOBHBIE MPUHIUIIBI
OTKPBITBHIX KJIKOYEH. kpunrorpapuu. Illudposanne. Wcropus TaiiHOIHCH.
3aluIEeHHbIE Uctopuueckue npumep. Hludp Lesaps. [Ipusectu npumep.
IIPOTOKOJIBI. 26. Metonpl kpuntorpaduu. OCHOBHBIC MPUHIIMIIEI

kpunrorpapuu. Illudposanue. Hcropus TaliHONHUCH.
Uctopuueckne npumep. Ksaapar Iloaubus (Tropemnas
az0yka). [IpuBectu mpumep.

27. Metonpt kpuntorpaduu. OCHOBHBIC TPUHIIHIIEI
kpunrorpapuu. Iludposanue. Hcropus TaliHOMUCH.
Ucropuueckne npumep. Ksagpar Kappano. Ilpusectn
IIpUMep.

28. Metonpt kpuntorpaduu. OCHOBHBIC TPUHIIHIIEI
kpunrorpapuu. Illudposanue. MHcropus TaiiHOnMCH.
Hcropuueckue IIPUMEPBL. Tabnuna Buxenepa.
MHoroandasutHas 3ameHa. [IpuBectu npumep.

29. Meronpt kpuntorpaduu. OCHOBHBIC TPUHIIHIIEI
kpunrorpapuu. Illudposanue. Hcropus TaliHOMHUCH.
Ucrtopuueckne mnpumepsl. IludpoBanue mno kHure.
IIpuBectu npumep.

30. Metoap! kpurnirorpaduu. [IpakTruecku cTorKwiA mudp.
AbcomoTHast  croiikocTh mmMdpa. ATaka Ha OCHOBE
¢ poTeKcTa, Ha OCHOBE U3BECTHOI'O OTKPBITOTO TEKCTA, Ha
OCHOBE BBIOPAaHHOT'O OTKPBITOT0 TekcTa. HagexxHbiit mugp.
31. Metonst kpunrtorpaduu. I[loTouHoe mmdpoBaHue.
Uckmouaromee NJIN (cnoxxenue mo Moayo 2).

32. Metonp! kpunrorpadun. JIMHeHbIE pErUCTPhI CABHTA.
IIpuBectu npumep.

33. Metoas! kpunitorpaduu. brounoe mmdpoBanue.

34. Metonsl kpunrorpadpuu. CuMMeTpu4HOe MHU(pOBaHUE
(mmppoBaHre Ha CEKPETHOM KIIOuYe). ACHMMETPUYHOE
mudpoanue (muppoBaHUE HA OTKPHITOM KITIOYE).




n/a

HanmenoBanue
pasjeia TUCIUIIIMHbI

ConeprxkaHue BOIPOCOB (TUIIOBBIX 3aaHUH)

35. Meronsl kpunrtorpadpuu. IIEKTpOHHAS IUpPOBast
HOJIITUCH.

36.Metoas! kpuntorpadun. Xsm-QOyHKIHUS B HIEKTPOHHON
1 POBOI MOIHCH.

MexcereBble  3KpaHbl,
KJIaCChl ux
3alIUIEHHOCTH.

37.3amuTa. Mcnonp3oBaHue 3alUIIEHHBIX KOMITBIOTEPHBIX
cucreM. MexaHu3mbl 3amuThl. HopmaTuBHO-TIpaBOBBIE,
MOpPAJIbHO-ITHYECKUE, OPTraHU3aIMOHHBbIE U (HU3UUECKUE
(TEXHUUYECKHE) CPEACTBA 3AIIUTHI.

38.0OCHOBHBIE TEXHOJOTMH IOCTPOSHHS  3AIIUIIEHHBIX
OUC. KOHTpOib JKU3HEHHOTO IHMKJIA MPOrPAMMHOIO
oOecriedyeHuss C TOYKH 3peHHS  HH(POPMALMOHHOM
0e30macHOCTH. MepomnpusTus, OCYLIECTBISEMbIE IPH
CO3JJaHUU nc. Ceptuduxanus IIPOrPaMMHOTO
obecrieueHus.

39.0CHOBHBIE TEXHOJOTMH IOCTPOSHHS  3aIIUIIEHHBIX
SUC.

KoHTpoIb )KU3HEHHOTO IIMKJIA IIPOTPAMMHOT0 00eCTIeUeHUS
C TOYKM 3peHus HUHPOPMALMOHHOM Oe30MacHOCTH.
Mepomnpusitus, OCYILIECTBIISIEMbIC B nporecce
skcmutyatanuu UC.

40.Konnenmus nHGOPMAITMOHHON 0€30IMacHOCTH.
Konnenuus MH(POPMALMOHHOM 6e3omacHOCTH
NPEIIPUATH. VYhpasneHuss =~ pUCKaMu. [TonuTuka
nH(pOpPMaIMOHHOM 0€301MacCHOCTH.

41 3amuTa. Mexanusmbl 3amuThl. Ou3nyuecKkue cpeicTBa
3aIIUTBHI.

42.AnmapatHO-TIPOTrpaMMHBIE CpeicTBa 3aIUThl. CHCTEMBI
UACHTUOUKAMM W ayTeHTH(UKALUU  TOJIb30BaTENEH.
CucreMbl UG POBaHUS JUCKOBBIX TaHHBIX.
43.AnnapaTHo-IIporpaMMHBbIE cpeicTBa 3alUThl. CHCTEMbI
ayTeHTH()UKALINHU SJICKTPOHHBIX TaHHBIX.

44 AnmnapaTHo-IIporpaMMHBbIE cpeJicTBa 3auThl. CpencTBa
YIPaBJICHUS KPUNTOTrpapuIeCKIMH KITFOYaMHU.

OOnapyxeHue artak B
TJIOOATBHBIX CETAX

45.Ataku Ha cpeacTBa ayTeHTUuKauu. buomerpuueckue
CpeICTBa ayTeHTU(UKALINH.

46.Ataku Ha cpesicTBa ayTeHTU(UKAMK. TOKEHBI.
47.Atakn Ha cpenctBa ayreHTudukanuu. [lapomm.
Crioco6br  xpaneHust mnaposneid CHCTEMHOH TOJUTHKU
naposieun

48.Ataku Ha cpexactBa ayTeHTu¢ukauuu. Ilaponu.
NmuTanus cucteMHOro mnpuriamnieHus ATtaka Ha ci1a0oCTb
apoJIen.

49.ATaku kjacca "OBBILIICHUE TPUBUIIETHI".
50.ITocTopoHHEe IporpaMMHOE 0OeCIIeUEeHUE.

51.Y nanennsie aTaku. 3710BpeAHbBIE TPOTPAMMBI.
52.IToHsTHS O BUJIaX BUPYCOB.

53.YnaneHHsle aTaku. ATaku Ha OTKa3 B OOCIIy)KMBaHHH.
MackupoBka.

54.YnaneHHsle araku. ATakd Ha MapLIPYTU3ALHUIO.
[Tepenonaenne Oydepa.




Ne HanmenoBanue CopepxaHue BOIPOCOB (TUIIOBBIX 3aJaHU)
/1 paszena JUCLUILUIMHEI

55.Ynanennsie araku. Ataku Ha ceBpBepsl: CGl u HTTP.
ATtaku Ha KImeHTOB: ActiveX, Java.

56.Y nanennpie aTaku. ATaky Ha MOTOK JaHHBIX. AKTUBHbBIC
aTaku. ATaka oBTOPOM.

57.ATtaka "3710yMBILUIEHHUK-TIOCPETHUK". ATaK1 Ha OCHOBE
ceTeBoi Mapuipytusauuu. [lepexsat ceccunu.

6 Nudopmanmnonnas 58.Mudopmarmonnas 0€30MaCHOCTh MPHU TOJKIIOYCHUH K
0€301acHOCTh Internet. MesxxceTeBbIe SKpaHbI.

O0aHkoBckuX cuctem u | 59.MupopmanronHas 6€30MaCHOCTh MPU TOJKIIOYCHHH K
cucteM  ayeKkTpoHHO# | Internet. Ympasisemble KOMMYTaTOPBI.

KOMMEpLHUH 60.1Muadopmarimonnas 6€30MacHOCTh MPHU MOAKITIOYCHUN K
Internet. CereBbie GUIBTPHI.

61.1MudopmarmonHas 0€30MaCHOCTh MPHU MOAKITIOYCHUN K
Internet. [lnro3er  ceancoBoro ypoBHA. llocpenHuku
MIPUKJIAIHOTO YPOBHSIL.

62.MudopmanimonHas 6€301MaCHOCTh MPU MOAKIIOYCHUU K
Internet. MHCeKTOpbI COCTOSIHMUSIL.

5.3. TunoBbie KOHTPOJIbHBIE 3aJaHUSA (MATEePHAJIbI) I TEKYILIero KOHTPOJIA
B cemecTpe

Texymuii KOHTPOJIb B CEMECTPE OCYHIECTBISETCS B (OPME BBIMOTHEHUS U
3alUThl  JJa0OpaTopHBIX paboT, a Takke cobecenoBanus. CobecegoBaHue
MIPOBOJUTCS B (POpME OTBETOB HA 3aJaHHBIC BOIIPOCHI.

JlaGopaTopHbie padoTsl. B y1abopaTopHOM TpakTUKyMe MO AUCIUILINHE
MPEJCTABJICH TMEPEUYCHb JA0OpaTOPHBIX padOT, 0003HAUCHBI IEJIb W 3a7a4H,
HEOOXOJMMbIE TEOPETHYECKHE M METOAMYECKHE yKa3aHus padboTe, paccCMOTpEH
MIPaKTUYECKUNA TIPUMEp, TaHbl BApUAHTHI BBITIOJIHCHHS W TEPEYCHb KOHTPOIBHBIX
BOIIPOCOB.

3amura J1abopaTOpHBIX PabOT BO3MOXKHA TOCIIEC MPOBEPKU MPABUIBLHOCTU

BBITIOJTHEHUS 3aJaHusi, o(opMIIeHHs oOTYeTa. 3alura NPOBOJUTCS B (opMme
cobeceoBaHUs TIpPENoaaBaTesisi CO CTYACHTOM IO TeMe J1abopaTOpHOW pabOTHI.
[TpumepHBIi TepedeHb KOHTPOIBHBIX BOIIPOCOB IS 3aAIUTHI 1a00paTOPHBIX padboT
MIpEeCTaBIICH B TaOJIHIIE.

Ne Tema naboparopHoit Copnep:xaHue BOIpOCcOB (TUMTOBBIX 3aJaHU)
n/n paboTHI
1 | JIJabopatopHas pabora Nel | 1.Ananu3z crnocoOoB  HapymieHHH HMH(YOPMAIMOHHON
KommekcHas cucrema 6e30macHOCTH. Bupl MPOTUBHUKOB WK "HapymuTenen".
o0ecrnieueHus Hcrounnkn u MOTUBBI HapymeHui. HempennamepeHHbIe
MH(POPMAIMOHHOM JEICTBUS COTPYIHHUKOB.
0€301MacCHOCTH. 2.AHamu3 crnoco0oB  HapylleHHd HH(DOpPMaMOHHON

6e30macHOCTH. Bupl MPOTUBHUKOB WK "HapymuTenen".
Hcrounnkn m MoTMBBEI HapymeHui. IIpennamepeHHble
JEICTBUS COTPYAHHUKOB.

3.AHanu3 cnoco0oB  HapymieHud HHGOPMaLUOHHON
6e3onmacHOCTH. Bujibl IPOTUBHUKOB WK "HapymmTenen".




Ne Tema naboparopHoit ConeprxaHue BOIPOCOB (TUMIOBBIX 3aaHU)

n/m paboTHI
Hcroynuky 1 MOTHUBBI HapylueHUi. J[elcTBUS CTOPOHHUX
JIML KpPUMHHAIIBHOTO XapakTepa.
4 Tloustue YTPO3BI. Knaccudukanus yrpo3
MH(GOPMALMOHHOM 6€30I1aCHOCTH. YTPO3bl, HE 3aBUCALINE
OT YeJIOBEKa.
S.IlonsiTue YIpO3BI. Knaccudukanus yrpo3
MH(POPMAIIMOHHOH 0€30MacCHOCTH. HckyccTBeHHBIE
YTPO3BL.
6.ITonsTHe YTPO3BL. Knaccudukanus yrpo3
MH(pOPMaLMOHHOM 0€30I1aCHOCTH. VYrpo3sl
nHOOPMAIIMOHHOKW  OE30MacCHOCTH OT  HCIOJIb30BAHUS
CIELIMAJIBHBIX CPEICTB.
7.Ataka. JlokanbHas U yJqaneHHas ataka. Xakep. Kpakep.
®puxep.
8.TuroBas araka Ha CUCTEMY.
9.JIokanbHble ataku. ConuanbHas HHKCHEPUS.
10.3akagxu B anmapaTHoOM 00eCIICYeHUH.
11.Ilpeotonenrie orpaHMyeHUl JOCTylla Ha YPOBHE
firmware.
12.ITonyyenue gocryna Ha 3tamne 3arpy3ku OC.

2 | JJabopartopnas pabora Ne2 | 1. Meronst kpuntorpaduu. OCHOBHBIE PHHIUIIBI
Wzyuenne nporpammubix | kpuntorpapuu. Iludposanue. HWceropus TailiHomucu.
npoayktoB  u  cucteMm | Mcropuueckue mnpumep. Iudp Llezaps. IlpuBectu
Kpunrorpapuueckon IIpUMep.
3aIIUTHI uHpopmanuy, | 2. Mertonsl kpuntorpadpuu. OCHOBHBIE MPUHIMUIIBI
KJIACCHYECKas kpunrorpapuu. IludppoBanue. HWctopus TtaliHONMUCH.
Kpunrtorpadus u | Ucropuueckne npumep. Kpanpar [lomubus (TropeMHas
pacnpeeseHne KIoJei a30yka). [IpuBectu npumep.

3. Meronpt kpuntorpagpuu. OCHOBHBIE NPUHIUIIBI
kpunrorpapuu. I[Hudposanue. Hctopus TtaifHOMUCH.
Hcropuueckne npumep. Ksagpar Kapmano. Ilpusectn
IIpUMep.
4. Meroasl kpunrtorpadguu. OCHOBHbIE NPUHLUIIBI
kpunrorpapuu. I[Hudposanue. Hctopus TaifHOMUCH.
Hcropuueckue MIPUMEPBL. Tabnuna Buxenepa.
MHoroandasutHas 3ameHa. [IpuBectu npumep.
5. Meroael kpunrtorpaguu. OCHOBHbIE IPHUHIIMIIBI
kpunrorpapuu. I[ludposanue. Wctopus TtaifHOMUCH.
Ucrtopuueckne npumepsl. IludpoBanue mno KHure.
IIpusectu npumep.

3 | JJaboparopHas padota Ne3 1. Meronsl kpunrtorpadguu. [IpakTudecku croikuit

IIpakTueckoe
MIpUMEHEHHE
Kpunrorpapuu C
OTKPBITBIM KITFOYOM.
[Taker PGP

mmdp. AGcomroTHas CTOMKOCTh mu¢ppa. ATaka Ha
OCHOBE HIM(PPOTEKCTa, HAa OCHOBE HW3BECTHOI'O
OTKpBITOTO ~TEKCTa, HAa OCHOBE BBIOPAHHOTO
OTKpPBITOTO TeKcTa. Hamexuwrit mudp.

2. Metoas! kpunrorpaduu. ITotounoe mudponaHue.
Uckmrogaroree MJIN (cnokenne mo MoayIo 2).

3. Metoasl kpunrorpadguu. JIMHelHbIE pPETUCTPHI
casura. [IpuBectu npumep.




n/a

Tema naboparopHoii
paboTHI

ConeprxaHue BOIPOCOB (TUMIOBBIX 3aaHU)

ok~

Mertoas! kpuntorpadun. biaounoe mudposanue.
Mertonbl Kpunrorpaduu. CummerpuuHoe
mm@posanue (muppoBaHUe Ha CEKPETHOM KITIOYE).
AcummerpuuHoe mudpoBaHue (mmdppoBaHUE Ha
OTKPBITOM KJIIOUE).

Mertoab! kpuntorpapuu. DiIeKTpoHHasE HUPpoBast
MOJIITUCH.

Mertonbl  kpunrtorpaduu.  Xom-pyHKIUS B
AJICKTPOHHOM IU(PPOBON MOAMHKCH.

JIaboparopHast pabora Ned
MexceTreBble 9KpaHbl,
KJIaCChI ux
3aIIUIIEHHOCTH.

3amura. Hcnonb3oBanue 3aIUIIECHHBIX
KOMIIBIOTEPHBIX CHCTEM. MeXaHU3Mbl 3allUThI.
HopmartuBHO-TIpaBoBEIe, MOpaJIbHO-ITHYECKHE,
OpraHu3alMoOHHbIE W (pu3nyYecKne (TEXHUYECKUE)
CPEJCTBA 3aIIUTHI.

OCHOBHbBIE TEXHOJIOTUH TIOCTPOCHHUS 3aLUILEHHBIX
SOUC. Kontposb YKU3HEHHOTO UKJIa
OPOrpaMMHOr0 O0ECHEYEeHUs: C TOYKU 3pEHMS
UHPOPMALMOHHON Oe3omacHoCcTH. Meporpusrus,
OCYILIECTBIIsIEMbIE npu CO3JIaHUH ncC.
Cepruduxanus mporpaMMHOT0 00ECTICUCHHS.
OCHOBHBIE TEXHOJIOTUU IOCTPOECHHUS 3AILUIIEHHBIX
SUC.

KoHTponb KM3HEHHOr0 ILMKJIA POrpaMMHOTO
o0ecrieyeHrs: ¢ TOYKH 3peHHs] WHPOPMALMOHHOM
6e30macHOCTH. MeponpusTHs, OCYILECTBIIsIEMbIE B
npouecce 3kcrutyarauuu UC.

Konnenuuss uHpopMannoHHON  06e30macHOCTH.
Konnenmust  mndopmarnmonHoit  6e30macHOCTH
npeanpusTus. YmnpasieHus puckamu. [lomuTtuka
MH(}OPMALIMOHHON O€30MaCHOCTH.
3ammra. MexaHM3Mbl  3aIUTHI.
CPEICTBA 3aIIMTHI.
AnnapaTHO-IpOrpaMMHBIE  CPEJCTBA  3aIUTHI.
Cucrempl HIEeHTU(UKALUKW U ayTEHTU(PUKAIUU
nosb3oBareneid. CucteMsl MUGPOBaHUS TUCKOBBIX
JTAHHBIX.

AnnapaTHO-IpOrpaMMHBIE  CPEJCTBA  3AIUTHI.
CucteMbl ayTeHTU(DHUKAIAA IIEKTPOHHBIX JaHHBIX.
AnmnapaTHO-IpOTpaMMHBIE  CPEJCTBAa  3AIUTHI.
CpenctBa  ympaBieHUs  KpUNTOrpaduyecKUMHU
KIIIOYaMHU.

dusnueckue

JlabGopaTopHas padota No5
OCHOBHBIE  TEXHOJIOTHH
IMOCTPOCHHUSA 3allIUIIICHHBIX
SUC

N

ATtaku Ha CpeacTBa ayTeHTU(UKALINH.
buomerpuueckue cpeacTBa ayTeHTH(PHUKAIMH.
ATaku Ha cpeJcTBa ayTeHTUGUKauuu. ToOKeHBbI.
Ataku Ha cpenctBa ayTteHTU(uKanuu. [laponn.
CnocoObl  xpanenust  maposedt  CucreMHOI
MIOJINTUKHU MTaposien

Ataku Ha cpeactBa ayTeHTHQuUKauuu. [laponu.
WMuTanus cucTteMHOro mnpuriameHus ATaka Ha
c1a00CTh TapoJIeH.




Ne Tema naboparopHoii Copnep:xaHue BOIPOCOB (TUIIOBBIX 3aJaHUN)
n/m paboTHI

ATaku Kjacca "MoBbIIICHUE TPUBUIICTHN" .

[TocToponHee mporpaMmmHoOe o0ecredeHue.

VY naneHHble aTaku. 3710BpEIHbIE IPOIPAMMBL.

[TonsATHS O BUJIaX BUPYCOB.

Vnanennele  arakd. ATaku Ha  OTKa3 B

obcimyxuBaHUU. MacCKUpOBKA.

10. Yaanenusie aTaku. ATakd Ha MapHIpyTH3AIUIO.
[Tepenonnenne Oydepa.

11. Ynanennsie araku. Ataku Ha ceBpBepbl: CGI u
HTTP. Ataku Ha xireHToB: ActiveX, Java.

12. Yaanennsle araku. ATakd Ha IOTOK JaHHBIX.

AKTHUBHBIE aTaKu. ATaka IOBTOPOM.

13. Araka "3710yMBIIIJIEHHUK-TIOCPEAHUK". ATaku Ha
OCHOBE ceTeBOM Mapumpyrtuzauuu. Ilepexsar

© oo

CeCCHH.
6 | JlaboparopHas pabora Ne6 1. HNudopmanmonHas 0€3011acHOCTh npu
Nudopmanmonnas NOJKIIF0UeHUH K Internet. MexceTeBbie SKpaHHbl.
0€30MacHOCTh OAHKOBCKUX 2. HudopmarmonHas 0€3011acHOCTh npu
CHCTEM u CHCTEM NOJKJIrOYeHNH K Internet.  Ympasisiemble
AJIEKTPOHHON KOMMEPIIHH KOMMYTAaTOPHI.
3. Hudopmanmonnas 0€301acHOCTh npu
noakiroueHnn K Internet. CeteBbie QUIBTPHI.
4. HWudopmanuoHHas 0€301acHOCTh npu

nojakaoueHnn kK Internet. IImro3sl  ceaHCOBOTO
ypoBHsl. [locpeqHUKH NPUKIIAJHOTO YPOBHSL.

5. Hudopmarnmonnas 0€301acHOCTh npu
noakiaoyeHuu K Internet. THCIIEKTOPBI COCTOSIHUS.

5.4. Onucanne KpUuTEpUeB OLCHUBAHUA KOMIIETCHIMH M HIKAJIbI OLIECHUBAHUS
[Ipu mnpomexyTo4yHOW aTTecTan B (opMe 3adeTra UCIOJIb3yeTCs
CJIEAYIOIIAs IIKaJla OLICHUBAHMUS: - 3aYTEHO — HE 3a4YTEHO.

Kpurepusimu oLieHMBaHUs JOCTHXKEHUN MOKA3aTENICH SIBIISIFOTCS:
HanmeHnoBanue
MOKa3aTest
OLIEHUBaHU
pe3ynbTara
00ydeHus 1o
JVCIIATUTAHE
[1K-4. CnocobeH (popMHUpOBaTh CTPATErMYECKYI0O WHTETPUPOBAHHYIO CHUCTEMY YIpaBJICHUS
pUCKaMHU, NPUHHMATh OOOCHOBAHHBIC YIIPABICHUECKHWE pEIICHUs, 00ecrednBaronye
HEMPEPHIBHYI0 JKOHOMHUYECKH O€30MacHyl0 JEATeNIbHOCTh M yCTOMYMBOE pa3BUTHE
OpraHu3aly, COLMATbHO-’KOHOMMUYECKUX CHUCTEM U OWM3HEC-TIPOIIECCOB Ha PAa3IMYHBIX
YPOBHSIX YIIpaBJI€HHs HA OCHOBE IPUMEHEHHUSI COBPEMEHHBIX MH()OPMAITMOHHBIX TEXHOJIOTUI
[IK-4.1. ®opMupyeT CTpATETMYECKYI0 MHTEIPUPOBAHHYIO CHCTEMY YIIPABIEHUS PUCKaMU H
npuHUMaeT OOOCHOBaHHbIE  YIpPABICHYECKHE pPEIICHHs Ha OCHOBE  IOCTPOEHUS
HKOHOMUYECKUX, (UHAHCOBBIX M OPraHU3alMOHHO-YIPABIEHYECKHX MOJENEH ¢ y4eToM
TpeGoBaHUI MHPOPMALIMOHHON 6€30MaCHOCTH MyTEeM HX aJaNTalluy K KOHKPETHBIM 3aJauam

B c(hepe obecrieueHnst S)KOHOMHYECKOU 0€30MMacHOCTH

Kputepuii onieHuBaHus




3HaHUS 3HaHUE OTAllOB IPOEKTHUPOBAHUS CUCTEM, KOMIUIEKCOB,

TEXHOJIOTHI obecrieueHrs THPOPMAITMOHHOM O€30MMacCHOCTH.

CpencTBa W

O0beM OCBOCHHOTO MaTepHaIa.
[TosHOTa OTBETOB HA BOIPOCHI.

Ymenus ®opmupoBaTh TpeOOBaHMA K TMPOSKTHPOBAHMUIO CHCTEM, KOMILIEKCOB,
CpeZCTBa U TEXHOJIOTUN obecrieueHus: HH(GOPMAIIMOHHON Oe30IacHOCTH.
CpaBHeHue, comocTaBieHue, 0000meHne Marepuana U (HopMyITUPOBKA
BBIBOJIOB.

Hagbiku Pa3paboTku cucTeM, KOMILJIEKCOB, CPEICTBA U TEXHOJIOTUI 00eCTIeUeHHS

UH(GOPMAITMOHHOM 0€30MaCHOCTH C YY€TOM OCOOCHHOCTEH 00BEKTOB 3alUTHI.
AHanu3 pe3yJbTaTOB PEIICHHBIX 33]1a4.

OHCHKa NpenoaaBaTciicM BBICTABJIKICTCA MHTCTPAJIBHO C YUYCTOM BCCX
ToKasaTeliei u KPpUTCPHUECB OLICHNBAHMA.

OneHka c)OpMUPOBAHHOCTH KOMIIETECHIIMI MO MOKA3aTeNI0 3HAHUSL.

YPOBGHB OCBOCHHA M OLICHKA
2 | 3 | 4 | 5
[1IK-4. CnocobeH (opMupoBaTh CTpAaTETUYECKYI0 HHTETPHPOBAHHYIO CHUCTEMY YIPABICHUS
pHCKaMH, TpPUHUMaTh OOOCHOBAaHHBIC YIIPAaBICHYECKHE pEUICHUs, O00eCleunBaroIue
HETIPEPhIBHYI0 OKOHOMHYECKH O€30IacHYI0 JeITeNbHOCTh M YCTOHYMBOE pa3BHTHE

Kpurepuii

OpraHu3alM, COLMATbHO-3KOHOMUYECKUX CHCTEM U OM3HEC-IIPOLECCOB Ha Pa3IMYHBIX
YPOBHSIX YIIpaBIICHHUS] HA OCHOBE IPUMEHEHHS COBPEMEHHBIX HH(POPMAITMOHHBIX TEXHOJIOTUI

[1K-4.1. ®opMupyeT CTpaTerMyeckyt0o WHTETPUPOBAHHYIO CUCTEMY YIPABICHHUS PUCKaMU U
IIPUHUMAET 0OOCHOBAHHbIE YIIPABICHUYECKHE PELIECHHS HA OCHOBE IOCTPOECHUS 3KOHOMUYECKHX,
(UMHAHCOBBIX M OPraHU3alIOHHO-YIIPABJIEHUYECKUX MOJAENIeH ¢
nH(OpPMALIMOHHON 0€30MaCHOCTH IMyTEM HMX aJaNnTallud K KOHKPETHBIM 3ajadaMm B cdepe
obecrieueHHs: 3JKOHOMUUECKON 0€3011acCHOCTU

y4yeToM TpeOoBaHUMI

3HaHue oranoB | He 3Haer o5rtanoB | 3Haer otanbl | 3HaeT Jrtanbl | 3Haer JTarnbl
TIPOEKTUPOBAHUSA TIPOEKTUPOBAHUS MPOEKTUPOBAHUS TIPOEKTUPOBAHUS MIPOEKTUPOBAHUS
cHucTEM, CHCTEM, CHCTEM, CHCTEM, CHCTEM, KOMIIJIEKCOB,
KOMIIJIEKCOB, KOMIIJIEKCOB, KOMIIJIEKCOB, KOMIIJIEKCOB, cperncTa u
cpeacTBa U | cpeacTsa U | cpeacTsa U | CpeacTBa U | TEXHOIOTHH
TEXHOJIOT Uil TEXHOJIOTMH TEXHOJIOTHi TEXHOJIOTHH obecrieueHus
obecrieueHus obecrieueHns obecrieueHus o0ecrieueHns nH(OPMAIMOHHOK
HnH(OPMAIMOHHOM UH(POPMAIIMOHHOMN nH(pOpMaMOHHOM UH(MOPMAIMOHHOMN 6e3omacHOCTH,
0€e301acHOCTH. 6e30macHOCTH 6e3omacHOCcTH, HO | Oe30macHOCTH MOXET  KOPPEKTHO
JIOTTyCKaeT chopMyIIpOBaTh HX
HETOYHOCTH CaMOCTOSTEIEHO
hopMyITHPOBOK
O0bem ocsoenHoro | He 3naer 3HAET TOJIBKO 3HaeT MaTepuan OOGnaaeT TBEpIBIM U
MaTepuana 3HAYUTENIbHOU OCHOBHOI JUCLIUIUIMHEL B MOJIHBIM 3HAHUEM
4acTU MaTepuana MaTepHuan JIOCTaTOYHOM MaTepuana
JIICIUTIITHHBI JUCLUILIVHEL, HE o0beme JUCHUILIVHBL,
YCBOMUI €r0 BIaJEET
IeTajaen JIOTIOJTHUTEIIHHBIMUA
3HAaHUSIMH
ITonmnora  otBetroB | He maer orBersl Ha | [aer HenonHble | Jlaetr orBersl Ha | [aer TIOJIHBIE,
Ha BOIIPOCHI OOJBIIMHCTBO OTBETHl HA  BCE | BOIPOCHI, HO HE BCE | pa3BEepHYTHIC
BOTIPOCOB BOTIPOCHI - TIOJTHBIE OTBETHI Ha
MTOCTaBJICHHBIE
BOTIPOCHI, Jenaer
CaMOCTOSITENIbHBIE
BBIBOJIBI




OrneHka c()OpMUPOBAHHOCTH KOMIIETCHIIMI MO MOKa3aTeNn0 Yvenus.

Kpurepuii

YpoBeHb OCBOEHHS U OIIEHKA

2

|

3

4

5

[IK-4. Cnocober ¢opMHPOBaTh CTPATETUYECKYI0 HMHTETPHPOBAHHYIO CHCTEMY VIPABICHHS pPHCKAMH, IPUHAMATH
000CHOBaHHBIE YIIPABJIECHUECKHE PELICHUsI, 00ECIIeUnBAOIIEe HENPEPHIBHYO SKOHOMHYECKN 0E30MacHyI0 AESTeIbHOCTh U
YCTOWYMBOE pa3BUTHE OPraHU3aLUH, COLMAIBLHO-DKOHOMHYECKUX CHCTEM M OHM3HEC-TIPOIECCOB Ha PA3INYHBIX YPOBHSIX
yIpaBJeHUsI HA OCHOBE NPHUMEHEHUsI COBPEMEHHBIX HH()OPMAMOHHBIX TEXHOJIOTUH
[1K-4.1. ®opMupyeT cTpaTern4ecKylo MHTETPUPOBAHHYIO CHCTEMY YIPaBJICHHsS PUCKaMHM M NPUHUMAaeT 00OCHOBAaHHbIE
yIpaBJI€HYECKHE PELICHUss HAa OCHOBE IMOCTPOEHHS SKOHOMHYECKHX, (DMHAHCOBBIX W OpPraHH3aLHMOHHO-YIPABICHYECKUX
MoJjierniel ¢ yuyeToM TpeOoBaHMH MH(GOPMAIMOHHONW 0€30MacHOCTH IMyTeM HMX aJalTallii K KOHKPETHBIM 33j1a4aM B cdepe

obecredeHnss JKOHOMUYECKOH 0€301aCHOCTH

dopMupoBaTh He yMmeeT | YMmeer ¢opmupoBath | YMeeT (GopMupoBaTh | YMmeeT MIPaBUIBHO
TpeOOBaHUS K | dopmMupoBath TpeOOBaHUS K | TpeOoBaHUs K | popMHpOBaThH
MIPOSKTHPOBAHHUIO TpeOOBaHUs K | IPOSKTHPOBAHHUIO TIPOEKTHPOBAHHUIO TpeOOBaHUS K
CHUCTEM, KOMIUIEKCOB, | MPOCKTUPOBAHHIO CHUCTEM, KOMIUICKCOB, | CHCTEM, KOMIDIEKCOB, | MMPOSKTHPOBAHHIO
cpencTBa W | cHCcTeM, KOMILICKCOB, | CPEeICTBa U | CpeicTBa H | CHCTEM, KOMILICKCOB,
TEXHOJIOTUI cpencTBa M | TEXHOJIOTH TEXHOJIOT Ut cpencTBa u
o0ecrieyeHUs TEXHOJIOTHI obecrieyeHUs obecrieyeHus TEXHOJIOTUI
MH(OPMAIMOHHOM obecrieueHust nH(OPMAIMOHHOMN UH(POPMALMOHHOMN obecrieueHus
Oe3omacHoCTH MH(OPMALIMOHHON 0e301acHOCTH, 0e30macHoOCTH MH(OPMAIIMOHHON
0e30macHOCTH HO JIOMTyCKaeT OUTHOKHU 0e301acHOCTH,
IPaMOTHO u
CaMOCTOSTEIbHO
JIeJIaTh BBIBOBI
CpaBHeHue, He MOXeT | MoxkeT cpaBHUBaTh, | MOXET CpaBHMBaTh, | MOXKET MPaBUIBHO
COIIOCTaBJICHHE, CpaBHHUBATD, COIIOCTABJISATH, COIIOCTABJIATH, CpaBHUBATD,
00001ICcHNE COIIOCTABJIATh, 0000mmaTs MaTepuan u | 0000IIaTh MaTepHANl H | COTIOCTABIIATD,
Marepuaia 1 | 0000IIaTh MaTepyai U | JAeaTh BBIBOJABI, HO | JeIaTh BHIBOMIBI 00001aTh MaTepral u
(hopMmynHpoBKa JieJIaTh BBIBOIBI JIOITyCKAeT OMIMOKU CaMOCTOSATEIbHO
BEIBOJIOB JIeTaTh BHIBOJIBI

Ornenka c()OpMHUPOBAHHOCTH KOMIIETCHIIMI 10 MOKa3aTento Hasviku.

Kpurepuii YpoBeHb OCBOEHUS U OIIEHKa
2 | 3 | 4 I 5
[1K-4. CriocobeH ¢hopMHpPOBATh CTPATETHUECKYI0 HHTETPHPOBAHHYIO CUCTEMY YIIPAaBICHHS PUCKaAMH, TPUHIMATh
00OCHOBaHHBIC YIIPaBJICHUECKHE pEIICHHs, OO0ECIeUnBAIONINE HENPEPhIBHYI0 3KOHOMHUYECKH 0e30IacHyIo
JIeSTeIbHOCTh U yCTOMYMBOE PA3BUTHE OPraHU3aINH, COIMATLHO-9KOHOMUYECKUX CUCTEM M OU3HEC-TIPOIIECCOB Ha
Pa3IUYHBIX YPOBHSX YIPABICHUS HA OCHOBE MPHUMEHEHUS] COBPEMEHHBIX HHPOPMAIIMOHHBIX TEXHOIOTHI
IMK-4.1. ®opmupyer CTPATErHvecKyld HHTEIPUPOBAHHYIO) CHUCTEMY VIPABICHUS PUCKAMH U MPHUHAMAET
00OCHOBaHHBIC YNPABICHYECKUE PEIICHHST HAa OCHOBE MOCTPOCHUS HSKOHOMHUYECKHX, (PUHAHCOBBIX U
OpraHU3alMOHHO-YIPABICHYECKUX MOJIENeil ¢ y4eToM TpeGoBaHMil HH(POPMAIIMOHHONW 0E30MACHOCTH MyTEM HX
aJlanTalyy K KOHKPETHBIM 3aj/iauaM B cdepe obecrieueHns: 9KOHOMUYECKOW 0e3011acHOCTH
Pazpabotku cuctem, | He umeer HaBbikoB | MMmeer Pa3pabatsiBaeT IIpaBunbHO U
KOMIUIEKCOB, pa3paboTKu cUCTEM, | HEJOCTATOYHbIC CHCTEMBI, CaMOCTOSITEILHO
cpezcTBa U | KOMIUIEKCOB, HaBBIKH pa3pabOTKH | KOMIUIEKCHI, pa3pabaTbIBaeT
TEXHOJIOTUI cpenacTBa U | cucrem, cpeiacTBa U | CHCTEMBI,
obecrieueHust TEXHOJIOTUH KOMIIJICKCOB, TEXHOJIOTUHU KOMIIJICKCHI,
nHGOPMATMOHHOM obecriedeHns cpencraa u | obecriedeHus cpencTsa u
6e301acHOCTH ¢ | nHpopMannOHHOH TEXHOJIOTHH nH(pOpMaMOHHON TEXHOJIOTUH
y4eToM 6e3omacHoOCTH ¢ | obecrieueHus 6e3omacHoCTH c | obecrieueHus
ocobeHHOCTEH y4eToM nHpopMannoHHOMH y4eToM nH}popMannoHHOH
00BEKTOB 3aIIUTHL. | OCOOEHHOCTEH 6e3omacHocTH ¢ | ocobenHocreit Oe3omnacHocTH ¢
OOBEKTOB 3alIUTHl. | YUYETOM O0OBEKTOB 3alIWTHI, | YYETOM

0COOEHHOCTEH HO JIOITyCKaeT | ocoOeHHOCTEH

00BEKTOB 3aIINUTHI. HETOYHOCTH 00BEKTOB 3alTUTHI
AHanus He Bnaneer HaBbiku | HeyBepenHo Bunaneer nHaBbikamu | B monHoi mepe
pe3yJbTaToB aHaM3a BJIaZieeT HAaBbIKAMH | aHAIU3a BJIajIeeT HaBbIKAMU
PEeLIeHHbBIX 33/1a4 Ppe3yJbTaToB aHasm3a pe3yJbTaToB aHaJM3a PeleHHBIX

PEUICHHBIX 3a/1a4 PEIYIBLTAaTOB PECIICHHBIX 3agad, BBIINIOJIHCHHBIX
peLICHHBIX 3a/1a4 HO JIOIyCKaeT | 3axay
HETOYHOCTH




6. MATEPUAJIBHO-TEXHUYECKOE U YYEBHO-METOANYECKOE
OBECIIEYEHUE
6.1. MarepuajibHO-TEXHUYECKOE 00ecredeHue

HanmeHoBanue crieliMaIbHBIX
HOMENIECHUN U IOMELIECHUN IS
CaMOCTOSITENIbHOW PabOTHI

OcCHaIIIEHHOCTD CHEUAILHBIX TOMEIIEHUNA U
MTOMEIICHUH JJII CAMOCTOSTEIIbHOM pabOThI

YyeOHast ayauTopus IJis TPOBEICHUS
JICKIIMOHHBIX M MPAKTHYECKUX 3aHATHH,

Crenmanu3upoBaHHas MmeOenb;
MYJIbTUMEAUNHBI [IPOEKTOP, IEPEHOCHON

KOHCYJIbTAIUH,

TEKyLIero KOHTPOJI,
IIPOMEKYTOYHOM aTTECTALUU.

9KpaH, HOYTOYK

Mertoanueckuii

KaOuHEeT
CaMOCTOSITCIILHON PadOThI

st | Crenuanu3upoBaHHAS MeOelb;
MYJIbTUMEAUNUHBIA MPOEKTOp, IMEPEHOCHOU

9KpaH, HOYTOYK

YuranpHBIM 341

O6ubMMoTeKN
CaMOCTOSITENIbHOM pabOThI

Crnenuanu3upoBaHHas MeOerp;
KOMIIBIOTCPHAA TCXHHUKA, IMOAKIIOYCHHAA K
cetn «lHTepHeT», uMelOImIas JOCTYI B
AIIEKTPOHHYIO UH(POPMAIIMOHHO-
00pa3oBaTeNIbHYIO CpeLy

JJIA

6.2. IlepeyeHb JTMLEH3MOHHOTO U CBOOOHO PAaCIIPOCTPAHAEMOIO
NMPOrpaMMHOI0 odecrneyeHus

Ilepeuenn
JIULIEH3HOHHOTO
IIPOrPAMMHOI0
obecreueHusl.

PexBH3UTHI MMOATBCPKAAOIICTO JOKYMCHTA

Microsoft Windows 10
KopnoparusHas

Cornamenue Microsoft Open Value Subscription V6328633.
Cornamenne aeicteutenbHo ¢ 02.10.2017 mo 31.10.2023).
Horosop nocrasku 110 0326100004117000038-0003147-01
ot 06.10.2017

Microsoft Office
Professional Plus 2016

Cornamenue Microsoft Open Value Subscription V6328633.
Cornamenue aerictsureabio ¢ 02.10.2017 mo 31.10.2023

Kaspersky Endpoint
Security «CrannapTHbIi
Russian Edition»

Cy6muuensnonnsiii jorosop Ne 102 ot 24.05.2018. Cpox
neiicteug nunensnu 1o 19.08.2020

I'paxnancko-mpaBoBoit  Jlorosop (Koutpakt) Ne 27782
«IlocTaBka mpoJyIeHHs] TpaBa MOJb30BaHUS (JUIIEH3UN)
Kaspersky Endpoint Security ot 03.06.2020. Cpok neficTBus
muueHsuu 19.08.2022r.

Google Chrome

CBobGoaHo pacmpoctpansemoe [1O coriacHo yCIOBUSIM
JIMIIEH3MOHHOTO COTJIAIICHUS

Mozilla Firefox

CBobGoaHo pacmpoctpansemoe [1O coriacHo yCIOBUSIM
JIMIIEH3UOHHOT'O COTJIAIICHUS

6.3. IlepevyeHpb y4eOHbIX U3IaHUI U Y4eOHO-METOAUYCCKHUX MATEPUAJIOB

1. ApremoB A.B. UndopmarnmonHas 6e30macHOCTh [DIEKTPOHHBIN pecypc]:
Kypc nekiuii/ ApremoB A.B.— DOnekTpoH. TeKcToBbie naHHble.— Opedn:
MexpernonanpHas Akanemus 0e3omacHocty u BenkuBanus (MABHB), 2014.—
256 ¢.— Pexum nocryna: http://www.iprbookshop.ru/33430.html.



http://www.iprbookshop.ru/33430.html

2. bamuer I1.LH. Wuadopmarnmonnas 0e30macHOCTh W 3amura HHGOpPMaIUU
[DnexTponHBI pecypc]: yuedbnoe mocodbue/ bamner [1.H., badam A.B., bapanosa
E.K.— DnexTpoH. TeKcToBbI€ TaHHble.— M.: EBpa3uiiCKuil OTKPBITBI HHCTUTYT,
2012.— 311 c.— Pexum nmocrtyma: http://www.iprbookshop.ru/10677.html.

3. KamnmeikoB WM.A. Kpunrorpapuueckre MeTOAbl 3alIUThl HHPOPMAIUH
[OnexkTpoHHBIM pecypc|: mabopatopHblii mpaktukym/ KamnmbeikoB U.A.,
Haymenko J[.O., I'mmt T.A.— OnektpoH. TekcroBbie naHHbie.— CTaBpONOJb:
CeBepoKaBkasckuii ¢enepanbubiii  yausepcuter, 2015.— 109 c.— Pexum
nocryma: http://www.iprbookshop.ru/63099.html.

4, KowmriekcHoe obecrieueHue uH(OpPMAITMOHHOM 0e30macHOCTH
aBTOMATU3UPOBAHHBIX CHUCTEM [DJEKTPOHHBIM pecypc]: J1abopaTopHbIN
npaktukym/ M.A. Jlanuna [u #Ap.].— OJEKTPOH. TEKCTOBBIC JaHHBIC.—
CraBpomnoib: CeBepoKaBkasckuit deaepanbubliil yauBepeuret, 2016.— 242 ¢.—
Pexxum noctyna: http://www.iprbookshop.ru/62945.html.

5. Hectepop C.A. OcHOBBI MH(DOPMAMOHHON 0€30MaCHOCTH [DJIEKTPOHHBIM
pecypc]: yuedHoe nocooue/ HectepoB C.A.— DIEKTPOH. TEKCTOBBIC TaHHBIC.—
CIIO.: Cankr-IlerepOypreckuii nonutexuudeckuii yausepcutet [lerpa Benukoro,
2014.— 322 ¢c.— Pexum noctyma: http://www.iprbookshop.ru/43960.html.

6. OcHoBbl MHGPOPMAIMOHHON O€30MmacHOCTH: OMOpHBIA KoHcmekT / E.A.
Pri6axoBa. - CI16.: I3xa-Bo C3TVY, 2016. - 49 c.

7. Tammunes B.II. HecranmaptHple MeTOABl  3alllUThl  MUHQPOpPMALIUU
[DnexkTpoHHBIN pecypc]: naboparopubiii npaktukym/ Ilammunes B.IL., Jlsxos
A.B.— DOnektpoH. TekcroBbie nanubie.— CtaBponoisb: CeBepo-KaBkazckuit
denepanbubiii  yHuBepcuter, 2016.— 196 Cc— Pexum nocryma:
http://www.iprbookshop.ru/63217.html. 15

8. Ilerpo A.A. KommbroTepnast 6e3omacHocTh. Kpunrtorpaguieckue MeToabl
3amuThl  [DnexktpoHHbt pecypc]/ IletpoB A.A.— DOJEKTPOH. TEKCTOBBIC
nanaeie.— CaparoB: I[IpodoOpazoBanue, 2017.— 446 c.— Pexum pocrymna:
http://www.iprbookshop.ru/63800.html.

9. llanerun B.®. 3ammra kommbpioTepHON HHPOpMAIUU. DPPEKTUBHBIC
MeToabl U cpenctBa [DnektpoHHbld pecypc]/ lllanbrun B.®.— DnexTpoH.
TekctoBeie ganubie.— CapatoB: [IpodoOpazoBanue, 2017.— 544 ¢c.— Pexum
noctyna: http://www.iprbookshop.ru/63592.html.

6.4. IlepeueHb HHTEPHET-PECYPCOB, PO ecCHOHAIBHBIX 0a3 JaHHBIX,
HH(OPMALMOHHO-CIIPABOYHBIX CHCTEM

1. eLIBRARY.RU - nayunas snexktponHas 6uoimoreka [cait]. — URL:
https://elibrary.ru

2. Hayuno-texuuueckas 6ubnuoreka BI'TY um. B.I'. lllyxosa: [caiiT]. — URL:
http://ntb.bstu.ru

3. OdunmanbHbIA HHTEPHET-NOPTA MpaBoBOoM nHGopmanuu: [caift]. — URL:

http://pravo.gov.ru

CIIC KoncynprantlLmroc: [caiit]. - URL: http://www.consultant.ru

http://www.promo.s-director.ru/ — caiir kypHaiga «JlupekTop 1O

0e30macHOCTH»

s

o



http://www.iprbookshop.ru/10677.html
http://www.iprbookshop.ru/63099.html
http://www.iprbookshop.ru/62945.html
http://www.iprbookshop.ru/63800.html
https://elibrary.ru/
http://ntb.bstu.ru/
http://pravo.gov.ru/
http://www.consultant.ru/
http://www.promo.s-director.ru/

6. http://college.ru/UDP/texts/ — ydeOHbIi Kypc «3ammuTa HHGOpMAIIH»;

7. http://www.mirash.ru/dokill.html - HOpMaTWBHasg 0a3za IO 3aluTe
uHbOpMaInu;

8. http://tk.plexor.ru/web-links/info/38-zakon.html - HOpmaTHBHBIE TOKYMEHTBI
10 3aIUTe HHPOPMAIIUH.

9. http://www.inattack.ru/ - anTuBEpyCcHOE TpOrpaMMHOE 0OECIIeUCHNE

10.http://securityvulns.ru/ - HopMaTUBHBIE JOKYMEHTHI 10 3aIUTe WHPOPMAIHH

11.http://www.glossary.ru/cgi-bin/gl_sch2.cgi?RIt(uwsg.outtg9!hinuvgxtuxy

12.http://www.gosecure.ru/ - caiit popmaTos DLIIT

13.http://z-oleg.com/ - anTHBHpPYCHOE MPOrpaMMHOE OOECIICUCHUE

14.http://www.aladdin.ru/ - caiiT mpou3BOAUTES CPEACTB 3AIUTH HH(OOPMALIUN
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