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1. IVTAHUPYEMBIE PE3YJIbTATBI OBYUEHUS 11O

JMCHATIIMHE
dopmMupyeMbie KOMITCTCHITUN TpeboBaHus K pe3ysibTaTraM 00ydeHHS
No Kon Kommerenmus
KOMIIETEHIUH
ITpodeccronanbHble
1 [1K-9 Opranu3zanus B pesymbrare = OCBOGHHS  UCIUIUIAHBI
B3aUMOJICUCTBUS C 00y4aroImuiics: TOIKEeH
KJIMEHTaMH U 3HaTh:

napTHepaMH B IpoIiecce
peleHus 3a1aq
yIpaBICHUS
nH(OpMaAITMOHHOM
6e3omacHocThio UT-

UH(]ppacTpyKTyphI
NpENIPUATHS

- OCHOBHBIC TIIOHATHA W HaAIPaBJICHUSA B
3alllUTe  KOMIBIOTEPHOH  HMH(POPMAIUH,
MIPUHIIMITBI 3aIUTH HH)OpMAaIIHH;

- OPUHIUNBL KJIACCU(DUKAIMUA W TPUMEPHI
yrpo3 0e30MmacHOCTH KOMIBIOTEPHBIM
CHCTEMaM, COBPEMEHHBIC MOJXO/IbI K 3aIUTEe
OPOAYKTOB W CHCTEM HH(OPMAIIMOHHBIX

TEXHOJIOTHH, peaTn30BaHHbBIC B
HeﬁCTBYIOHlHX OTCUCCTBCHHBIX n
MEKTYHAPOIHBIX CTaHJIapTax HUT-
0E30I1acHOCTH;

- COCTOSIHHE U  TIPaBOBBIE  OCHOBBI
MH(POPMAIIMOHHOM 6e3omacHoOCTH PO,
NpPaBOBbIE  TapaHTHH  MH()OPMAIMOHHON
0€30IMaCHOCTH JTUYHOCTH;

- OCHOBHBIE HMHCTPYMEHTHI OOecCTedeHus

MHOT'OYPOBHEBOM 0€30I1aCHOCTH B
MH(POPMAIIMOHHBIX CHUCTEMAX.
YMeTh:

- KOHGUTYpUpOBaThb BCTPOEHHBIE CpPEICTBA
0€30MacHOCTH B OINEPAMOHHONW CHCTEME,
MIPOBOAUTD aHaIn3 3alUIIEHHOCTH
KOMITBIOTEpAa W CETeBOM  Cpeasl ¢
HCIOJIb30BaHNEM CKaHepa 0€30MacHOCTH;

- yCTaHaBJIMBaThb W HCIIOJIB30BaTh OIHO U3
cpenctB s mmdpoBaHus WHGOpPMAIUU U
opraHu3anvun O6M€Ha JaHHBIMH C
WCIIOIB30BAaHUEM  DJICKTPOHHOW 1H(pPOBOH
noAmuCHU; YCTaHAaBJIMBATb W HUCIIOJIb30BATH
OJIMH M3 MEXCETEBbIX IKPAHOB;

- YCTaHaBJIMBATb n HaCcTpanBaTb
MporpaMMHOE OOecCreueHue ISl 3aIUThl OT
BPEIOHOCHOTO IIPOrPAaMMHOTO 00ECTICUCHHS;
- HACTPOUThb HHCTPYMEHTBI PE3EPBHOIO

KOIIMPOBAHUSA )41 BOCCTAaHOBJICHUSA
nHpopMaIuu.

Baaners:

- MeTOaMH1 aynuta  0€30MacHOCTH
MH()OPMAITMOHHBIX CHCTEM, METOJaMU

CUCTEMHOTO  aHaiu3a WHOOPMAIMOHHBIX
CHCTEM;
- METOJIaMH 3aIUTHl HH()OPMAITUH.




2. MECTO JUCHUILIVHBI B CTPYKTYPE OBPA3OBATEJIbHOM
INPOI'PAMMbI

Coz[epxcaHHe JUCHUIIIIMHBI OCHOBBIBACTCA W ABJIICTCA  JTOT'MYCCKHM
IPOJOJDKCHUEM CICAYIOINMX TUCIUIIINH

HanmeHoBaH#e TUCIIUTUIMHBI (MOJTYIIS)

1. DnexTpoHHBIN OU3HEC

CO,Z[Cp}KaHI/IC AUCHUIUIMHBL  CIIY7KUT OCHOBOH A1 U3YUCHHUA
cIcayrommx AUCHUIIINH:

HanmenoBanue mUCIMIUIMHBI (MOJTYIIS)

1.
3. OBFBEM JJUCHUAIIJINHBI
OO6111as TpyA0€MKOCTh AUCIMILIUHBI COCTaBIIsIeT __ 4 3a4. equHMIl, 144 gacos.
Bun yuebnoii paboThl Bcero Cemectp Ne 8
4acoB

OO6m1ast TpyTI0EMKOCTh TUCIMIUIUHEI, Yac 144 144
KonrakTHas pa6ora (ayAuTOpHBIE 3aHATHS), B T.4.: o4 o4
JIEKITUNA 18 18
nabopaToOpHbBIC 36 36
MPAKTUYCCKHEC

CamocTrosiTeJibHAasi pa6oTa CTYJ€HTOB, B TOM YHCJI€: 90 90

KypcoBoii npoekT

Kypcogas pabora

PacuetHo-Tpaduueckoe 3ajaHue

WHnuBuayanpHOE TOMANTHEE 3ajaHue 9 9

Jlpyeue 6uovi camocmosamenvHol pabomoi 45 45

[TpomexxyTouHas aTTecTanus (IK3aMeH) 36 36




4. COAEPKAHUE JUCIIUITJINHBI

4.1. HaumeHOBaHMeE T€M, UX CO/IepP:KaHUE U 00beM

Kypc _4 Cemectp_8

No /1

HaumenoBanwue paznena (Moays)

O6BeM Ha TeMaTHYeCKUi pas/iell o BUAaM
y4eOHOI Harpy3Ku, yac

Jlexun

[IpakTuu.
€CKHue
3aHATUSA

JTaGopat
OpHBIE
3aHATHS

CamocTos-
TenpHad
pabora

2

w

4

5

6

IIpeaMer, MeTO10JIOTMS U NOHATUHHBIH anmapar
kypca. [Ipenmer nnpopmarmonHol 0€30MaCHOCTH.

Konnernmuss ~ mHopManuoHHONW  0€30macHOCTH,
BOXHOCTb M IIGHHOCTh HH(pOpMAIMK, MOJEIU
nH(popManmoHHO Oe3omacHOCTH, (U3UYECKHUE U
NporpaMMHBIE  KaHalbl  yTeYKH  HH(OpMaImH,
3aKJaJIKK W BUPYCHl Kak CpeACTBa aTaKh Ha
WH(POPMAIIMOHHBIC CHUCTEMBI, IapoJbHAs 3alluTa,
ayTeHTU(UKAKs, pa3TpaHHYEHUE IMpaB JOCTYIa,
CHOCOOBI 3aKpBITUS MHPOPMALMU M HUX 3HAUCHHE.
AmmapatHple W MPOTrPaMMHO-AINIIapaTHbIE CPEICTBa
3aMUTH UHOOPMAIIMOHHON OE30ITaCHOCTH.

8

8

Paspymaomme mnporpaMMHble BO3AeiiCTBUS U
CpeCTBA  HECAHKIMOHHUPOBAHHOIO  J0CTyNa
(HCH). Texuomoruu 3ammtbl oT HCJI. 3amura
OTIepaIlMOHHBIX CHUCTEM. be3zomnacHocTh
KOMIBIOTEPHOH  CeTH. 3aKkphITHE HH(POpMAINH
mudpoBanueM, (pUHAHCOBBIE  NPUMEHEHHS U
IIPOTOKOJIBI.

Nudpacrpykrypa OTKPBITBIX KJIIOYei.
3ammuleHHble MPOTOKOJbI. Kpatkas wuctopus
pa3BuTHs KpUNTONOTUM. OCHOBHBIE TOHATHS U
OIpeIEeIICHUS. [ToxcranoBouHbIE u
MEePECTAHOBOYHbBIE mupsI. AMEpUKAHCKHI
crangapt mudpoanus DES: anroputm, cKOpocTh
paboThl Ha pa3NIUYHBIX IJIATPOPMAX, PEKHUMBI
NOJIb30BaHUs, OCHOBHBIE pPE3YJIbTaThl 10 aHAIHU3Y
cToiikocT. OTEUeCTBeHHbIM CTaHapT MHU(pOBaHUs
nanaeix ['OCT 28147-89: anroput™m, CKOpPOCTh
paboThl HA pa3IMYHBIX IIATGOpMax, PEKUMBI
MOJIb30BaHMUA. AcuMMeTpUYHbIC CHCTEMBI
mr(poBaHus (CUCTEMBI C OTKPBITHIM KITIOUOM).

MesxkcereBble JKPAaHBbI, KJIACCHI 170¢
3amuumeHHoctu. Ilonutuka  Ge3omacHOCTH |
cTpaTerust  co3jaHusi  OpaHamayspa.  Pexum




(YHKIMOHUPOBAHUS MEKCETEBBIX HKPAHOB M HX
OCHOBHEIE KOMITOHEHTEL. MapipyTu3aropsl.
110351 CETEBOro YPOBHS. Ycunennas
ayreHTHUKaus. OCHOBHBIE CXEMbl  CETEBOH
3aUTBl Ha  0a3e  MEXKCETEeBBIX  DKPaHOB.
IIpumeHeHue MEXCETEBBIX  JKPaHOB  JIA
OpraHM3aIi BUPTYaIbHBIX KOPIOPATHUBHBIX CETEH.
[TporpaMMHBIE METO/IbI 3AIIUTHI.

Oo0napy:xxeHne aTak B II00AJbHBIX CeTHAX.
BuptyanbHbie ceTH U IPO3pAavHbIE CETEBBIE CIYKOBI.
[Toctpoenue 3ammumenubix BUC. MHoroypoBHeBast
3anmTa MHQOpMaIM B KOMIBIOTEPHBIX CHCTEMaX M
CeTsIX.

NudopmannonHass 0e30MaCHOCTL OAHKOBCKHMX
CHCTEM M CHCTeM JJIeKTPOHHOH KOMMepIHH.
OOmme cBeneHuss 00 DIEKTPOHHOH IU(POBOH
noanucu (DLIT). Anroputm DIIII B cummeTpudHoOi
kpuntocucreme. Anroputm I1LII B acumMmMmeTpruaHOM
kpunrocucreme. IIpobmema oOMeHa OTKPBITHIMU
xkimrouamu npu OUIIL. CroxHble MaTemMaTHYeCKHE
3agauu U anroput™bl DT ¢ OTKpBITEIMU KITIOUaMH.
Anroputm DSA. Anroputm T['OCT P34.10-94.
Crangapt DUIT P34.10-2001.

BCET'O

18

36

45

4.2. Coagep:xkanue J1a0OPATOPHBIX 3aHATHI

No
/o

Haumenosanue
paszaena IUCHUIUIMHBI

Tema mabopaTopHOTO 3aHATHUS

cemectp Ne8

[Ipenmer, mMeromonorus
Y MOHSTUHHBIN anmapar

Kypca.

®denepanbHbIil 3ak0H «O0
uHpopmaruu, nHGOpMaTH3ALUU U
3amuTe HHPopMaImy. MeToas
OIICHKH YS3BUMOCTH WH(GOpMAIHN

Mecro nH(OpMaITMOHHON
oe3omacHoctu DMC B HalMOHAJIBHOMI
Oe3omacHocTH  cTpaHbl. KoHmemnus
nH(pOpMaIMOHHOM 0€30MaCHOCTH.

Paszpymaromue
IPOrpaMMHBbIE
BO3JECHCTBUSA U
cpencTsa
HECAHKI[MOHUPOBAHHOTO
noctyna (HCJI)

KowmmnekcHas cucrema obecrieueHus
nH(pOpMaIMOHHOM 06€30MacCHOCTH.

Wndpactpykrypa
OTKPBITBIX KJIFOYEH.
3amuIreHHbIe
MIPOTOKOJIBI.

CoBpeMeHHbIE IPUITOKEHUS
Kpunrorpaduu

N3yuenue [T CHUCTEM
KpunTorpaduueckoit 3aIUTHI




uHpopmanuu, KJIaccu4uecKast
kpuntorpadgust W pacmpeieneHue
KJIFOUeH
[IpakTuueckoe IPUMEHEHNE 2 2
KpUNTOrpauu ¢ OTKPBITHIM KIIIOYOM.
[Taker PGP
4 | MexceTeBble  3KpaHbl, | MeTobl ayTeHTU(DHUKAITAN 4 4
KJIACCBI ux
3aLUIIEHHOCTH.
5 | Obnapyxenue artak B | OCHOBHBIE TEXHOJIOTHH ITOCTPOCHUS 4 4
I00AIbHBIX CETAX 3anuiieHHbIx DC
6 | Uadopmarmonnas denepanbHBIT 3aKOH «O0 4 4
0€301acHOCTb AIIEKTPOHHON 1M(POBOI  MOATIUCHY.
0aHKOBCKHX CHCTeM W | DJNEKTpoHHas I1upoBas  MOANKCH
cucteM  anekTponHoi | (DLIT)
KOMMEpPLUHU Kpunrocucrema OIEpallMOHHOU 4 4
cucrembl  Windows.  CryptoAPI:
mudpoBaHue u Acemm(poBaHHE B
CryptoAPIl, DOHII B mpoekrax Ha
CryptoAPI
WUTOI'O: | 36 36
BCEI'O: 72

5. POHA OHEHOYHBLIX CPEACTB JUIAA TPOBEAEHUA TEKYILEI'O
KOHTPOJISI YCOIEBAEMOCTH, ITIPOMEXYTOUYHOM ATTECTAIIUN
110 UTOTI'AM OCBOEHMSA JTUCHUII/INHbI

5.1. IlepeyeHb KOHTPOJIBHBIX BONIPOCOB (THIOBBIX 32IaHUH)

Ne HaumenoBanue ConeprkaHre BOIPOCOB (TUIIOBBIX 3aaHU)
n/m paszaena TUCIUTLTAHbI
1 [Ipenmer, meronmonorus | 1.Mecto uHpOpMaMOHHOW 06€30MACHOCTH 3KOHOMHYECKHX

Y MOHSTUHHBIN anmapar
Kypca.

CUCTeM B  HalMOHAJIbHOM  Oe3omacHOCTH
WNudopmannonnas 0€301aCHOCTb B YCIIOBUSX
dbyHknroHupoBanus B Poccunm  TIIOOQNBHBIX  CETEH.
OcHOBHBIE ~ HOPMATHBHBIE  PYKOBOJSIINE  JOKYMEHTHI,
Kacarolluecs TOCYyJIapCTBEHHOM  TaillHbl, = HOPMaTHUBHO-
CIpaBOYHBIE JTOKyMEHTHl. HasHaueHue u 3amauum B cdepe
obecrieueHrss MWHPOPMAIIMOHHONW O€30MaCHOCTH Ha YpPOBHE

CTpaHBI.

rocyJapcTBa. MexyHapoaHble CTaHIapTHI
nH(pOpMaMOHHOTO 0OMEHa.

2.0CHOBHBIC  TIOJIOKEHUS ~ TEOpUHM  MHPOPMALMOHHOM
0€301acHOCTH WH(pOPMAITMOHHBIX CHCTEM.

KondunenmmansHocts. LlenoctHocTh. JloCTyHOCTS.
3.OCHOBHBIC  TIOJIOXKEHHUSI  TEOpuHd  WHOOPMAITMOHHOU




n/n

Haumenosanue
paszaena TUCHUIUIMHBI

ConeprxaHne BOIPOCOB (TUITOBBIX 3aJJaHU)

6e3onmacHOCTH HHGOPMAITMOHHBIX cucTeM. OOBEKT U CYOBEKT
JocTyma. CpenctBo paboThI c uHpopManuen.
HecankimmonupoBaHHBINA JOCTYI K HH(POPMAIIHH.
4.OCHOBHBIC  TIOJIOKEHUSI ~ TEOpUHM  MHPOPMALMOHHOM
0e3onmacHOCTH WH(GOPMAIIMOHHBIX cucTeM. MneHTudukarms.
AyTeHTHUDUKALHSL.

5.OCHOBHBIC  TIOJIOKEHHUST ~ Teopurd  WHOOPMAITMOHHOU
0e30macHOCTH  WH(MOPMAIMOHHBIX  CUCTEM. [IpUHIUTIBI
pacnpezeneHus mpaB U OTBETCTBEHHOCTH.

6.Monenn 0e30mMacHOCTH W WX MNpuUMeHeHwe. Mojenu
noctyna. Pemeruaras moxaenb. Mogens bemn-Jlallagyna.
Monens 6e30macHOCTH.

7.Monenn 0Ge30MacHOCTH W WX NpuMeHeHue. Mozaenn
nocryma. Mozaens buba. Mogens ['orena-Mesurepa. Mojenb
0€30MacHOCTH.

8. Monenn Oe3omacHOCTH W WX MpUMeHeHue. Mojaenu
noctyna. Mogens Cazepinenaa. Mogens Knapka-Bunbcona.
Monens 6e30macHOCTH.

9.Monenn 0Ge30MacHOCTH W WX NpuMeHeHue. Mozaenn
nocryma.  OOs3aTenbHOE — ympaBlIeHHE  JOCTYIOM |
nepeHasHauyaeMoe  ympapieHue goctynoMm Jloctym 1o
MpaBWJIaM U JOCTYI IO poJisiM. Moienb 6e30macHOCTH.
10.TakcoHOMUS (kmaccuduxanus) HapyIIeHUH
nH()OPMAIMOHHOW 0E30MaCHOCTH BBIYHCIUTEILHON CHCTEMBI
U TpUYUHBL, OOyCIaBIMBAIOLIME HMX CYLIECTBOBaHHE. 1pu
BHJIa BO3MOXXHBIX HapyIIeHUH HH(DOPMAIIMOHHOW CHCTEMBI.
Hapymenust koHpUIeHINaTbHOCTH.

11.Takconomus (xmaccuduKarys) HapyLIECHUN
nH(OPMALIMOHHON 06€30MaCHOCTH BHIYUCIUTEIBHON CUCTEMBI
U TPUYUHBL, OOYCIABIMBAIONINE WX CYIIECTBOBaHHE. 1pu
BHJa BO3MOXKHBIX HapylleHUH HH()OPMALIMOHHOW CHCTEMBI.
N3menenus B cucreme.

12.TakcoHOMUS (kmaccuduxanms) HapyIIeHUH
nH(OPMALIMOHHON 06€30MaCHOCTH BHIYUCIUTENIBHON CUCTEMBI
U TPUYUHBL, OOYCIABIMBAIONINE WX CYIIECTBOBaHHE. 1pu
BHJa BO3MOXXHBIX HapylleHUH HH()OPMALIMOHHOW CHCTEMBI.
YTpaTa paboTOCIIOCOOHOCTH UM MTPOU3BOJAUTEILHOCTH.

Paszpymaromue
IPOrpaMMHBbIE
BO3JECHCTBUSA u
cpencTsa
HECAaHKI[MOHUPOBAHHOTO
noctymna (HCJI)

13.AHanu3  cmocob6oB  HapymieHHH — MH(QOPMALMOHHOM
O0e3onmacHOCTH. Buasl TMPOTMBHUKOB WM "Hapymurtemnei'.
HMcrounnkn u MOTHBBI HapylieHuil. HenpennamepeHHble
JEUCTBUSA COTPYAHUKOB.

14.AHanu3  crmoco0OB  HapymieHHH — MH(OPMAalUOHHOM
O0e3onacHOCTH. Buasl TMPOTMBHUKOB WM "HapymuTtemnei'.
HNcrounnkn u MoTuBbI HapymeHuid. [IpennamepeHHbie
JEUCTBUSA COTPYAHUKOB.

15.AHanu3  cmocob6oB  HapymieHHH — MH(QOPMAalUMOHHOM
O0e3onacHOCTH. Buasl TMPOTHMBHUKOB WM "HapymuTtemnei'.
Hcrounnkn ¥ MOTUBBI HapylleHWM. JIEHCTBUS CTOPOHHUX
JIUL KPUMHHAIILHOTO XapaKkTepa.

16.I1onsitue YIPO3BI. Knaccudukanus yIpo3




n/n

Haumenosanue
paszaena TUCHUIUIMHBI

ConeprxaHne BOIPOCOB (TUITOBBIX 3aJJaHU)

nH(pOpPMaMOHHOM 0€30MacCHOCTH. YTPO3bl, HE 3aBUCSIIHUE OT
YeloBeKa.

17.1lonsitue YTPO3BI. Knaccudukamms yIpo3
nH(popMaMOHHON Oe30macHOCTH. FICKyCCTBEHHBIE YTPO3HI.
18.IlonsiTue YIPO3BI. Knaccudukamms yIpo3
nH(OPMAIMOHHON 0€30MacCHOCTH. YTPO3bl HHPOPMAITHOHHOM
0€30MacCHOCTH OT UCTIOIb30BAHMS CTIELIUATbHBIX CPEJICTB.
19.Araka. JlokanbHas U ynaneHHas araka. Xakep. Kpaxep.
dpukep.

20.TumoBas ataka Ha CUCTEMY.

21.JlokanpHble aTaku. CounanbHas HHXEHEPHUS.

22.3aKJIa Ky B anmapaTHOM 00eCTIeueHUH.

23.IIpeoaoacHre orpaHUYeHuit JocTyna Ha ypoBHe firmware.
24 ITonmyuenue noctyna Ha 3tane 3arpy3sku OC.

Nudpactpykrypa
OTKPBITBIX KIKOYEH.

3amuIieHyrIe
MPOTOKOJIBI.

25. Metonet  kpunrtorpadguu. OCHOBHBIC  TPHHIIUIIBI
kpunrorpapuu.  Hludposanue. Hcropus  TaifHOMUCH.
Ucropuuaeckue npumep. [udp Lesaps. [IpuBectn npumep.

26. Meroasl  kpuntorpaguu. OCHOBHBIE  NPUHIIMIIBI
kpunrrorpaduu.  Iludposanme. Vcrtopus  TaitHOmHCH.
Hctopuueckne mnpumep. Ksagpar Ilomubus (TropemHas
az0yka). [IpuBectu npumep.

27. Meroasl  kpuntorpaguu. OCHOBHBIE  NPUHIIUIIBI
kpunrrorpaduu.  Iludposanme. Vcropus  TaitHOTHCH.
Uctopuueckne mnpumep. Ksazpar Kappano. Ilpusectu
IpUMeED.

28. Meroasl  kpuntorpaguu. OCHOBHBIE  NPUHIIUIIBI
kpunrrorpaduu.  lludposanme. Vcropus  TaitHOTHCH.
Hcropuueckue [IPUMEPBL. Tabnuua Buxenepa.
MpmuoroandasutHas 3amena. [IpuBectu npumep.

29. Meroasl  kpuntorpaguu. OCHOBHBIE  NPUHIIMIIBI
kpunrrorpaduu.  Iludposanme. Vctopus  TaitHOTHCH.
Hctopuueckue npumepsl. Lludpposanue no kuure. Ipusectu
IpUMeED.

30. Metoas! kpuntorpaduu. [IpakTuuecku cToWkuid mudp.
AOcomoTHass  croiikocTh muppa. ATaka Ha  OCHOBE
mudpoTekcTa, Ha OCHOBE U3BECTHOTO OTKPBITOTO TEKCTa, Ha
OCHOBE BBIOPaHHOTO OTKPHITOTO TekcTa. HanexxHwiit mudp.

31. Meronsl kpuntorpaduu. IloToynoe mmppoBaHue.
Uckmrouaroree MJIN (cnoskenue mo Moayso 2).

32. Meronsl kpunrtorpaduu. JIMHEWHbIE PEruCTphbl CABUTA.
[IpuBectu npumep.

33. Metoas! kpuntorpaduu. brounoe mudposanue.

34. Meroapl kpuntorpadpuu. CumMmerpuyHoe mudpoBaHue
(mmdpoBaHrEe Ha CEKPETHOM KJIo4e). ACHMMETPHYHOE
mudpoBanue (MMppoBaHUE HA OTKPHITOM KITIOUE).

35. Meroasl kpuntorpaguu. OJeKTpoHHas mHdpoBas
HOJITHCH.

36.Metoasl kpunrorpadpuu. Xsm-QyHKIUS B 3JIEKTPOHHOU
(G poBOI TOMHCH.

MexceTeBble  dKpaHbl,

37.3amuTa. Vcrnonp30BaHME 3aIIMIICHHBIX KOMIBIOTEPHBIX




n/n

Haumenosanue
paszaena TUCHUIUIMHBI

ConeprxaHne BOIPOCOB (TUITOBBIX 3aJJaHU)

KJIaCChI ux
3alIMIICHHOCTH.

cucteM. MexaHu3mbl 3amuThl.  HopmaTHBHO-IpaBOBEIE,
MOpaTbHO-ITHYECKHE, OpTaHW3aIlMOHHbIE U (U3MUecKue
(TeXHUUYECKHE) CPEACTBA 3AIIUTHI.

38.0OcHOBHBIE TEXHOJOTHH MOCTpoeHUs 3amuiieHHbx DUC.
KoHTpo:Ib KM3HEHHOT 0 IIUKJIa MPOTPaMMHOT0 00eCTIeYeHHUS C
TOYKHU 3peHus MHPOPMALMOHHOM 0€30MacHOCTH.
Meponpusarusi, ocymecTtBiasiemble npu  co3nanuu  UC.
CepTudukaiiys nporpaMMHOTO 00eCTICUeHUS.

39.0cHOBHBIE TEXHOJOTUU MTOCTpOeHHUsI 3amuiieHabpx JUC.
KoHTpOoIb )KU3HEHHOTO IIUKJIA POTPAaMMHOT0 00ECTICUCHHUS C
TOYKHU 3peHUS nH(pOpPMAITHOHHOM 0e30MacHOCTH.
MeponpusiTasi, OCyIIECTBIsIEMbIE B MPOIECCE IKCIUTyaTalluu
ncC.

40.Konnenmus nHPOPMAITMOHHON 0e30MMacHOCTH.
Konnenmus nHbOpMaOHHONW 0€30MaCHOCTH TPEATPUSITHS.
VYnpasnenuss  puckamu. [lomutuka  MHPOPMALMOHHON
0€301MacHOCTH.

41.3ammra. MexaHu3mbl 3amuThl. PU3NUYECKHE CpPEICTBA
3aIUTHI.

42 AnmapaTHO-TIpOrpaMMHbIE CpeACTBa 3amUThl. CHUCTEMBI
UICHTUPUKAIMM W ayTeHTU(HUKAUU  [0JIb30BaTEleH.
Cucrembl UG pPOBaHUS JUCKOBBIX JTaHHBIX.
43.AnmapaTHO-TIPOrpaMMHBIE CpeACTBa 3anuThl. CHUCTEMBI
ayTeHTU(UKAIUU ICKTPOHHBIX JTAHHBIX.

44, AnmapaTHO-TIpOrpaMMHBIE CpelncTBa 3amuThl. CpencrBa
yIpaBlIeHUs] KPUNTOrpahUIeCKUMU KITIOYaMH.

O0OHapyxeHue arak B
[JI00AJIBHBIX CETIX

45.Ataku Ha cpeicTBa ayTeHTH(UKaIUU. buomerpuueckue
cpeacTBa ayTeHTU(UKALUK.

46.ATtaku Ha cpencTBa ayTeHTU(DUKAIU. TOKEHBI.

47.Ataku Ha cpeactBa ayreHTuukanuu. [lapomu. CrnocoOsr
xpaHeHus naposieir CHCTEMHOM MOJIMTUKH TapoJien

48.Ataku Ha cpencTBa ayreHTuukanun. [laponu. UmMurtanms
CHUCTEMHOTO TIpHUTJIaNeHUsT ATaka Ha c1ab0CTh MapOJIeH.
49.ATaku knacca "TOBBILIEHUE TPUBUIIETUI .
50.ITocToponHee mporpaMmMHOE 0OECTICUCHHE.

51.Y nanennsle aTaku. 3710BpeAHbIE IPOTPAMMBI.

52.ITonsATHSA O BUAX BUPYCOB.

53.Ynanenusle aTaku. ATakM Ha OTKa3 B OOCIY)KHBaHUH.
MackupoBka.

54.YnanenHsle aTaku. ATakd Ha  MapLIPYTU3ALHIO.
[Tepenonnenne Oydepa.

55.Ynanennsle ataku. Ataku Ha ceBpBepbl: CGl u HTTP.
ATaku Ha KIMeHTOB: ActiveX, Java.

56.Y nanennsie aTakd. ATaki Ha MOTOK JAHHBIX. AKTUBHBIC
aTaku. ATaka IOBTOPOM.

S7.Ataka "310yMBIIIJIEHHUK-TIOCPEIHUK". ATaku Ha OCHOBE
ceTeBoil MapuipyTuzanun. [lepexsar ceccum.

WNndpopmanmonnas
0€30I1aCHOCTh
OaHKOBCKUX CHUCTEM U

58.Nudopmarmonnas 0e30MacHOCTh TMPU MOAKIIOUEHUU K
Internet. MexceTeBbie SKpaHBbI.
59.1Mudopmarmonnas 0e30MaCHOCTh MPU MOJKIIOYEHUH K




No HanmenoBanmue ConeprxaHne BOIPOCOB (TUITOBBIX 3aJJaHU)
H/H pasaciia IMCHUITIJIMHbL

CUCTEM  DJJIEKTpOHHOH | Internet. Ympasnsemble KOMMYTaTOPHI.

KOMMEPLIUH 60.MudopmarmonHas 6e30MacHOCTb TMPH TMOAKIIOYEHUH K
Internet. CereBbie PUIBTPHI.

61.1Muadopmarmornnas 0e30MacHOCTh TMPU MOAKIIOUEHUU K
Internet. Illmro3sr  ceancoBoro ypoBHA. IlocpenHuku
MPUKJIATHOTO YPOBHSI.

62.Mudopmarnmonnass 0e30MacHOCTh TPH TOJKIIOYCHUH K
Internet. MHcnieKTOpHI COCTOSIHUS.

5.2. IlepedyeHb TeM KYPCOBBIX IPOEKTOB, KYPCOBBIX padoT,
HX KpaTKoe cojJepKaHue H 00beM
KypcoBas paboTa He mperycMOTpeHa y9eOHBIM IIJIAHOM IO HAIIPaBJICHUIO.

5.3. Ilepeyenb MHAUBUAYAJIbHBIX JOMANIHUX 3aaHMI,
pacyeTHO-rpagUYEeCKUX 3aJaHUMI
Venemnuoe BeimoiiHeHue MJI3 BO MHOTOM 3aBUCHUT OT YETKOTO COOJIIOICHUS

YCTAaHOBJICHHBIX CPOKOB U ITOCJICIOBATEIHLHOTO BBITOJIHCHHS OT/CIBHBIX 3TaIlOB
paloTHI:

1. BeiOop TeMbI HE MO3/IHEE, YeM 3a 2 MecsIia 0 CAa4u padOThI

2. Ilonbop Hay4yHOI IUTEpaTypPHI

3. Hanmcanue u mpejcTaBieHUE MPEMNoiaBaTeito padoThl HE TO3AHEE, YeM
3a 7 mHeHn 1o ee caauu.

Odopmiienue padoTbl

TexcToBbIil MaTepuan B paboTe JOHKEH OBITh U3JI0KEH COTJIACHO MpPaBHIIaM
ohopMIICHUS CTYJEHYECKUX PadoT.

O0bem pacueTHO-TpadudecKoro 3aaans 15-25 ctp.

Crpykrypa u coaepxkanue U3

CrtpykTypa paboThl COCTOUT U3 CIASAYIOIIUX YACTEH:

* Bgenenue

* Paznen 1. TeopeTuueckre OCHOBBI U3yd4aeMOl TPOOIeMbl

* Paznen 2. AHanu3 paccMaTpuBaeMoi MpoOIeMbl HA KOHKPETHOM TTpUMEpPE

* 3aKJII0YeHUe

* CIIMCOK JINTEPATypPhI

B pabote cnemyer oTpa3uTh BOMPOCHI, KacaroIIMECs paccMaTpUBAEMOM

HpO6H€MBI, B COOTBCTCTBUM C ITPUBCACHHBIM HHXXC COACPIKAHNCM.




BBenenne. BoO BCTynMTENpHOM YacTH pPacCMaTPUBAKOTCA OCHOBHBIE
TEHJEHIIMM W3Y4YEHUSI W Pa3BUTHUS MPOOJIEMbI, OOOCHOBBIBAETCS AaKTyaJbHOCTb
po0JIeMbl, a Takke (GOPMUPYIOTCS LIEJb U 3a/1a4u PaOOTHI.

Paznen 1. Teopernueckue OCHOBBI M3y4YeHHsI NmpoOJjemMbl. B manHOM

paszzene, MpexXJIe BCEro, HEOOXOJUMO OXapaKTepU30BaTh OOBEKT W MPEAMET
UCCIIEIOBaHMsI. 3aTeM OLEHUTh CTENEHb HW3YYEHHOCTH JIaHHOM mpoOjembl B
HAy4YHOW JIUTEPAType U NPUBECTH PA3IUYHbIE TOUKU 3PEHUS IO JTAHHOMY BOIIPOCY.
B nmponecce n3ydeHuss UMEIOIINXCS JIUTEPATYPHBIX UCTOYHUKOB [0 UCCIEAYEMOM
npo0sieMe OYEHb BAKHO HAWTH CXOJACTBO M paA3IM4Ms TOUYEK 3PEHUS Pa3HBIX
aBTOPOB, JaTh UX aHAJIU3 U 000CHOBATH CBOIO MO3UIIUIO TI0 JAHHOMY BOIIPOCY.

Pasnen 2. AHaam3 paccMarpuBaeMOH mnpodJeMbl HAa KOHKPETHOM
npumepe

[Ipu BBIMOTHEHUH ATOM YAaCTH PaOOTHI CTYAEHTHI JOJKHBI TPOBECTH aHAJIHN3
COCTOSIHMSL JIeJ 10 JIaHHOMY BONPOCY, JAaTh XapaKTEPUCTHKY HMEIOLIUMCS
OCOOCHHOCTSIM M BBICKA3aThb CBOE€ MHEHHME JUIsI MX KOPPEKTUPOBKH B Cllydae
HEOOXOTUMOCTH.

3akioueHue

B 3akitoueHnH T0JKHBI OBITH MPUBEIEHB OCHOBHBIE BBIBOIbI, BHITEKAIOIIIHE
U3 pE3yJIbTATOB IIPOBEAECHHOTO UCCIIETOBAHMS.

IHopsinok BbIOOpa TEMBI

Br160p TeMbl onpeniesnsieTcsi B COOTBETCTBUU CO CIEAYIOUIEH CXEMOM.

Homep tembr WMJI3 BeIOMpaeTcs B 3aBHCUMOCTH OT HOMepa (QamMuinu
CTYJI€HTa B ypHaJe TpyMIIbl.

IHopsinox npoBepkn u 3amuthl U/13

3aaHyue NPeICTaBISETCs MPENOIABATENI0 HA IPOBEPKY HE IMO3/IHEE, YEM 32
7 IHEU 110 ee caauu.

O3HaKOMUBIIUCH ¢ PabOTOM, MpenojaBaresb NPUHUMAET pelieHue o hopme
ee npuema. 3ajaHue Ju0o 3a4UTHIBACTCS, TMOO Ha3HAYAETCS BPEMsI CIAYU.

3ameyaHusi O HEOOXOIMMOCTH JOpa0OTOK COJEpKaHUS O(POPMIIAIOTCS
MPErno/IaBaTesieM Ha TUTYJIbHOM JIUCTE. 3alluTa MpeAnoaaraeT KpaTkuid JoKaaa 1o
KJTFOUEBBIM BOITPOCAM.

Eciu paGota He mnpenacraBieHa B CpPOK, TO €€ cJada POU3BOAMTCS
KOMMCCHUH, Ha3HAYaeMOM 3aB. Kadeapoid.

Tembl 1]13

1. JoxTpuHa uHpopMaiuoHHo# Oe3omacHoctu PO.
2. UupopmaninoHHOE 0OecriedeHre rocy1apCTBEHHON NOJIUTUKHU PD.
3. Pa3BuTHe cOBpeMEHHBIX HHPOPMAIIMOHHBIX TEXHOIOT .



4. Yrpo3sl nuapopmMarimonHoi 6e3omacaoctu PO.

5. NadopMainoHHO-TICUXOJIOTUYECKOE OPYKHE.

6. UndopmanmoHo-ricuxosiornueckas BoiHa.

7. 3amuTa MHPOPMAIIMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA.
8. N opmaImoHHbII TEPPOPU3M.

9. MexnayHapoaHoe corpyaandectBo PD B o6actv 3amuThl HHGOPMAIIHH.
10. 'ocynapcTBeHHas TaliHa.

11. CnyxxeOHas TaiiHa.

12. Kommepueckas TaitHa.

13. [lepcoHanbHbIE JaHHBIE.

14. JInunas TaiiHa.

15. Cemelinas TaiiHa.

16. Taiina 3AI'Ca.

17. BpaueOHast (MeIMUIMHCKAs ) TaiiHA.
18. Taitna BepoucnoBegaHusl.

19. Taiina ucnoBeau.

20. AxBokaTckas TaiiHa.

21. Taiina ciencTBusi.

22. Cynebnas TaitHa.

23. Taiina HOTapuara.

24. HanoroBas TaiiHa.

25. baHkoBCKkas TaiiHa.

26. XXypunanucrckas taiina (taitna CMI).
277. ABTOpCKOE TIPaBo.

5.4. IlepeyeHb KOHTPOJIbHBIX padoT

Koutponbable paboOThl HE NPEIyCMOTPEHbl Y4YEOHBIM IUTAHOM  TIO
HaITPaBJICHUIO.

6. OCHOBHASA U IONOJIHUTEJIBHASA IUTEPATYPA
6.1. IlepeyeHb OCHOBHOM JIMTEPATYPbI

Bceobmas nexnapanmst mpas denoBeka (ot 10 gexabps 1948 r.). M., 2015.
Konctutymus P®. M., 2015.

I'paxxmanckuii koaeke PO. M., 2015.

JloxTpuHa uHpOpMaIoHHoi 6e3onacHoctu PO. M., 2015.

ok wbdE

®enepanbHblil 3aKk0H «O rocynapctBeHHON TariHe» OT 21 uronsa 1993 r. Ne
5485-1. M., 1993.



6. bamuer [1L.H. HMuadopmannonHass 06e30MacHOCTh: y4eOHO-IIPAKTUYECKOE
nocobue / banuier I1.H., babam A.B., bapanosa E.K. - M.: U3a. ueHtp
EAOMU, 2011. - 376 c. http://www.biblioclub.ru/book/90539/

7. Kynsee H.H. [IIpaBoBoe o0eclieueHre HAIIMOHAJIBHBIX HHTEPECOB
Poccuiickoit denepannu u undopmanronnoii chepe / H.H. KynsieB. — M.:
Jloroc, 2010. - 348 c. http://www.biblioclub.ru/book/84990/

8. Kpeonanos B. B. Texuuueckue cpeacTsa U METO/AbI 3alIUThl HHPOPMALIUHU:
yuebHo-mpakTHueckoe nocooue / B.B. Kpeonanos. - M.: 3. uentp EAOU,
2011.- 278 c. http://www.biblioclub.ru/book/90753/

6.2. [lepeyeHb AONOJIHUTEIbHOM JUTEPATYPHI
9. Spoukmr B.M. HNHpopmammonHass 0€30MacHOCTh [DIIEKTPOHHBIN pecypce]:

yueOHUK ansi By3oB/ Spouxkun B.M.— DnexTpoH. TeKcToBble naHHBbIE.— M.:
AKazeMu4ecKuit [Ipoexr, 2008.— 544 cC.— Pexum JOCTyTIa:
http://www.iprbookshop.ru/36331.html.— 9BC «IPRbooks»

6.3. IlepeyeHb MHTEPHET pecypcoB

1. http:// www.consultantplus.ru/ - HopmaTuBHO-TIpaBoBast 6asa

2. http://www.garant.ru/ - HopmaTHBHO-TIpaBOBas Oa3a

3. http://www.promo.s-director.ru/ — caiit kypHama «Jlupexkrop 1O
0€301acHOCTH

4. http://college.ru/UDP/texts/ — yueOHbIi Kypce «3ammTa HHGOpMaIIHm»;

5. http://www.mirash.ru/dokill.html - HOpMaTHBHas 0a3a 10 3alluTe
uHdopMauy;

6. http://tk.plexor.ru/web-links/info/38-zakon.html - HOPMATHBHbBIC

JOKYMEHTHI T10 3aIuTe WH(OPMAIIHH.
7. http://www.inattack.ru/ - antuBupycHOE porpaMmMHOe oOecIieUeHHe
8. http://securityvulns.ru/ - HopmaTHBHBIE JOKYMEHTHI 110 3aIIUTE HHOOPMAITUH
9. http://www.glossary.ru/cgi-bin/gl_sch2.cgi?RIt(uwsg.outtg9!hinuvgxtuxy
10.http://www.gosecure.ru/ - caiit ¢popmaros DI
11.http://z-oleg.com/ - anTUBUpPYCHOE MPOrPaMMHOE 00ECTICUCHHE
12.http://www.aladdin.ru/ - caiitr  npoW3BOAMTENS  CPEACTB  3aIIUTHI
uHpopmanuu

7. MATEPUAJIBHO-TEXHUYECKOE U UTHOOPMAILINOHHOE
OBECIIEYEHHUE

Peanuzamuss  gaHHOW  y4eOHOM — JUCHMIUIMHBI — OCYILECTBISIETCS €
UCIIOJIb30BaHUEM MaTEepUAIBHO-TEXHUYECKON 0a3bl, oOecrneunBarolen
IIPOBEJICHUE BCEX BUOB YUEOHBIX 3aHATUN U HAYYHO-UCCIIE0BATENBCKON paObOThI
oOydJaronmxcsi, MNPEeITyCMOTPEHHBIX MPOrpaMMoi y4yeOHOM AMCHMIUIMHBI U
COOTBETCTBYIOIIEH JAEMCTBYIOIINM CAHUTAPHBIM U ITPOTUBOIIOKAPHBIM MPaBUJIaM U
HOpMaM:


http://www.biblioclub.ru/book/90753/
http://www.garant.ru/
http://www.promo.s-director.ru/
http://college.ru/UDP/texts/
http://www.mirash.ru/doki11.html
http://tk.plexor.ru/web-links/info/38-zakon.html
http://www.inattack.ru/
http://securityvulns.ru/
http://www.glossary.ru/cgi-bin/gl_sch2.cgi?RIt(uwsg.outtg9!hlnuvgxtuxy
http://www.gosecure.ru/
http://z-oleg.com/
http://www.aladdin.ru/

- 000py/TIOBaHHBIC KAOWMHETHI U Ay AUTOPHUH;

- KOMITBIOTEPHBIE KJIACCHI;

- ayIUTOPUH, 000PYAOBaHHbIE MYJIbTUMEAUNHBIMUA CPEACTBAMU OOYUECHHUS.
JlekuMOHHBIE 3aHATHUS — Y4eOHas ayJauTOpus AJisi MPOBEACHUS JEKIIMOHHBIX

3aHATHH.

CamocrosiTenpHas padoTa — CIEIUAIM3UPOBAHHAS AYAUTOPUS, OCHAIICHHAS
CHEIHATU3UPOBAHHON MEOEIbI0, MYJIbTUMEIUNHHBIM IMPOEKTOPOM, MEPEHOCHBIM
HKpPaHOM, HOYTOYKOM.

JIaGopaTopHble 3aHATHS — KOMIIBIOTEPHBIE KJIAcChl C YCTaHOBJICHHBIM
CTIeUATTN3UPOBAHHBIM JIMIIEH3MOHHBIM MPOrpaMMHBIM obecnieuerrnem: Microsoft
Office Professional 2013, Google Chrome CpoGomno pacmnpoctpansemoe 1O
COIJIACHO YCJIOBHSIM JIMIIEH3MOHHOTO coramenus. Kaspersky Endpoint Center 10.



8. YTBEPXKJIEHUE PABOYEN ITPOI'PAMMBI

Y1eepxaeHue paboueit nporpaMmbl 63 H3IMEHEHHMI
Pabouas nporpamma Ge3 w3menenuii yreepxaena na 2017/2018 yueGrbiii roz.
Mpotokon Ne 47 zacenanusa kadenpsi or « 4" » _ ¢mOke 2017r.

Sl
& & 7, o)
Sasenyrommii kadie xpoit ’4 : /- Cenusepcros IO .H.
IO IMHCh, rDI/]([),'_"_
JnpexTop HHCTHTYTA Jopomenxo FO.A.

noan#gy, ®HO



8. VTBEPK/IEHUE PABOYEM TTPOT'PAMMBI
Vr1eepaaenue paGouei mporpaMmel 0e3 H3MEHEHHUH i
Pabouas nporpamma Ge3s u3MeHeHHH yTBepxaeHa Ha 2018 /2019 yuebnsiii roa.

Tpotokon Ne & 3acepanus kadenpr ot «?7 » 05 2078,

3apenyromui Kaheapoi é @4«, s 10.U. CenuBepcTon

noanucs, ®HUO

JHpeKTop HHCTHTYTA HO.A. [lopoieHko

v
noanuce, ®HUO



8. YTBEP)KJEHUE PABOYEH MPOI'PAMMOBI

Y1Bepxaenue paboueit mporpamMmmpl 6e3 U3MeHeHHil
Pabouas mporpamma Ge3 usmeHenuit yTeepxaena ua 2019 /2020 y4eGHbli

roL.
Mpotokon Ne Z7  sacenanus xadenpsi ot « Z3»_LO& 2044,
)
N N &z’ -
3aBenyromuii kadenpoii . . I0.M. Cenusepcros

noanuek, GHO

/,[[Hpemop HHCTUTYTA @ 10.A. Topowrenko

noanuce, PO




8. YTBEPXKJAEHUE PABOYEM IIPOIrPAMMBI

YTBepxaenue paboueii nporpaMmel 6e3 namMeHeHuit
PaGouas nporpamma Ge3 usmenennii yreepxzaena Ha 2020 /20 2/ yueGubiit

rog.
ITpotoxon Ne 3ace/laHug Kaeapsl oT « JL» 05 204,
/ Lo
3aBenyrommii kapenpoii <V (CeeT 7 10.1. Cenusepcron
noanuck, PHO

H, " _
/' JIApeKTOp HHCTHTYTA %M/ 10.A. lopomenko
Vi

noanuce, PHO




8. VTBEPKJEHUE PABOYEN ITPOI'PAMMBI

YTBepkienne paboueii nporpammsl 6e3 n3MeHeHuH

PaGoyas nporpamma Ge3 uzmenenuii yrepikaena Ha 204 7/20 44 yae6GHpIit
1OJ1.

ITporokon Ne & 3acefaHus Kabeapsl oT « 7o L5 20714

3aBeyroruii kadenpoii 4 é’“") ~ TO.W. CenusepcToB

noanucs, PHO

v %ng’é
JupexTop HHCTUTYTA : 10.A. Jlopquienko

noanucs, @PHO




HNPUJIOKEHUSA

N3yunB paHHYHO JOUCHHUIUIMHY, CTYIEHTBl JOJOKHBI  KOMIIETEHTHO
obecrieunTh MHGOPMAIIMOHHYIO 0€30MacHOCTh npeanpusdtus. [1oaToMy ocHOBHas
3amadya c(HOpMHUpPOBATH y CTYJIEHTOB YMEHUE CTaBUTh LEJb HCCIEI0BAHMUS,
HAXOAUTh MPOOJIEMY U HCIIOIb30BaTh PA3IMUYHbIE METOAbI B UCCIICOBAHUH.

IlepBas tema «Ilpeamer, METOA0JIOTUS M MOHATUIHBIN aNMIapaT Kypca»
ABJSCTCS BBOJAHOM. B HEW MOJDKHBI HAUTHU OTPA)XEHHUE BOIPOCHI, BBOJIAIINE
CTYACHTOB B IpoOsieMaTuky uccienoBaHus. [loatomy HE0OX0AMMO OMpEIENUTh
MOHSATHE UCCIIEIOBAHUE, €TO LIEJIEBOE HA3HAYECHHUE.

CTyaeHTBl JOJKHBI TOHUMATh OOBEKT HCCIEAOBAHUS — POJIb 3aIUTHI
uHQopMalMu B peald3aluu 1Ledd (QYHKUMOHUPOBAHUS opraHuzanuu. OHuU
JOJDKHBI  pa3finyaTh KOHUENIMI HHPOPMAIIMOHHON 0€30MacHOCTH, MOHMMATH
BOXHOCTh WM IIEHHOCTh HH(OpPMAIMU, ONPEACNATh MOACIU WH(HOPMAIIMOHHON
0€30MacHOCTH.

N3yuast 3Ty TeMy, CTyIEHTHI JIOJDKHBI 3HATh (PU3MYECKUE W MPOTPAMMHBIC
KaHalbl yTeuku nHpopmanuu. CTyIeHTbI JOJKHBI HAYYUTHCS BBIICIATh 3aKJIaKU
U BUPYCHl Kak CpeIcTBa aTaku Ha WH(GOPMAIMOHHBIE CHCTEMBl. 3aBEPIIUTH
JaHHYI0O TEMYy CIEAyeT pPAacCMOTPEHHEM MapojbHOW 3allUThl, CIOCOOOB
ayTeHTU(PUKaLlUM, pa3TpaHUYEHUN TMpaB  JOCTyNa, CIOCOOOB  3aKpBITHUS
uH(OpMAIUU U X 3HAYCHUE.

Bropas tema «Paspymamomue nporpaMMHbie BO3JAEHCTBHA M CPeACTBa
HeCAHKIMOHMPOBAHHOIO JOCTYNA) HampaBlieHa Ha H3y4yeHHE OOMIMX
IIOJIO)KEHUM M CYIIHOCTH TEXHOJIOTMM 3allUThl OT HECAaHKIMOHUPOBAHHOIO
noctyna. CTyaeHTBl JOJDKHBI — MOJYYHTh  IPEACTABICHHE  OTHOCHUTEIBHO
CYILIECTBYIOIINX TEXHOJOTHM 3AIUMUTHI ONEPALMOHHBIX CHUCTEM M MX OCHOBHBIX
coctapisonuX. OHU TOKHBI OTJIMYATh METOAOJIOTHIO OT METOJIa U OT METOAUKH,
NOJIYYUTh TpeacTaBieHue o mpobsieme. CTyIEHTHl JOJKHBI OCO3HATh, YTO
0€30MacHOCTh KOMIBIOTEPHOM CETH HMMEET HE TOJbKO TEOpPETHYECKOe, HO U

BBIPDAKEHHOE MpPAaKTHYECKOe 3HaueHue. B 3Toil Teme HEeoOXOAMMO O3HAKOMHUTH



CTYJEHTOB C CYLIECTBYIOIIMMHU TMOAXOAAaMH K 3aKpBITUIO HHGOpMaLuu
mHQpoBaHUEM.

Kpome Toro, B 3T0i TeME CTYAEHTHI JOJIKHBI YSACHUTHb NOHSITUWHYIO CYTh
(UHAHCOBBIX NpPUMEHEHUH MmHUGPOBaHUA M  CYHIECTBYIOIIUX IS 3TOTO
IPOTOKOJIOB, a TAKXKE YMETh UX pa3padaThIBATh.

Tperbsa TemMa «UHPpacTpyKTypa OTKPBITHIX KJIKW4Yeild. 3amiudieHHble
NPOTOKOJbI». B 3Toif TeMe HEOOXOAMMO O3HAKOMHUTH CTYACHTOB C KpPaTKOU
UCTOPUEN pa3BUTHUS KPUIITOJOTHUH, OCHOBHBIMU IOHSATHSMHM U ONPEIECICHUSMU,
CBSI3AHHBIMH C TPOLECCOM MM(PpPOBaHUS HHPOpPMAINH, KIACCUPUIPOBATH
M0JICTAHOBOYHBIE U MIEPECTAHOBOYHBIE MHDPHI.

Heo6xoaumo paccMOTpeTb OCHOBHBIE CTaHAAPTHI MIM(DPOBAHUSA, TAKHE KaK:
amMepukaHckuil crapgapt mmdpoanus DES u oredectBeHHbBIN cTaHAapT
mudpoBanus gaHHbix ['OCT 28147-89: ux anroput™m, CKOpocTh pabOTHI Ha
pa3MyHBIX MIaTGopmMax, pPEKUMbl TOJIb30BAHMS, OCHOBHBIE pPE3YyJbTaThl IO
aHanu3y cToMkocTh. Ha X OCHOBE ONpenenuTh OCHOBHBIE MOAXOAbI K CO3IAHUIO
ACUMMETPUYHBIX CHUCTEM IIH(PPOBAHUS (CUCTEMBI C OTKPBITBIM  KJIIOYOM).
[Tonxoapl TO3BOJSIIOT ~ ONPEACNTUTHCS C BBHIOOPOM METOJa WM METOOB
UCCJIeIOBAHUS.

YerBeprasa Tema «MeskceTeBble IKPAHbI, KJIACChl UX 3AIMMIIEHHOCTH»
MOCBSIIIIEHa OCHOBHBIM JTalaM aHajn3a MOJUTHUKUA OE€30MacHOCTH M CTpaTeruu
co3ganusi OpanamMayspa. K HuUM B miepBy1o ouepeib OTHOCATCS TAKUE, KaK: - PEXKUM
(YHKIIMOHUPOBAHMUST MEKCETEBbIX HSKPAaHOB M MX OCHOBHBIE KOMIIOHEHTBI; -
MapIIPyTU3aTOPhl; - IUIIO3bl CETEBOTO YPOBHS; - YCWJICHHAas ayTEeHTU(UKAILMS.
Kpome 3Toro B uccienoBaHuu paboT MO COBEPIICHCTBOBAHUIO MH(DOPMAIMOHHON
0€e30MacHOCTH 00BEKTa BAXKHYIO POJIb UTPAET MPUMEHEHHE MEKCETEBhIX KPAHOB
JUTSl OpTaHu3aliy BUPTYaIbHBIX KOPIOPATUBHBIX CETEH M MPOrpaMMHBIX METO/IOB
3aIlUTBHI.

B 310l TeMe CTyA€HTBI JOJDKHBI HAYyYUTHCS MPOBOAUTH PA3IMYHUE MEXKITY

OCHOBHBIMM CXEMaMHU CETEBOU 3alIUThI HaA base Pa3INYHBIX MCKCCTCBBIX OKPAaHOB.



IIaras tema «O0HapyxkeHHMe aTaK B IVI00AJBHBIX CeTSX» IOCBSIICHA
npobiieMaM OTCJIEKUBAHUS U OTPAKEHUS MOCTOSHHO YCIOXKHSIOIIUXCS yrpo3 B
ri00agbHBIX CETSAX, TOM uucie Internet, KoTopble TpeOYIOT HE TOJBKO 3HAHMM,
YMEHHM, HAaBBIKOB, HO M JOCTAaTOYHO BBICOKOW TEXHUYECKOW AaIllapaTHOU
OCHAILEHHOCTU. B 3TOH TeMe HEeoOXOIUMO PACCMOTPETh TAKHE KaTErOpHM, Kak
BUPTyaJbHbIE CETM M MpO3pauHble ceTeBble CIyKObl. Jlamee HeoOXoaumo
pacckasaTh CTyACHTaM O MOCTPOEHUH 3alIMILIECHHBIX BUPTYAJIbHBIX YaCTHBIX CETEU
U O3HAKOMMTb UX C MHOIOYPOBHEBOH 3aIlIMTON MH(POpPMAIMM B KOMIBIOTEPHBIX
CUCTEMAax U CETSIX, ONPEACIIUTh OCHOBHBIE IMPUHLHUIBI I'PAMOTHOIO COYETaHUS
annapaTHOM W MPOrpaMMHOM 3alUThl, HAy4YUTh MPABUJIBHO OPraHU30BBIBAThH
CUCTEMbI XpaHEHUs M HAKOIUICHUS JaHHBIX, MO3BOJIAIONIME MPU MUHUMAIbHBIX
3aTpaTax o0ecnedynTh Oe30MacHoe MoJIb30BaHNe HH(POpMAILIHEH.

Hlecras tema «MupopmanuoHHast 0€30MIACHOCTh 0AHKOBCKUX CHCTEM U
CHCTEM 3JIEKTPOHHOI KOMMEpPUHHW» Ja€T BO3MOXHOCTb O3HAKOMUTBLCA C
OpPaKTUUYECKOM TOYKM 3peHHs C TMpobiemMamMu 3amuThl HHPOpMAIUU B
KOPIOPATUBHBIX MHPOPMAIITMOHHBIX U OAHKOBCKHMX CHCTEMAX.

CTyaeHThl OKHBI U3YYUTH 00IIIHE CBEJECHUS 00 31eKTPOHHOM U POBOI
NOANUCH, TOHATH NPUHLHUIBI  HCHONB30BaHuUs  aiaroputmoB  OIII B
CUMMETPUYHOW M acUMMETpU4HOM Kpunrocucreme. K OCHOBHBIM 0a30BbIM
NOHATUAM JAaHHOW Tpynmbl oTHocsATcs:  amroputm DSA, amroputm T'OCT
P34.10-94, cranmapt D111 P34.10-2001.

Ilenp 3TOM TEeMBI —  PacCMOTPETh  HMCHOJB30BAHUE  CIIOXKHBIX
MaTeMaTuyeckux 3aaad u amroputmbl OLIl ¢ OTKpBITBIMH KIIOYaMU B
KOPIOPATUBHBIX MH(OPMALMOHHBIX CHUCTEMAaX YIIPABJICHMS, @ TAKKE BBIIBUTH
OCHOBHBIE MPOOJEMBbl MPH MCIOJB30BAHUM OOMEHA OTKPBITHIMH KIIOYaMU
AJIEKTPOHHOM LM(PPOBOI MOANKUCH B CUCTEMax OaHKOBCKMX IUIATEXEW W 3aliuTe

NCPCOHAJIbHBIX JAHHBIX.
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