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1. INTAHUPYEMBIE PE3YJIBTATBI OBYYEHUS 11O

JUCHUIT/IMHE
Ko i Kon u HanmenoBanue | HaumeHoBaHue noka3aTelis OLCHUBAHUS
HAMEHOBAMIC UHAMKATOpa pe3ynbrara o0ydeHus o JUCLUILINHE
KOMIIETEHIIUU AOCTIDRCHIA
KOMIETEHLIUH
[1K-2 Cniocoben ITK-2.6. ITIpoBoaut 3uanus.
BBITIOJTHATE Pa0OTHl | ayIUT OE30MacHOCTH | -  JTallOB  NPOCKTHPOBAHHUSA  CHCTEM,
10 COTIPOBOXKJICHUIO | HH(OPMAIIMOHHBIX KOMIUIEKCOB, CpEACTBA U  TEXHOJOIMi
MH(OPMALIMOHHBIX CUCTEM, HUCIIOJIB3YET obecrieyeHust MH(POPMALMOHHON
CHUCTEM, COBPEMEHHBIE 0e30macHOCTH.
ABTOMATU3UPYIOUINX | METOJIUKHU 3aLUThI Ymenus:
3a/1a4u uHpopManuu — (dopmMHpOBaThH TpeOoBaHUs K
OpraHU3aI[MOHHOTO NPOEKTUPOBAHUIO  CHUCTEM, KOMIUIEKCOB,
YIpaBJIEHUS U CpeAcTBa U TEXHOJIOTHM  obecrieueHus
OU3HEC-TIPOLIECCHI MH(POPMAIIMOHHON 0€30MaCHOCTH.
Habiku:
- pa3paboOTKU CHCTEM, KOMILJIEKCOB, CPEJICTBA
Y TEXHOJIOTHI 00ecTieYeHust
MHPOPMAIIMOHHON 0€30MaCHOCTH C YYETOM
0CcO0eHHOCTEN 0OOBEKTOB 3aIUTHI.

2. MECTO JUCHUILIAHBI B CTPYKTYPE OBPA3OBATEJIBHOM

ITPOI'PAMMBI

1. Komnerenmus I1K-2 Crioco6eH BBIMOIHATH paOOTHI IO COMPOBOKICHUIO
UH(POPMAIIMOHHBIX CUCTEM, aBTOMATH3UPYIOMIMX 3a7a4d OPTaHU3aIMOHHOTO
yIpaBlIeHUs U OU3HEC-TIPOIIECCHI.

JlanHast komnieTeH1us: GopMuUpyeTcs CASAYIOIMUMH TUCUUTIITHHAMU:

Cranus

HanmenoBanus AU CHUITIIMHBI

1.

MopenupoBanrue OM3HEC-TTPOIIECCOB

QHGKTpOHHaH KOMMCPIHUA

DKoHOMUKA U YPPEKTUBHOCTh HH(DOPMAIIMOHHBIX CUCTEM

Nudopmanmronnas 6€301MacHOCTb

Ynpasnenue npoektamu B chepe MKT

praBHeHI/Ie CTOMMOCTBIO KOMIIaHHUH

YenoBeKo-MalIUHHOE B3aMMOJICHCTBHE

OpranusannonHoe obecneuenue UT-ycmyr

©|0 N0 Wi

Pernmamenrtanus U T-ycnyr u nponeccos

[EEN
©

WHpopManMoHHbIE CUCTEMBbI YIPABJICHUS IPOU3BOJACTBEHHONW KOMIaHUEH

3. OBPBEM JUCHUIIJIMHBI

OO01ast TpPy10eMKOCTh TUCIUTUIMHBI COCTaBISAET _5 3a4. eauami, 180 gacos.
JlucuuminHa pean3yeTcs B paMKax MPaKTUYEeCKON MOATOTOBKH:
dopMa MPOMEKYTOYHOM aTTECTAllUM __ dK3aMEH

Bun yue6HO# paboTh

Bcero Cemectp
9acoB Ne 8




OO0mas TpyA0eMKOCTh JUCHIHUTUINHBI, 4ac 180

180

KonTakTHasi pabora (ayAuTopHbIe 58

3aHATHSA), B T.4.:

58

JIEKIUU 18

18

1a00paTOpHBIC 36

36

IIPAKTUYECKHE

T'pYHIIOBBIC KOHCYJIbTAIUU B IICPHUO
TEOPETUYECKOTO OOYUCHHUS U
MIPOMEKYTOYHOM aTTECTALKU

CamocTrosiTeIbHasi pa6oTa CTY/IEHTOB, 86
BKJIIOYAsi HHAUBUAYAIbHbIE U
rpyNnoBbie KOHCYJIbTAIIMU, B TOM

YucJjae:

86

KypcoBoii npoekt

Kypcosas pabota

Pacuetno-rpaduueckoe 3ananue 18

18

NuauBuiyansHOE JOMANIHEE 3aaHue

CamocTosiTenpHas paboTa Ha MOJATOTOBKY 68
K ayIUTOPHBIM 3aHATHUAM (JIEKLIUH,

J1a00paTOPHBIC 3AHITHS)

68

36

Dx3aMeH

36

4. COIEPKAHME JUCHMUIIIAHBI

4.1. HamMeHOBaHMe TeM, UX COJePKaAHUE U 00beM

Kypc __ 4 Cemectp_8 _
No 11/T] HaumenoBanue paszaena (Momysis) O0BeM Ha TEMAaTUUYECKHUMA pa3zies 1o
BUJaM Y4eOHOI Harpy3Ku, yac
[IpakTuy/ladopar( CamocTosi-
Jlexiuu | e€CKue | OpHBIC | TellbHas
3aHATHA| 3aHATHs] paboTa
1 2 3 4 5 6
1 | IlpeameT, MeTOI0IOTHSI M MOHSITHITHBIN annmapar 4 8 12
kypca. Ilpenmer wunbopmannoHHONW O€30MaCHOCTH.
Konnenmus nH(OPMALIUOHHON 0e30MmacHOCTH,
BOKHOCTh U IEHHOCTh HMH(POpPMAIUH, MOJAETU
nHpOpPMAMOHHON  Oe30macHOCTH, (u3Myeckue U
MPOrpaMMHBIE KaHAbl YTeYKH UHPOPMAIINH, 3aKIaIKU
U BUPYCHl KaK CpEJICTBAa aTaku Ha WH(GOPMAIMOHHBIE
CUCTeMBbI, TapoJIbHas 3allluTa, AayTeHTHU(UKAIUS,
pasrpaHUyYeHHe TMpaB JAOCTYMa, CHOCOObI 3aKPBITUS
uHpopMalud W WX 3Ha4YeHWe. AmmnapaTtHele U
MPOrpaMMHO-aIIapaTHbIe CpeacTBa 3aIUTHI
MH(POPMAIMOHHOH 0€30MMacHOCTH.
2 | Pazpymaomme mnporpaMMHbIe BO3JEHCTBHS H 2 4 12

cpeAcTBa HeCaHKIMOHUPoOBaHHOro nocryma (HCIH).
Texnonoruu 3amutel o HCJI. 3amura onepannoHHBIX
cucTteM. be3onacHOCTh KOMIIBIOTEPHON CETU. 3aKpbITHE




uHpopManun mudpoBanueMm, ¢uHaHCOBBIC

IIPUMEHEHUSI U IPOTOKOJIBL.

Hugpacrpykrypa OTKPBITBIX KJII0Yeid.
3ammmenHble  nporokoabl. Kpatkas — ucropus
pazButust  Kpunrosorud. OCHOBHbIE TOHATUS U
onpezaeneHus. [loncTaHOBOYHBIE M NEPECTAHOBOUYHBIE
mudpel. AMepukaHckuii ctangapt muppoBanus DES:
QITOPUTM,  CKOPOCTh  PabOTBI  HAa  Pa3JIMYHBIX
wiarpopmMax, PEKUMBI  IOJB30BaHHs, OCHOBHEIC
pe3yabTaThl MO aHANU3Y CTOMKOCTH. OTedeCTBEHHBIN
craumapt mmwmdpoBanus manaeix ['OCT 28147-89:
QITOPUTM,  CKOpPOCTh  paboThl Ha  Pa3IMYHBIX
maTdopmax, peKUMBI MOTB30BAHUS. ACUMMETPUYHBIE
cucteMbl MUGPOBaHUA (CUCTEMBI C  OTKPBITHIM
KITFOUOM).

12

Me:xceTeBble IKPAHBI, KJIACCHI MX 3alUIIEHHOCTH.
[TonuTka 0€30mMacCHOCTH W CTpaTeTHsl CO3MaHUs
Opanamayspa. Pexum (yHKIIMOHUPOBAHUS
MEKCETEBBIX JKPAaHOB M HMX OCHOBHBIE KOMITOHEHTHI.
Mapupytuzatopsl.  [Inr03e1  ceTeBOro  ypoBHSL.
VYceunennas  ayreHTHUKamuss. OCHOBHBIE  CXEMBI
CeTeBOM 3aluThl Ha 0a3e MEXKCETeBBIX JKpPaHOB.
[IpuMeHeHne MEXCETEBBIX PKPAHOB JUIsl OpraHU3aluN
BUPTYAJIbHBIX KOPIOPATUBHBIX ceTeil. [IporpammHubie
METObI 3aILUTHI.

12

OoOnapy:kenne arak B IJI00aJbHBIX  CeTSX.
BupryaneHble ceTH U MpoO3payHble CETEBbIE CIYXKOBI.
[Toctpoenue 3ammmenusix BUYC. MuoroypoBHeBas
3amuTa MHGOPMAlMU B KOMIIBIOTEPHBIX CHCTEMax M
CeTsIX.

10

HNudopmannonHas  0e30macHOCTb  0AHKOBCKHX
CHCTEM M CHCTEM 3JIEKTPOHHOH koMMepuuu. O0miue
CBeJIeHUs 00 AIeKTpoHHOH udpoBoi moanucu (DLIT).
AnroputM OIII B cHUMMETpUYHON KPUIITOCUCTEME.
Anroputm Ol B acMMMETpUYHON KPUIITOCUCTEME.
[Ipobnema oOMeHa OTKpBHITHIMH Kiarouamu mpu OLIII.
CnoxHble MaTeMaTHUeCKUE 3a1a4u U anroputMsl OLII1
C OTKpBITBIMU KitouamMu. AnroputM DSA. Anroputm
I'OCT P34.10-94. Crangapt DI P34.10-2001.

10

BCEI'O

18

36

68

4.2. Coneprxanue 1a00paTOPHBIX 3aHATHH

Ne
n/m

HanmenoBaunue
paszaena IUCIUILIMHBI

Tema na6opaTopHor O 3aHATHUA

K-Bo
4acoB

K-Bo
4acoB
CPC

cemectp Ne8




[Ipenmer, metononorus | PeaepanbHblii 3akoH «O0 2 6
Y TIOHSTUWHBIN anmapar | uHpopMaIuy, nHHOpMaTH3aIUU U
Kypca. 3amuTe HHpopMauun». Meto sl
OIICHKH YS3BUMOCTH MHGOpMAITIHT
Mecto UH(POPMALMOHHOM 4 6
6e3onacHocty OMC B HalMOHaIbHON
O6e3zonmacHOCTH cTpaHbl. Konuenus
MHPOPMALMOHHON OE30MACHOCTH.
Pazpymatomue KomrnekcHas cucrema oOecnedeHus 4 12
MPOrpaMMHEIE UH(POPMALMOHHON OE30MaCHOCTH.
BO3JIEHUCTBUSA U
CpeacTBa
HECaHKITMOHUPOBAHHOTO
nocryna (HCJI)
Nudpactpykrypa CoBpeMeHHbBIE TTPUITOKEHHUS 4 4
OTKPBITBIX KITFo4el. | kpunrorpaduun
3alnIeHHbIE N3yuenne [ITIIT CUCTEM 4 4
MIPOTOKOJIBI. KpunTorpaduaeckoi 3aIIUTHI
uH(popMaluy, KJIacCUYeCKast
Kpuntorpaguss W pacnpezeneHue
KJIFOUEil
[TpakTrueckoe pUMEHEHNE 2 4
KpUNTOrpaguu ¢ OTKPBHITHIM KIHOYOM.
[Taker PGP
MexcereBbie  dKpaHbl, | MeToabl ayTeHTHUKAITIT 4 12
KJIaCChI ux
3alUIIEHHOCTH.
O6napyxenue arak B | OCHOBHBIE TEXHOJIOTMH TIOCTPOCHUS 4 10
rJI00AJIBHBIX CETIX sanuneHuepIx DUC
HNudopmannonnas ®denepanbHbIi 3aKOH «O0 4 5
0€301acHOCTb JNEKTPOHHONH 1U(POBONH TMOIMUCH.
0aHKOBCKMX CHCTeM U | DIeKTpoHHas 1UudpoBas  IMOAMNUCH
cucteM  anekTponHoi | (DUII)
KOMMEPIIIHI Kpunrocucrema OTIepaIlMOHHOMI 4 5
cucremel  Windows.  CryptoAPI:
mudpoBanue u jgemmdpoBaHUE B
CryptoAPI, BILII B mnpoekrax Ha
CryptoAPI
WUTOI'O: | 36 60
BCEI'O: 96
4.3. Coaepxxkanue pacyeTHO-rpaguIecKoro 3a/laHus,

HHAUBUIYAJbHBIX TOMAIIHUX 32 JaHU.

VY4eOHbIM TIIaHOM IPEeAYCMOTPEHO pacueTHo-rpaduueckoe 3ananue (PI173).

Vcnentnoe BoimoiiHenue PI'3 Bo MHOIroM 3aBHCHUT OT YETKOI'O COOJIIOACHHUS
YCTAHOBJICHHBIX CPOKOB M TOCJIEIOBATEIBHOTO BBIMOJIHEHUS OTIEJIBbHBIX ITAIlOB
paboTHI:



1. BeiOop TeMbl He Mo3/1HEE, YeM 3a 1 mecsn 10 caauu padoThl

2. Ilog6op Hay4yHOI IUTEPATYPHI

3. Hanucanue u npejacTaBlieHHE MPENnoaaBaTeNio padoThl HE MO3JHEE, YEM
3a 7 IHEH 10 ee Coavu.

Odopmiienne padboTbl

TexkcToBbIil MaTepuall B paboTe AOHKEH ObITh U3JI0KEH COTJIACHO MpaBHiaM
oOpMIICHUS CTYACHUYECKUX PabOT.

O6beM MHAMBUAYAIBHOTO 3aaHus 15-25 c1p.

Crpykrypa u coaep:xkanue PI'3

CtpykTypa paboThl COCTOUT U3 CIETYIONINX YaCTeH:

* Bgenenue

* Paznen 1. TeopeTnueckre OCHOBBI U3y4yaeMOi MPOOIEMbI

* Paznen 2. Ananu3 paccMatpuBaeMoil mpoOIeMbl Ha KOHKPETHOM ITpUMeEpe

* 3aKJI0uYCHUE

* Cnucok auTepaTypbl

B pabore cnemyer OTpa3uTh BOINPOCHI, KacCaloIIUECs paccMaTpuBaeMoin
po0JIeMbl, B COOTBETCTBHU C MPUBEJICHHBIM HUXKE COJIEP)KAHUEM.

BBenenne. Bo BCTynuTeapHOM YacTH paccMaTpPUBAIOTCS OCHOBHBIE
TEHACHIIMM HM3YyYCHHUs] M Pa3BUTHUS MPOOJEMbI, OOOCHOBBIBAETCS AKTYyalbHOCTh
npo0OsieMbl, a Takxke (HOPMHUPYIOTCS LEb U 3a]1a4l pabOoThI.

Pasnen 1. Teoperndyeckue OCHOBbI H3Yy4eHHsI MNPoOeMbl. B manHOM
paszesne, MpexXae BCEro, HEOOXOAMMO OXapaKTepu30BaTb OOBEKT U MpPEeaAMET
UCCJIEIOBaHUA. 3aTeM OIEHUTh CTEeNeHb HW3YYEHHOCTH [aHHOW mpoOiIeMbl B
HAY4YHOU JIUTepaType U MPUBECTH PA3IMYHbIE TOYKU 3PEHHUS IO TaHHOMY BOMPOCY.
B nporecce nzydeHuss UMEIONMIUXCS JTUTEPATYPHBIX UCTOYHUKOB IO MCCIEIyEMOM
npoOsieMe OYeHb Ba)KHO HAWTH CXOACTBO U PA3jMYUs TOYEK 3PEHHS Pa3HBIX
aBTOPOB, JAaTh X aHAJIN3 U 000CHOBATH CBOIO MO3UIIMIO 110 JAHHOMY BOIIPOCY.

Pasgen 2. AHanu3 paccMaTpuBaeMoOM MNpoOjieMbl HA KOHKPETHOM
npuMmepe

[Tpu BBITIOIHEHUH ATOW YacTU PaOOTHI CTYICHTHI JOJKHBI IPOBECTH aHAIH3
COCTOSIHUSL €1 1O JaHHOMY BOIPOCY, [JaTh XapaKTEpPUCTHUKY HWMEIOIIUMCS
OCOOEHHOCTSIM M BBICKa3aTh CBOE€ MHEHHE MJisi WX KOPPEKTUPOBKH B ClIydae
HEOOXOAMMOCTH.

3aknrouenune

B 3akntoueHnu 101KHBI ObITh MPUBEAEHBI OCHOBHBIE BBIBOIbI, BHITEKAIOIINE
U3 PE3YJbTATOB IPOBEAECHHOIO HCCIEIOBAHUS.

IHopsinok BbIOOpPa TEMBI

Br160op TemMBbI omipeiensieTcs B COOTBETCTBUU CO CIICTYIOIICH CXEMOH.

Homep Ttembl PI'3 BbIOMpaeTcss B 3aBUCUMOCTH OT HOMepa (aMHIUU
CTYJICHTa B ’KypHaJle TPYIIIHI.

IMopsinox npoBepku u 3amuThl PI'3

3aiaHue MpeACTaBIIAETCS MMPENOIaBaTeN0 HAa IPOBEPKY HE MO3JHEE, YEM 3a
7 THEW 10 ee caayu.

O3HaKOMHUBIIUCH C PaOOTON, IPENoAaBaTeIb MPUHUMAET PEIICHUE O PopMe
ee mpuema. 3agaHue Ju00 3a4UThIBAECTCA, TMOO Ha3HAYaeTCsA BpeMs Cllayu.



3amMedaHus O HEOOXOAMMOCTH JIOpaOOTOK coaepk aHUus OQOPMIIIOTCS
MpernoaaBaTesieM Ha TUTYJIHbHOM JIUCTE. 3alluTa MPEeAnoiaracT KpaTkui JOKIaa Mo
KITIOYEBBIM BOITPOCAM.
Ecin pabora He mnpenactaBieHa B CpPOK, TO €€ cAada MPOU3BOIUTCS
KOMUCCHH, Ha3HaUYaeMoii 3aB. kadeapoi.
Temsb1 PI'3

1. loktpuna uadopmanmoHHoi 6e3onacHoctu PO.

2. udopmanmonHoe obecrieyeHre rocy 1apcTBEHHON NOJUTUKH PD.

3. Pa3BuTHE COBpEMEHHbBIX HHPOPMALIMOHHBIX TEXHOJIOTUH.

4. Yrpo3sl nHpopManiionHoi 6e3onacHocTu PO.

5. UndopmalimoHHO-TICUXOJIOTUYECKOE OpYKHE.

6. UndopmaimoHo-ncuxogoruyeckas BoHa.

7. 3amuTta nHOOPMAIMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOTO JIOCTYTA.
8. MubopMaIlMOHHBIN TEPPOPU3M.

9. MexayHapoaHoe coTpyaHudecTBO P® B o06acTu 3ammThl HHPOpMAITUH.
10. 'ocynapcTBeHHas TaliHa.

11. Cny>xeOHas TaiiHa.

12. Kommepueckas TaiiHa.

13. TlepcoHanbHbIC TAaHHBIE.

14. JInunas TaiiHa.

15. Cemeiinas TaiiHa.

16. Taiina 3AICa.

17. BpaueOHas (MeauIiMHCKas1) TalHa.
18. Taiina BepoucnoBeaaHus.

19. Taiina ucnoBeau.

20. AnBokarckas TalHa.

21. TaiiHa cieacTBUS.

22. CyneOHas TaifHa.

23. Taiina HOTapuara.

24. HanmoroBas TaifHa.

25. baHkoBcKas TaiHa.

26. Kypnanucrckas Taitna (taitna CMU).
277. ABTOpCKOE IIpaBo.

4.4. Conep:kaHue KypcoOBOIO NMPOEKTa/padoThl

He npenycMoTpeHo yuyeOHBIM MIIaHOM.

5. OHEHOYHBIE MATEPHAJIbBI JIS1 ITPOBEJAEHUS TEKYHIETI'O
KOHTPOJISA, NMPOMEXYTOUYHOMN ATTECTAIINAN
5.1. Peaamn3anusi KoMneTeHINH



1. Komnerenmus IK-2. CriocoOeH BBITONTHATH pabOThI 10 COMPOBOKIACHUIO

MH(POPMAITMOHHBIX CHCTEM,
yHpaBiieHUs U OU3HEC-TIPOIIE

ABTOMATU3UPYIOIIUX 3adadd OpraHUu3allMOHHOIO
CCHl.

HaumeHnoBanue nHaukaropa J0CT
KOMIICTCHIIN N

VKEHUS
Hcnonb3yemble cpesicTBa OLEHUBAHUS

[IK-2.6. TlpoBoauT aymut Oe3omacHOCTH | 3k3aMmeH, 3amuta PI'3, maboparopHbie padoTHI,

WH(POPMAIIMOHHBIX CHUCTEM, HCI
COBpPEMEHHBIE METOMKH
uHbOpMaIH

0JIB3YyeT | co0eceIoBaHue
3alIUuThI

5.2. TunoBbie KOHTPOJIbHbIC 3aJAHUS AJIS1 IPOMEKYTOYHOM aTTeCTAlluN
IlepeyeHb KOHTPOJIbHBIX BONPOCOB (THMOBBIX 33IaHUi) AJI51 IK3aMEHa

No HaumenoBanue
/1 paszena JUCIHUIUIMHBI

Copep:xaHue BOIIPOCOB (TUITOBBIX 3aJaHUIN)

1 [Ipenmer, Metomonorus
Y MTOHSATUMHBIN anmapar

Kypca.

1.Mecto uH(bOpMAIIMOHHONW 0€30MacHOCTH IKOHOMHUYECKHX
CUCTEM B  HAIMOHAIBHOW  OE30MAaCHOCTH  CTpaHbI.
Nudopmannonnas 0€301acHOCTb B YCIOBUSAX
¢yHknuonupoBanusi B Poccunm  rioOanbHBIX — CETEH.
OCHOBHBIE  HOPMATHUBHBIE  PYKOBOJSIINE  JTOKYMEHTHI,
Kacarollecss TOCyJAapCTBEHHOW  TailHbl, = HOPMATHUBHO-
CripaBOYHbBIC JOKYMeHTHL. Hasnauenuwe u 3amaum B cdepe
obecnieueHnss MHGOPMAIMOHHONW O€30MacHOCTH Ha YpOBHE
rocyaapcTBa. MexnyHapoaHbIe CTaHJIapThI
nH(popMaInmoHHOro oOMeHa.

2.0OCHOBHBIC  TIOJIOXKEHUS  TeOopud  WHEOOPMAITMOHHOM
0e301acHOCTH WH(POPMAITMOHHBIX CHUCTEM.
Kondunenumnansaocts. LlenmoctHOCTh. JlOCTYTHOCTD.
3.OCHOBHBIE  TIOJIOXKEHUS  TeOopuu  WHEOOPMAITMOHHOM
6e3onacHoCTH HHMDOPMAITMOHHBIX cucTeM. OOBEKT U CyOBEKT
JOCTyTA. Cpencrtso paboThI c uH(popManuen.
HecankimonupoBaHHbIN JOCTYT K HH()OPMALIHH.
4.OCHOBHBIC  TIOJOKEHHMSI ~ TE€OpHH  HMH(POPMAIMOHHOMN
6e3omacHocTy MH(POpPMALMOHHBIX cucTeM. Maentudukanus.
AyTenTuduxanusi.

5.0CHOBHBIE  TOJOXKEHUS  TEOpUH  HHGOPMALUOHHOU
Oe3omacHOCTH ~ MH(POPMAIMOHHBIX  cUCTeM. [IpuHIHUIIBI
pacnpeneneHus IpaB U OTBETCTBEHHOCTH.

6.Monenu 0e30MacHOCTM W HUX MpUMEHeHue. Mopaenu
nocryna. Pemerwaras mopens. Mopens bemn-Jlallagyna.
Monenb 6€30nacHOCTH.

7.Monenu 06€30MacHOCTM W HX TMpUMeHeHne. Mopaenu
noctymna. Mozaens bu6a. Mozaens ['orena-Mesurepa. Moenb
0€30MacHOCTH.

8.Monenu 0e30mMacHOCTM W HX MpUMEeHeHne. Mopaenu
nocryna. Mogens Cazepnenga. Moaens Knapka-Bunbscona.
Monenb 6€30macHOCTH.

9.Mopenn 0e30macHOCTH W WX MNpUMEHeHne. Mopaenu
noctyma.  OOsi3aTenbHOE — yOpaBleHHWE  JOCTYIIOM U
nepeHa3HayaeMoe ympaslieHne joctynoM Jloctyn 1o
MpaBWJIaM U JAOCTYII IO poJisiM. Moienb 6e30macHOCTH.
10.Takconomus (xknmaccuduxanys) HapyLIECHUH
nH(GOPMAIMOHHON 6€30MaCHOCTH BBIYHCIUTEILHOW CUCTEMBI




n/n

HaunmenoBaunue
paszaena IMCIUILIMHbI

Coneprxanue BOPOCOB (TUIOBBIX 3aaHU)

U TPUYMHBI, OOYCIaBIMBAIOIIME HX CyIIeCTBOBaHUE. Tpu
BUJAa BO3MOXKHBIX HapyImIeHHH HH()OPMAIIMOHHON CHUCTEMBI.
Hapymenust koHQUICHINAIBHOCTH.

11.TakcoHoMuUs (xmaccuduranmys) HapyLIECHUH
UH(POPMALMOHHON 0E30MACHOCTH BBIYUCIUTEIEHON CHCTEMBI
U TIPUYMHBI, OOYCIaBIMBAIOIIME WX CYyIIeCTBOBaHWE. Tpu
BUJa BO3MOXKHBIX HapylleHUH HH(OPMALMOHHON CHUCTEMBI.
H3menenus B cucreMme.

12. TakcoHOMUS (xnaccuduxarst) HapyLIECHUN
MH($OPMaIlMOHHON 0€30MaCHOCTH BBIYHCIUTEILHONW CUCTEMBI
U TpUYUHBIL, OOyClIaBIUBAIOLIME MX CYLIECTBOBaHME. TpH
BHJa BO3MOXKHBIX HapylleHUH HH(OPMAIMOHHON CHUCTEMBI.
YTpara paboToCrOCOOHOCTH WU TPOU3BOAUTEIIHLHOCTH.

Pazpymaromune
IIpOrpaMMHBIE
BO3JIEHCTBUSA u
cpencTaa
HCCaAaHKITMOHUPOBAHHOI'O
nocrymna (HCJI)

13.AHanu3  cnocoboB  HapylleHM  HMH(OpPMAalMOHHOM
6e3omacHocTH. Bunpl MPOTUBHUKOB WiIKM "Hapymiutenei'.
Hcrounnkn w MoTuBBl HapyuieHuil. HenpenHamepeHHbIe
JENUCTBHUSI COTPYTHUKOB.

14.Ananu3  crnocoOoB  HapymieHUd  HWHGOPMalUOHHOU
6e3omacHocTH. Bujpl MPOTUBHUKOB WiIKM "Hapymiutenei'.
HUcrounnkn u MoTuBbl HapymeHuid. [IpengHamepeHHBbIE
JIEWCTBUS COTPYIHUKOB.

15.Ananu3  cnoco0OB  HapymieHHd  WHGOPMAIMOHHOU
06e30omacHOCTH. BuIpl NMPOTMBHUKOB WM "Hapymurtemnein'.
NCcTOYHUKKM W MOTHMBBI HapylleHWil. [[elCTBUS CTOPOHHHUX
JIUL KPUMUAHAIIBHOTO XapaKTepa.

16.ITonsitue YTPO3BI. Knaccudukarus yrpo3
nH($OpMallMOHHON 0€30MacHOCTU. YTPO3bl, HE 3aBUCSIINUE OT
YeJI0BeKa.

17.1lonsitue YIPO3BI. Knaccuduxkanus yrpo3
uH(pOopMallMOHHOM 6e30macHoCTU. ICKyCCTBEHHBIE YTIPO3bI.
18.Ilonsitue YIPO3BI. Knaccudukarmst yrpo3
uH(GOPMaIMOHHON 6€30MacHOCTH. YTPO3bl HH(DOPMALIMOHHOM
0€30MacCHOCTH OT UCIOIb30BAHUS CIICHUANBHBIX CPEJICTB.
19.Araka. JlokanbHas u ynaneHHas araka. Xakep. Kpakep.
Opukep.

20.TumnoBas araka Ha CUCTEMY.

21.JlokanbHble aTaku. ConnalibHasi HHKEHEPHUSL.

22.3aky1a Ky B anmnapaTHOM O0ecTieueHU .

23.Ilpeomonenue orpaHnveHHit 1oCcTyna Ha ypoBHe firmware.
24.ITosmyuenue nocryna Ha rane 3arpysku OC.

WndpactpykTypa
OTKPBITBIX KITIOUYEH.

3aluieHapIe
MIPOTOKOJIBL.

25. Meroasl  kpuntorpaguu. OCHOBHBIE  MPHUHIUIIBI
kpunrorpapuu.  Iludposanue. HMcropus  TaifHOIUCH.
Uctopuueckue npumep. [ludp Lezaps. [Ipusectu npumep.
26. Meroasl  kpuntorpaguu. OCHOBHBIE  MPHUHIUIIBI
kpunrorpapuu.  Hludposanue. Vcropuss  TalfHONUCH.
Uctopuueckne mnpumep. Ksagpar Iloaubus (Tropemuas
a3z0yka). [IpuBectu npumep.

27. Meroasl  kpuntorpaguu. OCHOBHBIE  NPUHLHUIIBI
kpunrorpapuu.  Hludposanue. Vcropuss  TalfHONUCH.
Wcropuueckue npumep. Ksagpar Kappano. Ilpusectu




n/n

HaunmenoBaunue

pasaciia AMCHHIIIMHBL

Coneprxanue BOPOCOB (TUIOBBIX 3aaHU)

npuMep.

28. Meroasl  kpunrtorpaguu. OCHOBHBIE  MPHUHITUIIBI
kpunrorpaguu.  Iludposanme. Vcropuss  TalfHOIHUCH.
Hcropuueckue [IPUMEDBL. Tabnuna Buxenepa.
MmuoroandasurtHas 3amena. [IpuBectu npumep.

29. Meroasl  kpunrtorpagun. OCHOBHBIE  MPHHITUIIBI
kpunrorpaguu.  Iludposanme. Vcropuss  TalfHONHUCH.
Uctopuueckue npumepsl. Llnpposanue nmo kuure. [IpuBectn
npuMep.

30. Metoas! kpunrorpaduu. IlpakTrueckn cToWkuidi mmdp.
AOcomoTHast  cTOMKOCTh mMdpa. ATaka Ha OCHOBE
MIUPPOTEKCTa, HA OCHOBE M3BECTHOTO OTKPBITOTO TEKCTa, Ha
OCHOBE BbIOPaHHOI'0 OTKPHITOro TekcTa. HamexHusiit mmdp.
31. Meroner kpuntorpadpuu. IloTouHoe wmmppoBaHue.
Uckmrouaromee NJIN (cnosxkeHune mo MoayIo 2).

32. Mertoabl kpunrorpadun. JIMHEHHBIE PETUCTPHI CHIBHUTA.
[IpuBectn nprumep.

33. Metons! kpunrorpaduu. biiounoe mmdposanue.

34. Metonsl kpunrorpaduu. CuMMeTpuyHOE MHU(PpPOBAHHE
(mudpoBaHMe Ha CEKPETHOM KIIOYe). ACUMMETPUYHOE
muppoBanue (MUppoBaHUE HA OTKPHITOM KITIOUE).

35. Meroasl kpuntorpaduu. OneKkTpoHHas I1UdpoBas
HOJIIHCh.

36.Metoapl kpunrorpadun. Xsm-GyHKIHAS B SJIECKTPOHHOU
1 (poBOI MOAMUCH.

MexceTeBble  3KpaHbl,

KJIaCChI
3alUIICHHOCTH.

nux

37.3amuTa. Mcnonp30BaHuE 3alUIIEHHBIX KOMIIBIOTEPHBIX
cucteM. MexaHu3mbl 3amuThl. HopmaTuBHO-IpaBOBEIE,
MOpaIbHO-ITUYECKUE, OpraHU3allMOHHbIE U (U3HUECKUE
(TEXHMYECKHE) CPEJICTBA 3AIUTHI.

38.0OcHOBHBIE TEXHOJOTHU MOCTpoeHUs 3ammineHHbx DUC.
KoHTpou1b )KM3HEHHOT 0 IUKIIA IPOrPaMMHOI0 o0ecrieueHus ¢
TOYKH 3peHus nH(OPMALIMOHHOU 0e30MmacHOCTH.
Meponpusitusi, ocyuiectBiseMble mnpu  cozmanun  UC.
CepTudukaiusi IporpaMMHOT0 00ecreyeHusl.

39.0OcHOBHBIE TEXHOJIOTUU MOCTpOeHuUs 3amuiieHHbix JUC.
KoHTpo:b KM3HEHHOTO IIUKJIa MPOTPaMMHOT0 00ECTICYEHHUS C
TOUYKH 3peHus nH(OPMALIMOHHOU 0e30MmacHOCTH.
MeponpusTus, OCylIecTBIsIeMble B MPOLECCe IKCILTyaTaI[H
nc.

40.Konuenmus MH(pOPMAaIMOHHOM 0€30MacHOCTH.
Konnenuus nHdopMaoHHON 0€30MacHOCTH MPEANPUATHSL.
VYnpasiaenus  puckamu. [lomutuka  MHPOPMALMOHHOM
0€30MacHOCTH.

41.3ammra. MexaHu3Mbl 3amuThl. Dusznyeckue cpeacTsa
3aIIUTHI.

42.AnmapaTHO-TIpOrpaMMHBIE CpeAcTBa 3amMThl. CHUCTEMBI
UICHTUQUKAIIMK U ayTeHTU(HUKAIMMU  T0JIb30BaTesIeH.
Cuctembl U(pPOBaHUS JUCKOBBIX JaHHBIX.
43.AnmapaTHO-TIpOrpaMMHBIE CpeAcTBa 3amuThl. CHCTEMBI
ayTEHTU(PUKALUHU DJICKTPOHHBIX JaHHBIX.




Ne HanmenoBanue Copep:xaHue BOIIPOCOB (TUIIOBBIX 3aJaHUMN)
n/m paszjenna JUCIHILINHBI

44. AnnapatHo-TiporpaMMHbIe cpeAcTBa 3amuThl. Cpencrsa
yIpaBlIeHUs] KPUNTOTpahUISCKUMU KITFOYAMH.

) OOnapyxenue arak B | 45.Ataku Ha cpeicTBa ayTeHTH(UKauu. buomerpuieckne
rI100ABHBIX CETAX cpeacTBa ayTeHTH(UKALUY.

46.ATaku Ha cpeicTBa ayTeHTU(UKAIMH. TOKEHBI.

47.Ataxu Ha cpenctBa ayreHTudukanuu. [lapomm. CrocoOsr
XpaHeHus naposiei CUCTEMHOM MONIUTUKU MTapoJieit

48.Ataxu Ha cpeactBa ayreHTuduKanuu. [lapomn. Umuranus
CHUCTEMHOI'0 IIpUriameHus Ataka Ha c1aboCcTh apoJie.
49.ATaku Kiacca "moBbIILIEHUE TPUBUIIETHI".
50.ITocToponHee mporpaMMHOe 0OeCTIeYeHHE.

51.Ynanennsle aTaku. 3710BpeAHbBIE MPOTrPAMMBI.

52.ITonsiTHSI O BUIaX BUPYCOB.

93.VyanenHsle ataku. ATakd Ha OTKa3 B OOCIyKMBaHUH.
MackupoBka.

54.VnianeHHsle  aTakd. ATakd Ha  MapLIPyTHU3aLHUIO.
[Tepenonnenne Oydepa.

55.Ynanennsie ataku. Ataku Ha ceBpBepsl: CGl m HTTP.
ATaku Ha KIMeHTOB: ActiveX, Java.

56.Ynanenusle ataki. ATakd Ha IIOTOK JAaHHBIX. AKTHBHBIE
aTaku. ATaka IOBTOPOM.

57.ATtaka "3J0yMBINIJIEHHUK-TIOCPEAHHUK". ATaKkd Ha OCHOBE
cereBoil Mapuipytu3anuu. [lepexsar ceccum.

6 Nudopmannonnas 58.MudopmanonHas 06€30MacHOCTh TP TOJKIIOUCHUH K
0€301acHOCTh Internet. MexceTeBbie DKpaHbI.

OankoBckux cucreM u | 59.MudopmanmonHas O€30MacHOCTh MPU TMOIKIIOUEHUU K
CUCTeM  3JIeKTpoHHOH | Internet. Ympasisiemble KOMMYTaTOPBI.

KOMMEPITHH 60.Mudopmarninonnas 0€30MacHOCTh TPH TMOJKIIOUCHUH K
Internet. CetreBbie GUIBTPHI.

61.Mudopmanmonnas 06€30MacHOCTh TPH TMOJKIOUCHUH K
Internet.  IIlmio3er  ceancoBoro ypoBHs. Ilocpennuku
MPUKIIATHOTO YPOBHS.

62.MudopmaninonHas 0€30MacHOCTh TPH TMOJKIOUCHUH K
Internet. MHCIIEKTOPBI COCTOSIHUS.

5.3. TunoBbie KOHTPOJIbHBbIE 3aJaHUs (MATePUAJIbI) AJI5l TEKYIIEr0 KOHTPOJIS
B ceMecTpe

Tekymuii KOHTPOJIb B CEMECTPE OCYIIECTBISIETCS B ()OpPME BBHIMIOJIHEHUS U
3alUTBl  1a0OpaTopHbIX paboT, a Takke cobecenoBanus. CobecegoBaHue
IPOBOAUTCS B (hOPME OTBETOB HA 3a/IaHHBIE BOTIPOCHI.

JlaGopaTopHble padoTbl. B mabopaTopHOM MpakTUKyMe MO JUCIHMILIAHE
NPE/ICTAaBIIEH TEepPeYeHb JA0OpaTOpPHBIX paboT, 0003HAYEHBI IENbh M 3a]adH,
HEOOXOJIMMbIE TEOPETUUYECKHE U METOAMYECKHE YKazaHus paboTe, paccMOTpEeH
MPAKTUYECKUNA TPUMED, JIaHbl BAPUAHTHI BBIMOJHEHUSI U NEPEYEHb KOHTPOJIbHBIX
BOIIPOCOB.

3amuTa 1a00paTOPHBIX PabOT BO3MOKHA IOCJE MPOBEPKH MPABUIHLHOCTHU

BBITIOJTHEHUST 3aJaHus, OG(OpPMIICHHS OTYeTa. 3aluTa MOPOBOAUTCA B (Qopme




coOeceloBaHUsl MpeEnoAaBaTesl CO CTyACHTOM IO TeMe JIabopaTOpHOM padOTHI.

[IpumepHbIi IEpedueHb KOHTPOJIBHBIX BOIPOCOB IS 3aIIUTHI J1a00OPATOPHBIX PadOT

MIPEICTABIICH B TaOJHIIE.

Ne Tema maGoparopHoit
/1 paboThl

Copep:xaHue BOIIPOCOB (TUIIOBBIX 3aJaHUMN)

1 | JlabopaTtopHas padora Nel

Kowmmekcnas cucrema
obOecrieueHus
nH(OPMALIMOHHON
0Ee30MIacHOCTH.

l.AHanu3  cnoco0OB  HapyuleHUMH  MHQOpPMalMOHHOM
Oe3omacHoCTH. Buapl NMpPOTUBHUKOB WM "HapymuTesnen'.
Hcrounnkn u mortuBel HapyumieHuil. HenpennamepeHHbie
JIEWCTBUS COTPYIHUKOB.

2.AHamu3  cmoco0OB  HapylleHWH  MHPOpPMallMOHHOM
Oe3omacHoCcTH. Buapl MpOoTUBHUKOB MM "HapymiuTenei'.
Hcrounnkn u MoTuBbl HapymeHui. lIpenHamepeHHbIe
JIEWCTBUS COTPYIHUKOB.

3.AHanu3  cnoco0OB  HapyuleHHMH  HMHPOPMAlMOHHOM
6e3omacHOCTH. Buapl MpOTUBHUKOB WM "HapymuTenen'.
VcTOYHMKM ¥ MOTHMBBI HapylmleHWW. [[eHCTBHS CTOPOHHHUX
JIUI] KpUMUHAJIBHOTO XapakTepa.

4 .Ilonsarue YTPO3HL. Knaccudukarus yrpo3
nH(pOpMallMOHHON 0e30macHOCTU. YTPO3bl, HE 3aBUCSIINE
OT YEJIOBEKA.

5.I1onsiTue YI'PO3BI. Knaccuduxkanus yIrpo3
nHpopmaImoHHoM 6e30macHOCTH. ICKyCCTBEHHBIE YTPO3HI.

6.1TonsiTue YI'PO3BI. Knaccudukanus yIrpo3
nH(pOpMaITMOHHOM 0€30MacHOCTH. Yrpo3sl

nHpopManMoOHHOW  0€30MacHOCTH  OT  MCIOJIb30BAHMS
CHEIHaIbHBIX CPEJCTB.

7.Ataka. JlokanbHas M yjnalieHHas artaka. Xakep. Kpakep.
®dpukep.

8. TunoBas araka Ha CUCTEMY.

9.JIokanbHble ataku. ColanbHas HHXEHEPUS.

10.3aknaaku B anmapaTHOM 00€CIICUeHUH.

11.Ilpeomonenne oOrpaHM4eHUd JOCTyNla Ha YpPOBHE
firmware.

12.ITomyuenue nocryna Ha arane 3arpy3ku OC.

2 | JIaboparopnas pabota Ne2

pacrpezeneHre KiIroden

I/IsyquHe IIpOorpaMMHBIX
IIpOAYKTOB n CHUCTEM

KPHUITOTpapHIeCcKOM
3aLIUTHI uHpopManuu,
KJ1accudeckast
KpHUnTorpadus u

1. Meronst kpuntorpaduu. OCHOBHbIE  IPUHLHUIIBI
kpunirorpadun.  [ludposanme. Hcropus  TaitHOMKCH.
Ucropuueckue npumep. lnudp Le3aps. [IpuBectu npumep.

2. Merogpt  kpunrorpaguu. OCHOBHBIE  NPUHIIMIIBI
kpunrorpapuu. Iludposanue. HWcropus TaiiHONuUCH.
Hcropuueckue npumep. Ksagpar Ilonmubus (TropemHas
a3z0yka). [IpuBectu npumep.

3. Meroapl kpuntorpa¢puu. OCHOBHbIE  MPHHILHUIIBI
kpunrorpapuu. Iludposanue. HWcropus  TaiiHOmuUCH.
Ucropuueckne mnpumep. Ksagpar Kapnano. Ilpusectu
puMep.

4. Meroasl  kpunrorpaguu. OCHOBHBIE  TPUHIUIIBI
kpunrorpapuu. Iludposanue. HWcropus TaliHOmMCH.
Hcropuueckue IIPUMEDBL. Tabnuua Buxenepa.
MmuoroandasurtHas 3amena. [Ipusectu npumep.

5. Meroapl  kpuntorpaduu. OcHOBHbIE  MPHHLHUIIBI




n/n

Tema naGoparopHoii

paboThI

Coneprxanue BOPOCOB (TUIOBBIX 3aaHU)

kpunrorpapuu. ludposanue. Hcropuss TaliHOIHCH.
Uctopuueckne mpumepsl. ludpoBanune 10  KHHrE.

[IpuBectn npumep.

JlabopaTtopHas padota No3

[IpakTrueckoe
MpUMEHEHHE
KpUnTorpapuu
OTKPBITBIM
[MTaker PGP

KIIIOYOM.

Mertoabl kpuntorpadpuu. IlpakTudeckn CTONKHIA
mmdp. AbGcomoTHas CTOWKOCTh mudpa. ATaka Ha
OCHOBE MMHU(PPOTEKCTa, HA OCHOBE HW3BECTHOIO
OTKPBITOTO ~ TEKCTa, Ha OCHOBE BBIOPAHHOTO
OTKpBITOTO TeKkcTa. Hamexubrit mudp.

Metoapl kpunrorpaguu. Ilorounoe mudpoBanue.
HUckmouaromiee NJIN (cnosxeHue mo MOgyIo 2).
Metoael  kpuntorpaduu. JIuHeilHbIE perucTpbl
casura. [Ipusectu npumep.

Metonas! kpuntorpadpun. biounoe mudposanue.
Meroasl KpunTorpaQuu. CummerpuuHoe
mdpoBanue (MHUPPOBaHUE HA CEKPETHOM KIIIOYE).
AcumMmerpuuHoe mudpoBaHue (MHPpoBaHHE HA
OTKPBITOM KITIOYE).

Metoasl kpunrtorpaguu. IJeKTpoHHas LHUQpoBas
HOJIHUCH.

Metonpl  kpunrtorpadum. Xom-GpyHKIUs B
AJICKTPOHHOU U(PPOBON TTOIKCH.

JlabopatopHas pabora Ne4

MexceTeBbie
KJIACCHI
3aIUAIEHHOCTH.

JKpaHBbI,
uX

3amura. HUcnons3oBanue 3aIUIIICHHBIX
KOMIIBIOTEPHBIX ~ CHUCTEM. MexXaHU3Mbl —3alllUThlI.
HopMmaTtuBHO-1paBoBHIE, MOpaIbHO-ITUYECKUE,
OpraHU3aIlMOHHbIC W (U3UYECKUE (TEXHUUYECKHE)
CpEICTBA 3aIUTHI.

OcHOBHbBIE TEXHOJOTHUU IMOCTPOCHUS 3aIIUIIEHHBIX
OUC. KoHTpoJIb )KU3HEHHOTO IIUKJIA IPOrPAMMHOI0
ofOecnieyeHrs € TOYKU 3peHUs HH(POPMAIMOHHOU
Oe3omacHOCTH. MeponpusTisi, OCYIIECTBIsEMbIe
npu co3aanuu MC. Ceptudukanus mporpamMmmMHOro
obecrieueHusl.

OcCHOBHBIE TEXHOJOTHUU TMOCTPOCHUS 3aIUILIEHHBIX
SUC.

KoHTponb  KH3HEHHOrO0 IMKJIa MPOrPaMMHOTO
obOecrieyeHrss ¢ TOYKU 3peHHs HH(DOpPMAIMOHHON
Oe3omacHOCTH. MeponpusTusi, OCYIIECTBIIEMbIE B
npouecce skcrryaranuu UC.

Konnenmus  uHpOpMaIoHHOW  0€30MacHOCTH.
Konnenmuss ~ uHpopManmoHHoil  6e30MacHOCTH
npennpustus. YmpaBiueHus puckamu. [lomuTthka
UH(POPMALIMOHHOM G€30MaCHOCTH.

3amuTta. MexaHu3mbl  3amuUTh.  DuU3NYECKUE
CpEeICTBA 3aIUTHI.

ATmmapaTHO-IpOTpaMMHBIE  CpPEJICTBA  3allUTHI.
Cucrembl wuAeHTU(GUKAIUA U  ayTeHTU(UKAUU
nonb3oBareneil. CucteMbl MUGPOBAHUS TUCKOBBIX
TAHHBIX.




Ne Tema nabGoparopHoit Coneprxanue BOPOCOB (TUIOBBIX 3aaHU)
/0 paboThI

8. AmnmaparHo-porpaMMHbIE CPEACTBA  3AlLUTHI.
CucreMbl ayTeHTH(PUKAIIUN SJIEKTPOHHBIX JTaHHBIX.

9. AnmapaTHO-IpOrpaMMHBIE ~ CpEACTBA  3aIlUTHL
CpenctBa  ympaBieHHs — KpUNTOrpadUIecKUMU

KIIIOYaMH.
5 | JIaboparopHas pabota Ne5 1. Araku Ha CpeacTBa ayTeHTH(UKALIUH.
OCHOBHBIE ~ TEXHOJIOTUU Buomerpuueckue cpencTBa ayTeHTU(DUKAIHH.
IIOCTPOCHHUS 3aLIUILCHHBIX 2. Araku Ha cpelcTBa ayTeHTU(UKANH. TOKEHBI.
SUC 3. Araku Ha cpencrtBa ayrteHTuduKanmu. [laponm.
Crioco6b! xpanenus naposieit CUCTEMHON MOTUTUKU
napoJsiei

4. Artaku Ha cpencrBa ayreHTu(ukauuu. Ilaponu.

NMuranus cHCcTeMHOro TpHIIamieHuss ATaka Ha

cnabocTh maposei.

ATaku Kacca "MOBBITIIEHNE TPUBUIICTUI" .

[TocTopoHHee mporpaMmHoOe oOecriedeHHE.

VY aaneHHble aTakd. 3TOBPEIHBIC TPOTPAMMEI.

[ToHsTHS O BUZIaX BUPYCOB.

YnaaneHHsle  arakd. ATakM Ha  OTKa3 B

obcmyxuBaHUU. MacKupoBKa.

10. Ynanennble ataku. ATakd Ha MapuIpyTH3AIHIO.
[Tepenonuenue Oydepa.

11. Ynanennvie araku. Ataku Ha ceBpBepel: CGI u
HTTP. Ataku Ha ximneHToB: ActiveX, Java.

12. Yanensple arakd. ATakd Ha IIOTOK JTaHHBIX.
AKTHBHBIE aTaku. ATaka IOBTOPOM.

©ooNo O

13. Araka '"370yMBIIUIEHHUK-TIOCPEIHUK". ATaku Ha
OCHOBE ceTeBoi MapuipyTusanuu. [lepexsat ceccuu.

6 | JlaboparopHas pabota Ne6 1. HudopmarmonHas 6€301MacHOCTh MPHU MOAKITIOYCHUN
Nndopmannonnas K Internet. MexxceTeBble SKpaHbI.
0e30macHOCTh OAHKOBCKUX 2. MudopmanuonHas 6€30MacHOCTb MPU MOJKIOUYEHUU
CHCTEM u CUCTEeM K Internet. YmpaBisiemble KOMMYTaTOPBI.
BJICKTPOHHOH KOMMEpPLHH 3. HudopmanmroHnHas 6€30MacHOCTb MPH MOIKIIOUYECHHUH

K Internet. CeteBble (GUIBTPHL

4. HnadopmanmonHas 6€30MaCHOCTh P TOAKIFOYCHUH
K Internet.  [ll1ro3pl  ceaHCOBOrO  YpOBHS.
[TocpeqHUKYN PUKITAJHOTO YPOBHS.

5. HudopmarmonHas 6€300aCHOCTb MPH MOAKIIOYSHUN
K Internet. MHCIEKTOPBI COCTOSIHUS.

5.4. Onucanmne KpUTEpUEeB OLCHUBAHUS KOMIIETEHUMH U IIKAJIbI OLCeHUBAHUS
[Ipu npomexyTouHoW arrecTaluu B (QOpMe HK3aMEHa, MCIOJIb3yeTCs
CIEAyIolIasl IIKaja OLEHUBAHUA: 2 —  HEYIOBICTBOPUTEIBHO, 3 —
YIAOBJIETBOPUTEIBHO, 4 — XOPOIIO, 5 — OTIIUYHO.
Kpurepusimu oneHrnBaHus JOCTHKEHUN MMOKA3aTENEH SIBISIOTCS:

‘ Haumenosanue ‘ Kpurepuii onieHUBaHUS




MOKa3aTes
OLICHUBAHUS
pe3ynbraTa
o0ydeHus 1o
JIMCIUTUTAHE

[IK-2 CnocobeH BBIIOJMHATH pabOTBl O COMPOBOXKICHHUIO HMH(MOPMAIIMOHHBIX CHCTEM,
ABTOMATH3UPYIOIIUX 33Ja9l OPraHU3AIMOHHOTO YIIPaBIeHHUS U OU3HEC-TIPOIIECCHI

[1K-2.6. [IpoBoauT ayaut 6€30macHOCTH WH(OPMAIIMOHHBIX CUCTEM, HCIIOJIb3YET COBPEMEHHBIE
METOJIMKH 3aIIUThl HHPOPMAITUH

SHauus

3HaHMe TAoB IMPOCKTHUPOBAHUA CUCTEM, KOMIIJICKCOB, CPECACTBA U TEXHOJIOT U
oOecrieueHunst THPOPMAITMOHHON OE30MTaCHOCTH.

O06beM 0CBOCHHOTO MaTepHala.

[ToHOTa OTBETOB HA BOITPOCHI.

VYmenusa

®opmupoBarh TpeOOBaHUS K MPOEKTUPOBAHUIO CUCTEM, KOMIUIEKCOB, CPE/ICTBA
Y TEXHOJIOTHH o0ecrieueHrs: HHPOPMaIIMOHHON 0€30MacHOCTH.

CpaBHenue,
BBIBOJIOB.

COITOCTABJIEHHE,

0000menne Martepuana U (HOpMyIHpPOBKa

HaBbikn

Pa3paboTku cucteM, KOMITJIEKCOB, CPEICTBA M TEXHOJIOTUN 00ECTICUESHUS
“HGOPMAITMOHHOM 0€30TTACHOCTH € YYETOM 0COOEHHOCTEH 0OBEKTOB 3aIIUTHI.

AHanu3 pe3yabTaToB pelICHHbIX 3aa4.

Onenka

IpernoiaBaTejIeM BBICTABISCTCS HWHTETPATbHO C YYETOM BCEX
nokasaresiell 1 KpUTepUeB OIEHUBAHMUS.
Ornenka cOpMUPOBAHHOCTH KOMIIETEHIIMM MO MOKA3aTENI0 3HAHUAL.

Kpurepuii

YpoBeHb OCBOCHHUSI M OLICHKA

2

| 3

4

5

[IK-2 CnocoGeH BBIMOJTHATH PadOTHI

[0 COMNPOBOXKJEHUIO HH(MOPMALMOHHBIX CHCTEM,

aBTOMATHU3UPYIOIINX 3aJ]a4l OPTraHU3al[MIOHHOr0 YIIPABJICHUS U OU3HEC-TIPOIIECChHI
[TIK-2.6. TIpoBoauT ayaut 6e30macHOCTH WH(DOPMAITMOHHBIX CUCTEM, MCIOJIb3yeT COBPEMEHHBIC
METOJIMKH 3aIlUThl HH(popManuu

3HaHue stanoB | He 3Haer »9rtamoB | 3HaeT JTanbl | 3HAeT sTanbl | 3HaeT STkl
TIPOEKTHUPOBAHUS TIPOEKTHPOBAHUS MIPOSKTUPOBAHHUS MIPOSKTUPOBAHHUS TIPOSKTHPOBAHUS
CUCTEM, KOMIUIEKCOB, | CHCTEM, KOMILJICKCOB, | CHCTEM, CHCTEM, CHCTEM, KOMILICKCOB,
cpencrsa U | CpencTsa U | KOMILJICKCOB, KOMIIJIEKCOB, cpencTBa u
TEXHOJIOTHUI TEXHOJIOTHUI cpencTBa U | cpencTBa M | TEXHOJIOTHH
obecrneueHus obecrneueHus TEXHOJIOTUH TEXHOJIOTUH obecrieyeHus
WHPOPMAITMOHHON HH(POPMAITMOHHON obecriedeHus obecriedeHus nH(pOpMaIMOHHON
0€30macHOCTH. 0e30macHOCTH HH(POPMAITHOHHOK MH(POPMAITHOHHOK 0e30IaCHOCTH, MOYKET
0e30macHOCTH, HO | 0e30MacHOCTH KOPPEKTHO
JIOTTyCKaeT c(hOpMyJIHPOBAaTh KX
HETOYHOCTH CaMOCTOSITEILHO
hopMyIHPOBOK
O0wemM ocBoenHoro | He 3Haer 3HaeT TOJIBKO 3HaeT MaTepuan OO6manaer TBEpABIM U
Marepuana 3HAYUTEIILHON OCHOBHOM MaTepuan | IUCIHIUIAHBI B ITOJIHBIM 3HAHUEM
YacTH MaTepuaia JIVCLUIUIMHEL, HE JIOCTATOYHOM MaTepuaa
JIACLIMILIAHBI YCBOWJI €r0 JeTaneil | oObeme JACUHUILIMHEL
BlIaJieeT
JIOTIOJIHUTEIEHBIMHI
3HAHUSMH
ITonrora otBeToB Ha | He maer orBethl Ha | laer HeronHble | Jlaer  oTBeThl Ha | Jlaer TTOJTHEIE,
BOIIPOCHI OOJIBLIIIMHCTBO OTBETHI HAa  BCE | BOMPOCHI, HO HE BCE | Pa3BEPHYTHIC OTBETHI
BOIIPOCOB BOTIPOCHI - TIOJTHBIC Ha MTOCTABJICHHEIC
BOTIPOCHI, Jienaet
CaMOCTOSTEIbHBIC
BBIBOJIBI

Ouenka chopMUPOBAHHOCTU KOMIETEHIINI MO TOKA3aTeN0 Yuenus.




Kpurepuit

YPOBGHL OCBOCHH M OLICHKA

2

| 3

| 4

| 5

TIK-2 CnocobeH BBITOIHATE pa6OTLI o COIMPOBOXICHUIO I/IH(i)OpMaIII/IOHHLIX CHUCTEM, ABTOMATU3UPYIOINUX 3aJa4u

OPraHrU3allMOHHOTO YIIPABJICHUA U 6I/I3H€C-Hp01IeCCLI

[IK-2.6. IIpoBoauT aymut Oe3omacHOCTH HH()OPMALMOHHBIX CHCTEM,

HCIOJIB3YCT COBPEMCHHBLIC MCETOAWMKH 3allUTbI

nH(pOpMaIUU
dopMHpOBaTh He ymeeT | Ymeer opmupoBath | YMeer (opmupoBaTh | YMeer HIPaBUJIBHO
TpeGoBaHMs K | opMupOBaTH TpeOoBaHMA K | TpeOoBaHMs K | ¢opMupoBath
TIPOEKTUPOBAHHIO TpeGoBaHMs K | IPOEKTUPOBAHUIO MIPOEKTHPOBAHHIO TpeOoBaHUS
CHCTEM, KOMIUIEKCOB, | MPOEKTHPOBAHHIO CHCTEM, KOMIUIEKCOB, | CHCTEM, KOMIUIEKCOB, | IPOEKTHPOBAHHIO
cpencraa U | cuCTeM, KOMIUIEKCOB, | CPE/ICTBa U | cpeacTsa U | cHUCTeM, KOMILIEKCOB,
TEXHOJIOTUI cpencraa U | TEXHOJOTUH TEXHOJIOTHH cpencTaa
obecrieueHust TEXHOJIOTUH obecrieueHust o0ecrieueHunst TEXHOJIOTHI
UH(OPMAIMOHHOM obecrieueHust nHpopManMoOHHON nH(pOopMaIMOHHON o0ecrieueHust
6e3omacHoOCTH nH(OPMaLMOHHOM Oe3omacHoCTH, Oe3omacHoCTH nH(pOpMaIMOHHON
Ge3omacHoOCTH HO JIOITyCKaeT Oe3omacHoCTH,
OITUOKH rpaMOTHO
CaMOCTOSITEIIEHO
JIeJIaTh BBIBOJIBI
CpaBHeHue, He MoxeT | Moxker cpaBHMBaTh, | MoxeT cpaBHMBaTh, | MOXeET IPaBUIBHO
COIIOCTABJICHUE, CPaBHHBATb, COIOCTABJISTH, COIIOCTABIISATH, CPaBHHBATB,
0000111eH1E COITOCTABJIAT, 0000111aTh  MaTepuaji | 00001maTh MaTepHall | COMOCTABJIATH,
Marepuana U | 0000IAaTh MaTepual | U JejaTh BBIBOMABIL, HO | W JEJaTh BHIBOBI 000011aTh  MaTepHAa
(dbopmynupoBka U JIeNIaThb BBIBOIBI JIOMTYCKAeT OUIMOKH U CaMOCTOSITEJIbHO
BBIBOJIOB JIeNIaTh BBIBOJIBI

Ornenka copMUPOBAHHOCTH KOMITETEHIIUM MO MoKasarelnto Hasgviku.

YpoBeHb OCBOCHHUSI M OLICHKA

Kpurepuii

2 |

3

4

5

[IK-2 CriocoOeH BBIMONHSATH pabOThI IO COMPOBOXKACHUIO MHQOPMAIIOHHBIX CUCTEM, aBTOMATU3UPYIOLIMX 3a/1a41

OPraHU3aLHOHHOTO YIIPaBICHUS U OU3HEC-TIPOLIECCHI

[1K-2.6. [TpoBoauT aymut Ge30macHOCTH MH(OPMALMOHHBIX CHCTEM, HCIIONIB3YET COBPEMEHHBIE METOAUKH 3alUThI

nHbopManyu
PazpaboTtku cuctem, | He umeer HaBbikoB | Mmeer PaspabatsiBaeT [IpaBunbHO 1
KOMILJIEKCOB, pa3paboTKU CHCTEM, | HEIOCTATOYHBIC CHCTEMBI, CaMOCTOSITENILHO
CpeacTBa U | KOMILJIEKCOB, HaBBIKH DPa3pabOTKH | KOMILIEKCHI, pa3pabaTbIBaeT
TEXHOJIOT Ui CpezcTBa U | CHCTEM, cpeicTBa U | CUCTEMBI,
obecrnieueHus TEXHOJIOTUI KOMIIJIEKCOB, TEXHOJIOTUU KOMIIJIEKCBI,
nH(pOPMAIIMOHHON obecrieueHust cpencTBa u | obecrieyeHus cpelcTBa u
0e30macHOCTH ¢ | mHpOPMAITHOHHOH TEXHOJIOTHH nHHOPMALIMOHHOM TEXHOJIOTUHI
y4eTOM Oe3omacHOCTH ¢ | obecrieueHus Oe3omacHOCTH ¢ | obecreyeHus
ocobeHHoCTeH y4eToM nHGOPMALIMOHHOM y4eToM nHGOPMAIIMOHHON
00BEKTOB 3aIUTHL 0coOeHHOCTEH 6e3omacHOCTH c | ocobenHocTeH 6e3omacHOCTH C
00BEKTOB 3aIIUTHI. y4eToM O00BEKTOB  3aIUTHI, | yUYETOM
0co0eHHOCTENR HO JIOITyCKaeT | ocoOeHHOCTEN
00BEKTOB 3aAILNTEL HETOYHOCTH 00BEKTOB 3aIINTEI
Anamms pe3ynsTaToB | He Bmameer HaBbiku | HeyBepeHHO Bnaneer HaBbikamu | B nmosHoil Mepe

PEIIEHHBIX 3a1a4

aHam3a
pe3yIabpTaToOB
PEIICHHBIX 33729

BJIaJ€ET HAaBBIKAMH
aHam3a
pe3yabpTaToOB
PEIICHHBIX 337129

aHaM3a
pe3yIbTaToB
PELIeHHBIX 3a71a4, HO
JIOIyCKaeT
HETOYHOCTH

BJIaJCCT HaBBIKAMH
aHaJM3a pEIICHHBIX
BBIITOJIHCHHBIX 3a1a4

6. MATEPUAJ/IBHO-TEXHUYECKOE U YYEBHO-METOJANYECKOE
OBECIIEYEHUE
6.1. MarepuajJbHO-TeXHHYECKOE o0ecrieyeHne

HaumenoBanue cnenuaibHBIX
MOMEIIEHUN U IOMEIICHUN I
CaMOCTOSITENIbHOM pabOTHI

OCHaI_I_ICHHOCTL CIeLMaIbHBIX ITIOMEIICHUHN U
MMOMENISHUN IS CaMOCTOSTEIbHOMN pa6OTBI




VYuebnass aymuropus ans mnposeneHus | Crienuanu3upoBaHHAs Mebenb;
JIEKIIMOHHBIX M MPAKTUYECKUX 3AHATUH, | MyJIbTUMEIUUHBIA MPOEKTOpP, IEPEHOCHOU
KOHCYJbTAllMil, TEKyLIero KOHTPOJS, | 9KpaH, HOYTOyK

IPOMEKYTOYHOM aTTECTALIUH.

Meronnueckuit KaOMHEeT i | Cnenuanu3upoBaHHAs Me0eTb;

CaMOCTOSITENTEHOU pabOTHI MYJIbTUMEIUNHBI IIPOEKTOpP, NEPEHOCHON
9KpaH, HOYTOYK

UuraneHelii  3anm  Oubnuorexku  ans | Crennanu3upoBaHHas Me0enb;

CaMOCTOATENFHON paboThI KOMIIBIOTEpHasl TEXHUKA, MOJKIIOYEHHAs K
cetu «MHTepHeT», wumeromas JOCTyl B
IEKTPOHHYIO MH(OPMaILMOHHO-

00pa3oBaTeNbHYIO Cpey

6.2. IlepevyeHb JTUIEH3MOHHOTO M CBOOOHO PACIIPOCTPAHAEMOTI0

MPOrPaMMHOIo0 obecreyeHust
No | TlepeueHb JTUIIEH3MOHHOTO PexBu3UTHI NOATBEPKAAIOIIETO JOKYMEHTA
MIPOrPAMMHOTO
obecrieueHus.
1. | Microsoft Windows 10 | Cornmamenue Microsoft Open Value Subscription V6328633.
KopnoparusHas Cornamenne nercteurenbHo ¢ 02.10.2017 mo 31.10.2023).
Horoeop moctaBku 10 0326100004117000038-0003147-01
ot 06.10.2017
2. | Microsoft Office | Cornamenune Microsoft Open Value Subscription V6328633.
Professional Plus 2016 Cornamenune npericteurensHo ¢ 02.10.2017 mo 31.10.2023
3. | Kaspersky Endpoint | Cybaunensuonnsiii goroop Ne 102 ot 24.05.2018. Cpok
Security «CrangapTHeiii | aeiictBus nunen3uu 10 19.08.2020
Russian Edition» I'paxxnancko-nmpaBoBoii  JloroBop (Kontpakr) Ne 27782
«IlocTaBka mpojaneHUs TMpaBa MOJb30BAHUS (JIUIICH3UN)
Kaspersky Endpoint Security ot 03.06.2020. Cpok neiicTBus
munensun 19.08.2022r.
4. | Google Chrome CBobOomHo pacmpoctpansemoe IIO cormacHO — YCIOBHUSAM
JMIIEH3MOHHOT'O COTJIAllIeHUS
5. | Mozilla Firefox CBoboano pacmpoctpansiemoe IO  coriacHo — yCIOBHSM
JUIICH3MOHHOT'O COTJIAIICHHUS

6.3. IlepevyeHb y4eOHBIX H3JaAHUI U Y4eOHO-METOAUYECKUX MAaTEPHATIOB

1. ApremoB A.B. UndopmannonHas 6e30macHOCTh [DIEKTPOHHBIA pecypc]:
Kypc Jsekiui/ AptemoB A.B.— DOnexTpoH. TeKCTOBble aaHHBIC.— Open:
MexperunonanbHasi Akagemusi 6e3onacHocty u BebkuBanus (MABUB), 2014.—
256 ¢.— Pexxum moctymna: http://www.iprbookshop.ru/33430.html.

2. bamuer [1L.H. Muadopmanuonnas Oe30macHOCT, W 3amuTa WHOOpMAIUu
[OmekTpoHHBI pecypc]: yueOHoe mocobme/ bamurer II.H., badam A.B.,
bapanoBa E.K.— OnekTpoH. TekcToBble nmaHHble.— M.: EBpasuiickuit
OTKPBITBIN WHCTUTYT, 2012.— 311 c— Pexxum JIOCTyIA:
http://www.iprbookshop.ru/10677.html.

3. KammeikoB W.A. Kpunrorpaduueckne MeTOmbl 3amMTHl HHPOpMAIUA
[DnekTpoHHBI  pecypc]: nabopatopubli  npaktukym/ KanmbikoB U.A.,
Haymenko [1.O., I'mm T.A.— DOnektpoH. TekctoBble nanHbie.— (CTaBpOIOJIb:



http://www.iprbookshop.ru/33430.html
http://www.iprbookshop.ru/10677.html

CesepoKaBkasckuit deaepanbubiii  yHuBepcurer, 2015.— 109 c.— Pexum
nocryma: http://www.iprbookshop.ru/63099.html.

4. KowmrmiekcHoe obOecrnieueHue uH()OpMaIIMOHHOM 0€301macHOCTH
ABTOMATU3UPOBAHHBIX CUCTEM [DIEKTPOHHBIA pecypc]: J1abopaTOpHBIN
npaktukyM/ M.A. JlanuHa [u 1p.].— OJEKTPOH. TEKCTOBbIE JaHHbIC.—

CraBponoinb: CeBepoKaBkazckuil peaepanbubiii ynusepcuret, 2016.— 242 ¢.—
Pexum moctyna: http://www.iprbookshop.ru/62945.html.

5. Hectepo C.A. OcHoBbl MH()OPMAIIMOHHOW OE€30MACHOCTU [DJIEKTPOHHBIN
pecypc]: yue6Hoe nocoobue/ HecrepoB C.A.— DJIEKTPOH. TEKCTOBbBIC IAHHBIC.—
CII6.: Cankr-IletepOyprckuii  monutexHudyeckudd  yHuBepcuteT Iletpa
Benukoro, 2014.— 322 C— Pexxum JIOCTyTa:
http://www.iprbookshop.ru/43960.html.

6. OcHoBbl HMHpOpMALMOHHON Oe3omacHOCTU: OMOpHbIA KoHcrekT / E.A.
Pri6axoBa. - CI16.: I3g-Bo C3TYVY, 2016. - 49 c.

7. Tlamumuune B.II. HecranmaptHble MeETOAbI  3amUTBl  UHQPOPMAIUU
[DnexkTpoHHBI pecypc]: nabopatopHbiii npaktukyM/ Ilamuuues B.I1., Jlsxos
A.B.— DOnextpoH. TekctoBeie naHHble.— CrtaBponosab: Ceepo-KaBkaszckuii
denepanbubiii  yHuBepcuteT, 2016.— 196 c.— Pexum gocrtymna:
http://www.iprbookshop.ru/63217.html. 15

8. IlerpoB A.A. KommbroTepHas 6e3omacHocTh. Kpunrorpaduueckue mMeroas
3ammThel  [DnexkrponHbiii  pecypc]/ IletpoB A.A.— DIEKTPOH. TEKCTOBBIC
nanubie.— CapatoB: [IpodoOpazoBanue, 2017.— 446 c.— Pexum noctymna:
http://www.iprbookshop.ru/63800.html.

9. Illamerun B.®d. 3amura kommnbloTepHOW wuHGOpManuu. DhPeKTUBHBIC
MeTonbl U cpeacTBa [OnektpoHHbit pecypc]/ Illansrun B.d.— DnekTpoH.
TexcroBble manubie.— CapatoB: [IpodobpazoBanue, 2017.— 544 ¢c.— Pexum
nocryma: http://www.iprbookshop.ru/63592.html.

6.4. [lepeyeHb HHTEPHET-PECYPCOB, PO ecCHOHAIBLHBIX 0a3 TaHHBIX,
HH(OPMAIHOHHO-CIIPABOYHBIX CHCTEM

1. eLIBRARY.RU - mayunas anexktponHas 6ubnuoreka [cait]. — URL:
https://elibrary.ru

2.  Hayuno-texunueckas 6uonuorexka bI'TY um. B.I'. lllyxoBa: [caiiT]. —
URL: http://ntb.bstu.ru

3. OdumnuanbHBIA HHTEPHET-TIOPTANT MPABOBOU MH(pOpMaIuu: [caiT]. —
URL: http://pravo.gov.ru

4.  CIIC KoncyapsrautlLitoc: [caiit]. - URL: http://www.consultant.ru

5

. http://www.promo.s-director.ru/ — cadt kypHasia «Jlupekrop 1O
0€301acHOCTH
6. http://college.ru/UDP/texts/ — y4eOHbIi Kypc «3amuTa HHOOpMAITHNY;
7. http://www.mirash.ru/dokill.html - HOpMaTWBHas 0aza TO 3aluTe
uH(popManuy;
8. http://tk.plexor.ru/web-links/info/38-zakon.html - HOPMAaTHBHbBIC

JOKYMEHTBI T10 3aIATe HHPOPMAITHH.
9. http://www.inattack.ru/ - anTuBHpyCHOE MPOrpaMMHOE OOeCTICUeHNE


http://www.iprbookshop.ru/63099.html
http://www.iprbookshop.ru/62945.html
http://www.iprbookshop.ru/63800.html
https://elibrary.ru/
http://ntb.bstu.ru/
http://pravo.gov.ru/
http://www.consultant.ru/
http://www.promo.s-director.ru/
http://college.ru/UDP/texts/
http://www.mirash.ru/doki11.html
http://tk.plexor.ru/web-links/info/38-zakon.html
http://www.inattack.ru/

10.http://securityvulns.ru/ - HopMaTUBHBIC JOKYMEHTHI 110 3aIIUTEe HH(OPMAIHH

11.http://www.glossary.ru/cgi-bin/gl_sch2.cgi?RIt(uwsg.outtg9!hInuvgxtuxy

12.http://www.gosecure.ru/ - caiit popmatos DIIII

13.http://z-oleg.com/ - anTUBUpPYCHOE MPOrpaMMHOE OOeCIICUCHUE

14.http://www.aladdin.ru/ - caliT TPOU3BOAUTENS  CPEICTB  3aLIUTHI
uH(pOopMaLIH


http://securityvulns.ru/
http://www.glossary.ru/cgi-bin/gl_sch2.cgi?RIt(uwsg.outtg9!hlnuvgxtuxy
http://www.gosecure.ru/
http://z-oleg.com/
http://www.aladdin.ru/

