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1. INTAHUPYEMBIE PE3YJIBTATBI OBYUEHUS 11O JUCIIUMIIJIMHE

HaumenoBanue
Kareropus Kon u
(rpynmna) HAVMEHOBAHMNC Kon 1 HaumeHOBaHUE MHAMKATOPA [I0Ka3aTessl OLEHUBaHUS
KOMIeTEH i I JOCTHKCHUSI KOMITETCHIIH pe3ynbraTa 00y4YeHus 1o
JUCHUIUINHE
Pazpabotka [IK-2. Cnocoben [1K-2.1 Ananu3upyeT 1 BbIOHpaeT 3HaHuA
porpam HCIIOJIB30BaTh HEOOXOIMMYIO TEXHOJIOTHIO pa3paboTKU
MHOT'O pa3nu4HbIe IPOrpaMMHOI0 o0ecreueHus At
oOecrieyeHus] | TEXHOJIOTUU peuienns npodeccHoHaTbHBIX 33134
pa3paboTku I1K-2.2 Mcnonb3yeT cOBpeMEHHBIE YMeHns
IIPOTPaMMHOI'0 TEXHOJIOTHH Pa3pabOTKH MPOrpPaMMHOTO
oOecrieyeHust obecrieyeHus1 Tl peICHUs TPUKIIAJTHBIX
aBTOMATHU3UPOBAHHbI | 3a1a4
X CHCTEM [1K-2.3 Hcmonb3yeT HEOOXOIUMBIE 3HaHUA
CTaHJAPTHl U MOJEIH XKU3HEHHOTO IIUKJIA | YMEHHUs
MPOrPaMMHOT0 00ECIICUCHUS TIPU
pa3paboTKe U pean3aliy IPOorpaMMHOTO
obecrieueHus
[IK-2.4 IIpuMeHseT A3bIKU 3HaHus
MPOTrPaMMHUPOBAHNUS PA3IMIHOTO YpoBHS | HaBbiku
JUISl HAIIMCaHUsl KOMIIOHEHTOB
IPOTrPaMMHBIX IPOLYKTOB
[1K-2.5 ITonnmaeT popManbHble METOABl | 3HAHUS
KOHCTPYHPOBaHUS IPOrPAMMHOTO Ymenus
obecrieueHus
[IK-2.6 Ucnons3yeT METOIBL. YMenus
WHCTPYMEHTHI U TEXHOJIOTUH Hagwpiku
obecrieyeHns KauecTBa MPOrpaMMHOTO
obecrieueHus
2. MECTO JUCHUIIVIMHBI B CTPYKTYPE
OBPA3OBATEJIBHOMU ITPOI'PAMMBbI
1. Kommerenumus [IK-2. CnocoOeH pa3pa0areIiBaTh OPOrpaMMHOE oOecHeueHue  JUIs

BCTpanMBACMbIX ITPOIrpaMMHO-aNIIapaTHbIX l'IJ'IaTdZ)ODM

I[aHHafl KOMIICTCHII S (1)OpMI/IpyeTC${ CICAYIOIIMMHU JUCHUITIIMHAMHA.

Cranus HanMeHoBaHMs TUCITUTUTMHBI
1. | ApxuTekTypa BBIYHUCIHUTEIbHBIX CHCTEM
2. | AJNTOPHUTMBI U CTPYKTYPbI JaHHBIX
3. OOBEKTHO-OPHEHTHPOBAHHOE TIPOTPAMMHUPOBAHHE
4. | KommbrotepHas rpaduxa
5. MerToab!l aHaJIN3a TaHHBIX
6. | Teopus uadpopmarn
7. Texnonorun Web-niporpaMmmupoBaHus
8. | IlpoekTrpoBaHKe KIMEHT-CEPBEPHBIX MPHIOKCHHI
9. [MapaiensHOE MPOrpaMMUPOBaHHE
10. | IporpammupoBaHHe MHKPOKOHTPOJLICPOB
11. | OcHOBBI HCKYCCTBEHHOT'O MHTEIUICKTA
12. | be3omacHOCTH MPOrPaMMHO-HH()OPMAIIMOHHBIX CHCTEM
13. | Teopust aBTOMaTOB U HOPMAIIBHBIX SI3BIKOB
14. | OCHOBBI IOCTPOCHUSI TPAHCISTOPOB
15. | Cucremsl u cpe/ibl IPOrPaMMUPOBAHUS
16. | IIporpammupoBanue Ha si3bike Python
17. | IIpon3BoacTBEHHAs NPEIAUIUIOMHAs IPAKTHKA




3. OBFBEM /IMCIIMITVIMHBI

OO1mast TPyZI0€MKOCTh JUCIIUILIMHBI COCTaBIIsIET 5 3a4. equawmir, 180 vaca.

]_II/ICHI/IHJ'II/IHa PCATU3YCTCA B paMKax HpaKTquCKOﬁ IIOATOTOBKH: 138}1. CIWHUNII.

dopMa MPOMEKYTOUHON aTTECTALIH IK3AMEH

Bunx yuebnol paboThl Bcero Cemectp
4acoB Ne 7
OO6m1ast TpyI0EMKOCTh TUCIMIUIMHEI, Yac 180 180
KonrakTHas pa6ora (ayAuTOpHBIE 3aHATHS), B T.4.: 73 73
JICKIIMH 34 34
nabopaTopHbIE 34 34
MIPAKTHYECKHE - -
IPYNIOBbIE KOHCYJIbTALUU B IEPUO] TEOPETUUECKOT0 00YUEeHUS U 5 5
MIPOMEXKYTOUYHOM aTTECTALINKU
CamocrosiTesibHas padoTa CTYJAE€HTOB, BKJIKOYast 112 112
HHIMBUAYaJbHbIE U TPYNTNIOBbIE KOHCYJbTAIIMU, B TOM YHCJI€:
KypcoBoii mpoexr — —
Kypcosas pabora — —
PacuetHo-rpaduueckoe 3ajanue — —
WuauBuayanbHOe TOMAaIIHEe 3aJaHue
CamocTtosTenbHas paboTa Ha MOATOTOBKY K ayIMTOPHBIM 71 71
3aHATHUSIM (JIEKLUH, IPAKTUYECKUE 3aHATHSI, 1a00paTOpHbIE
3aHATHS)
DK3amMeH 36 36




4. COJIEPKAHUE TUCHUTIIVHBI

4.1 HaumeHoBaHMe TeM, HX CO/Iep:KaHNe U 00beM

Kypc4 Cemectp /

/o

O0bEM HA TEMATUYECKUN
paszen 1mo BuaaM y4eOHoM

Harpysku, 4ac

HaumenoBanue paznena
(kpaTKoe coziepKaHue)

Jlexmun

IIpakTuueckue

3aHATHUA

JlaGoparopHbie

3aHATHA

CamocrosTenbHas
paboTa Ha TIOArOTOBKY

K ayAUTOPHBIM

RAHATUAM

=

HpOFp&MMHO'I/IH(bOpMaI_[I/IOHHI)Ie CHCTCEMbI. OCHOBHBIC ITOHATUS

Krnacudukanus nporpaMMHO-HH()OPMAIIMOHHBIX CHCTEM.
OO61re BOonpochl OLIEHKH 0€30MaCHOCTH KOMIIBIOTEPHBIX
CHUCTEM.

[EEN
N

HpOFp&MMHO'I/IH(bopMaI_lI/IOHHBIe CUCTCMBI: CPCACTBA obecreyeHns: 6€30aCHOCTH

KommiekcHbie cpeicTBa obecriedenns: HHPOPMAMOHHBIX
00wekToB. Kimaccudukanus nporpaMMHbBIX, allapaTHBIX U
THOPHITHBIX METOJIOB U CPEJICTB 00ECTICUECHHUS
nH(pOpManMOHHOM 0€30IMaCHOCTH.

6

6

12

CpencTBa KOHTPOJIA JOCTyIA K MHPOPMAIIMOHHBIM 00BEKTaM

CucreMbl ayTeHTH()UKAINH, aBTOPHU3AINH;, MEKCETEBOM,
MEKIPOTPAaMMHBIN YPOBEHb B3aUMO/ICHCTBUS CUCTEM
oOecrnieueHns 6€30IaCHOCTH; CPEACTBA KOHTPOJIS 1OCTYIIA,
CHCTEMBbI pa3rpaHHuCHHUs IOCTYIIA K pecypcam

12

be3onacHocTh HHGOPMAIIMOHHBIX CHCTEM M CETEH

be3zonacHocTh HHPOPMALIMOHHBIX CUCTEM JIOKAJIBHBIX,
TOPOJICKUX TJ100aIbHBIX HH(POPMAIIMOHHBIX
BBIUUCIUTENBHBIX ceTell. [IpoekTrpoBaHue u yrnpasieHue
cucrteMaMu odecrieueHust THHOPMAITMOHHON 0€30MaCHOCTH
B BBIYMCIIUTEIbHBIX CETSIX PA3JIMUYHOTO YPOBHS.

12

HpOTOKOHBI ABTOpU3alnu, aYTeHTI/I(I)I/IKaI_[I/II/I " ITPOBCPKU NOJAJIMHHOCTHU

[TpoTokoJibl aBTOpU3AIMH, AyTEHTU(DUKALIMHI U TPOBEPKU
MOJUIMHHOCTH B Pa3IMYHbIX HH(POPMALIMOHHBIX CUCTEMAX.
Hndpactpykrypa otkpeiroro kitoua PKI, Kommnekchbie
CHCTeMBbI 00eCTIeYeHUs] aHTUBUPYCHON, aHTU(DUIINHTOBOM,
MIPOAKTUBHOW 3aIIUTHI.

5

11

CereBag 3amura

be3zonacHoCTh MpOrpaMMHBIX HH()OPMALIMOHHBIX CUCTEM.
CereBas 3amuTa, 3alllMTa IOYTOBBIX CEPBEPOB, 3alLIUTA
KPUTHYECKHUX 3JIEMEHTOB HH(PPACTPYKTYPHI.

12

BCEI'O

34

34

71




4.2. ConepxaHne NPaAKTHYECKUX (CEMUHAPCKHUX) 3aHATHI
He npenycMoTpeHo y4eOHbBIM MIIaHOM

4.3. Copep:xanue Ja00paTOPHBIX 3aHATHIA

Ne HaumenoBanue Tema mabopaTopHOTo 3aHATHUS K-Bo CamocrosTenbHas

/ e pabora Ha
/11 pasaciia JMCHHUITIINHBL qaCcoB TOATOTOBKY K

ayAUTOPHBIM
3aHITHSIM

cemectp Ne 7

1 | [IporpammHoO- 3HAKOMCTBO C IIPOrpaMMHO- 4 8
UH(POPMAIIMOHHBIC anmapaTHBIMH KOMIUIEKCAMH
CHUCTEMBbI: OCHOBHBIE obecrnieueHrne OE30MaCHOCTH JIOKAJIbHO-
TIOHSTHS BBIYUCIUTEILHBIX CUCTEM PA3IMIHOTO
YPOBHSL.
2 | IlporpammHO- becnipoBoaHbIe cucTeMbl 0OecTieueHus 6 9
nH(OPMaIMOHHBIE JOCTYTIA K JIOKATHHO BBEIYUCITUTEILHBIM
CHCTEMBI: CPEJICTBA CETSIM.
obecrnieueHus
0e30MacHOCTH
3 | CpencrBa KOHTPOJIS CpenctBa obecrieueHus: 0€30MacHOCTH 6 10
JIOCTYTIA K CJIOKHBIX MH(OKOMMYHHKAIIMOHHBIX
MH(}OPMaLOHHBIM cucteMm. Co3ziaHue 1 ynpaBiieHUuE
00BbeKTaM cucreMamu KoHTpouist JIBC.
4 | Be3omacHOCTh Pa3paboTka qOKyMEHTAaI[uU COTJIACHO 6 10
UH(POPMAIIMOHHBIX TpeboBanusM crannaptoB u 'OCTos,
CUCTEM H CeTeit IIPH TOCTPOCHUH KOMITJICKCHBIX CHCTEM

obecneyeHns: 6€30aCHOCTH
BBIUMCIIUTENBHBIX CETEN M KOMILIEKCA
yrpaBieHus: UMH. CUCTEMBI peaKInu
Ha MHIOUACHTHI 0€30I1aCHOCTH

5 | [Iporokosnbl be3zonacHocTh HHOPMALMOHHBIX 6 10
aBTOpHU3allHH, cucreM. Texnonorusa PKI B tomeHHO#I
ayTeHTU(UKALNK U uH¢pactpykrype. [Iporokonsr Radius,
MIPOBEPKH TACACS+
NOJIMHHOCTH
6 | CereBas 3amura be3zonacHocTh HH()OPMALMOHHBIX 3 10

cucreM. [IpumMeHeHne BHYTPEHHUX U
BHEUTHUX CUCTEM 0OecTieueHUs
MH(POPMALIMOHHOM 0€30MacHOCTH.
CucreMsbl Ha 6a3e IPOAYKTOB
Checkpoint.

HUTOTO. 34 57

4.4, Conep:xaHue KypcoBOIo MpoeKTa/padoTsbl
Y4eOHbIM IIJIaHOM HE TTPEAYCMOTPEHO.

4.5. Conep:kaHue pacueTHO-TPauuecKOro 3aJaHus,
UHIMBUIYAJTbHBIX TOMAIIHUX 3aJaHUH

VY4eOHBIM MJITAHOM HE MPEyCMOTPEHO.




5. OHEHOYHBIE MATEPHUAJIbI U151 NPOBEJEHUA TEKYILIEI'O
KOHTPOJIA, TIPOMEXYTOYHOU ATTECTALINUN

5.1. Peanuzanmnsa KoMneTeHui

1 KOMHeTeHIII/Iﬂ IT1K-2. Binagenne HaBBIKAMM HCIIOJIb30BAaHUS  Pa3IMYHBIX

TEXHOJOTMHI D&3D36OTKI/I IporpaMMHOIO oOecreyeHus

HanmenoBaHue MHAMKATOPA NOCTHKEHUS
KOMIICTCHIIMH

I/ICHOJ'IB3yeMBIC Cp€acTBa OICHUBAaHUA

IK-2.1

AHanu3upyeT U BRIOUpaeT HEOOXOAUMYHO TEXHOIOTHIO
pa3paboTKH MPOTPaMMHOTO 00ECTICUCHUS JJTs1 PELICHUS

PO ECCHOHATTLHBIX 3a/1a4

3amuTa 1abopaTopHOl paboTHI, IK3aMeH

[1K-2.2 Vcrionp3yeT cCOBpeMEeHHbIE TEXHOIOTHH 3amuTa 1abopaTopHOl paboTHI, IK3aMEeH

pa3pabOTKH MPOTrPaMMHOTO 00CCIICUCHUS )T PELICHUS

MPUKIJIAJHBIX 3a1a4

[1K-2.3 Mcnonp3yeT He0OXO0AUMBIE CTAaHAAPTHI U 3amuTa 1a00paToOpHON pabOTHI, FK3aMEH

MOZCIINU JKU3HCHHOI'O IUKJIa IPOTrpaMMHOT0
oOecrieueHus pyu pa3paboTKe U peain3alun

MIPOTPaMMHOTO 00eCTIeYeHHUs

[IK-2.4 TIpuMeHseT A3bIKM NpOrpaMMHUPOBAHUS 3amuTa 1a00paToOpHON pabOTHI, IK3aMEH

Pa3IMYHOro YpOoBHS JJid HallMCAHUA KOMIIOHCHTOB

IPOrpaMMHBIX IPOJYKTOB

[IK-2.5 Ilonumaet popmaabHBIE METOIBI
KOHCTPYHPOBAHUSI IPOrPAMMHOTO 00€CTICUEeHUSI

3anuTa 1a00paToOpHON pabOTHI, IK3aMEH

[1K-2.6 Hcnonk3yet MeTOIbl. HHCTPYMEHTHI 1 3ammTa 1abopaTopHON paboTHI, SK3aMeH

TEXHOJIOTHH 00€CIIEUeHHS KaueCTBa IMporpaMMHOT O

oOecrieueHust

5.2. TunoBble KOHTPOJIbHBIE 32JaHUSA JIA IPOMEKYTOYHOM aTTeCTaAllun

5.2.1. [lepeyeHb KOHTPOJIBLHBIX BONPOCOB (THUMOBBIX 32/1aHUI)

IJIS DK3aMeHa

HaumenoBanue CopneprkaHue BONPOCOB (TUMOBBIX 3aaHU)
Ne paszaena TUCIUTLITMHbI
/1
1.| [IporpammHo- 1. HeoOxonumocTh obecriedeHust 0e30macHOCTH B
UH(pOPMalMOHHbIE MH(POPMALIMOHHBIX CHCTEMaX.

CUCTEMBI. OCHOBHBIC
IIOHATHUA

2. IIporpecc nHpOpMAIIMOHHBIX TEXHOJIOTUM U HH(DOPMAITMOHHAS
0€301acHOCTb.

3. HopmaTuBHO-IIpaBOBBIE aCMEKThl HH()OPMALMOHHON
0€30MacHOCTH.

4. Knaccudukarus yrpo3 6€30macHOCTH HH(POPMAITMOHHBIX
00BEKTOB.

5. OcHOBHBIE BUbI KaHATIOB YTEUKH HH()OPMALINH.

6. YMbIIUIEHHBIE U HEYMBIIIJICHHbIE YTPO3bl HH(OPMAIIMOHHON
0€301MacHOCTH.

7. BHemHue yrpo3sl HHQOPMAIMOHHON O€30MaCHOCTH.

8. MOTHBEI U L1€JTM KOMITBIOTEPHBIX IIPECTYIICHUH.

9. CraTbu yrojaoBHOIO KOJEKCa O KOMIIBIOTEPHBIX NMPECTYIUIEHUSX
10.KpumuHOIOTHYECKasi XapaKTepUCTHKa MPECTYIUICHUH B chepe
KOMIIbIOTEPHON MH(OPMAINK U HX NPEAYNPEKICHHE.




11.00bexTsl HHPOPMAITMOHHOW OE€30MTACHOCTH Ha MPEANPUITHH.
12.0Opraau3anioHHbIE METO/IbI 00ecTiedeHUsT HH(OOPMAITMOHHOM
0€301acHOCTH.

13.®usndeckas 3amuta HHOOPMAITMOHHBIX CUCTEM.
14.ITporpaMMHO - TEXHUYECKHE METOJIBI O0eCTICUeHUs
nH(pOpManoOHHOM 0€30MMacCHOCTH.

IIporpammHo-
nH(pOpMaIMOHHBIE
CUCTEMBI: CPEICTBA
obOecreyeHus
0e30IMacHOCTH

1. Opranuzanusi CHCTEMBI 3aIIUTHl THPOPMALIUU SKOHOMUYECKUX
CHCTEM.

2. DTanbl TOCTPOCHUS CUCTEMBI 3aIIUTHI HHPOPMALIUH.

3. [TonuTuka 6€30MacCHOCTH.

4. Onenka 3()()eKTUBHOCTH MHBECTUIIMN B MHPOPMAITUOHHYIO
0€301acHOCTb.

5. O6ecnieuenne HHGOPMAIIMOHHON 0€30MaCHOCTH
aBTOMAaTU3UPOBAHHBIX OaHKOBCKHX cucteM (ABC).

6. adopmarnmonnas 6e30macHOCTh JEKTPOHHONH KOMMEPLIUU
(OK).

7. ObecrieueHre KOMITbIOTEPHOI 0€301aCHOCTH YYETHOU
uHpopmanuu.

8. CymHOCTh KpUITOTpapUIECKUX METOIOB.

9. Opranu3alMoHHO-aAMUHUCTPATUBHbBIE MEPOIIPUATHUS
obecrieueHnst KOMIIbIOTEPHOI 0€30MacHOCTH.

10.Opranu3zanus KOHQUACHIHUAIBHOTO JeI0NPOU3BOICTBA.
11.IIpunnmmer obecnieueHust ”HHOPMAITMOHHYIO 0€30IIaCHOCTH Ha
OCHOBE MHXEHEPHO-TEXHUYECKOI0 00eceyeHusl.

12.Tunel 1 cyOBeKTH HHPOPMALIMOHHBIX YTPO3.

CpenctBa KOHTPOJIS
J0CTyTa K
UH()OPMAMOHHBIM
00BEKTAM

. TexHonoruu ayreHTU(UKALUU

. @aKkTOpHI ayTEeHTU(DUKAIIH YeTIOBEKa

. AyreHTH(]UKaLKs HA OCHOBE Mapojen

. AyTeHTH(UKaIMsI Ha OCHOBE allapaTHbIX ayTeHTU(UKATOPOB
. Ayrentudukanus nHGopMauu. IeKTpOHHAs OITUCH

. AytreHTuduxaiys Ha OCHOBE HU(POBBIX CEPTUPHUKATOB

. AyTeHTH(UKaLKs TPOrPAMMHBIX KOJIOB

. TexHonoruu ynpasjaeHus JOCTYIIOM U aBTOpU3ALNH

. @OpMBI IIPEACTABIEHUS OTPAaHUYEHHH TOCTyIa
10.IucKkpeinoHHbIN METO/ YIPaBIEHUS TOCTYIIOM
11.ManzaTHbIi METOI yIIPaBIEHUS TOCTYIIOM

12.PoneBoe yrpaBieHue J0CTYIIOM

13.CucreMbl ayTeHTH(PUKALIUN U YIIPABIECHUS 10CTYIIOM
OTEpPAI[UOHHBIX CUCTEM

14.Ayrentudukanuu nomas3zonarenein OC
15.Ayrentudukanusa B OC cemeiictBa Unix.IIpotokon SSH
16.YnpaBneHue 10CTyIIOM B OIIEPALIMOHHBIX CUCTEMAX
17.1lenTpanu3oBaHHbIE CUCTEMbI ayTEHTU(HUKALIUU U
aBTOpU3ALNUN

O 01N DN K~ W~

besomnacHocTh
MH(OPMALIMOHHBIX CUCTEM
U ceTen

1. KTo pa3pabarbiBaeT cTpaTeruto HHGOpMalMOHHON
0€30MacHOCTH U 3alllUTHl YIPaBJIeHYECKOH HHPOpMaLuu?

2. Kakue coBpeMeHHbIE CPECTBA 3alIUThl HHPOPMAaIUH
INPUMEHSIOTCS B KOPITOPATUBHBIX HHPOPMALMOHHBIX CHCTEMax?
3. Yto BKiIIOYAET B ceOs MOHATHE "MOJIe1b UH(POPMALIMOHHOM
0e30macHOCTH mpeanpusaTus"?

4. IlepeuncauTe BHENIHUE U BHYTPEHHHE YIPO3bI IS
MH(POPMALMOHHBIX ITOTOKOB M CUCTEM KOMITaHUH.

5. Yto Takoe "monutrka nHGOpMaMOHHON Oe30macHOCTH" 1
KaKHE JIEMEHTHI OHA COJAEPIKUT?




6. IlepeunciuTe KJIIOYEBBIE BONIPOCHI 00ECTICUCHHS
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

7. Kakue nporpaMMHO-anmapaTHbIe CPEICTBA MPUMEHSIOTCS IIPU
obecnieueHnH HHHOPMALIMOHHON OE€30MaCHOCTU MPEITPUITHS?
8. DTanbl IPOEKTUPOBAHUS CETH.

9. CeteBbie onepaluOHHBIE CUCTEMBI.

10.Anroputm™m yctanoBku cereBoit OC.

11.Ciyx6a nomennbix umen DNS.

12.ITpocTpaHCTBO TOMEHHBIX UMEH.

13.Pa6oTa 3ampocoB DNS.

14.ITpouecc pekypcuu Ipy pa3pelieHuy UMEHH.

15.JlokasibHas cuctemMa pa3peiieHus UMEHH.

16.Tunber orBeTtoB DNS-cepsepa.

17.06paTHBIiA POCMOTP.

18.lunamuuyeckoe 0OHOBJICHUE.

19.Cityx0blI KaTaJoroB.

20.Active Directory.

21.00BeKTHI CITy*KObl KaTaJaoroB.

22.Anroput™m n00aBiIeHHs 00BEKTA B CIIY)KOY KaTAIOTOB

[TpoToKoIIBI aBTOpHU3ALIUH,
ayTeHTU()UKALUHU 1
MPOBEPKH MOUIMHHOCTU

1. ITpoTtokon kerberos

2. Ilpotokou kerberos + pkinit

3. buue cBenenus 0 Kpunrorpaduu ¢ OTKPHITHIM KIIFOUOM
4. ABropu3anus 1 o0ecreyeHne IpuIn4eckoi 3HaYMMOCTH
IIEKTPOHHBIX TOKYMEHTOB

5. KonuaeHnmnanbHOCT U KOHTPOJIb [EIOCTHOCTH
nepeaaBaeMoil nHpopmManuu

6. AyreHTU(UKAINS CBSI3BIBAOIIUXCS CTOPOH

7. YCTaHOBJIEHUE ayTEHTUYHOTO 3aIlUIICHHOIO COCAUHEHUS
8. Undpactpykrypa OTKpBITHIX Kitouei (pki)

9. AyteHTu(uKaius ¢ HOMOIIBI0 OTKPBITOrO KIIF04Ya Ha OCHOBE
cepTudukaToB

10.Opranu3zanus XpaHeH!s! 3aKpBITOTO KJI04a
11.1HTennexTyaabHble yCTPOWCTBA U ayTEHTU(UKALUS C
MIOMOUIBIO OTKPBITOTO KIIt04Ya

12.HenocTtatku ayTeHTU(UKALUU C TTOMOILBIO OTKPBITHIX
KIIFOUEH.

13.ITpotokon ppp pap

14.ITporoxon ppp chap

15.1Iporokou ppp eap 7

16.ITpoTokon tacacs+

17.ITpoTtokon radius

18.Crannapr ieee 802.1x u mpoTokos eapol

19.IlpoTtokon eap-tls ¢ CTOIB30BAHMEM POCCUNCKON
KpunTtorpaduu

CereBag 3ammra

1. CpencrBa 3amuThl  ONEPANMOHHON CHCTEMBI H €€
KOH(UTyparuu, IIPOrpPaMMHOTO u MH(POPMAIIMOHHOTO
oOecrieyeHus OT MOTEPh U HECAHKIIMOHUPOBAHHOT'O JOCTYTIA;

2. Cuctemsl 1ocTymna K THPOPMALIUY 110 KIII0YaM U HapoiisiM;

3. CpencrBa apxuBallMy JITaHHBIX HAa MAIIMHHBIX HOCHUTENSX, B
TOM YHCIIE, TIOJ] TApOJISIMH;

4. AHTUBHpYCHBIE U TPO(UITAKTUIECKUE CPE/ICTBA;

5. CpenctBa KOOUPOBAHUS U PACKOAUPOBAHUS TaHHBIX;

6. CpencrtBa BOCCTAHOBJICEHHS [aHHBIX NpPU HX YACTUYHOH U
IIOJIHOM yTpare;




7. ABTOMaTH3UpPOBaHHAs CUCTEMA KOIIMPOBAHUS U JyOTUPOBAHUS
HAaOOPOB JJaHHBIX HA APXUBHbBIE HOCUTEIIN;

8. CucremMa mporpamMM M YTUJIHMT IO BOCCTAHOBIJICHHIO HaOOPOB
JAHHBIX C APXUBHBIX UJIM STAJTOHHBIX HOCHUTENEH.

9. HudopMauuoHHBIE CHCTEMBI PE3EPBUPOBAHUS  CIYXKO
KaTajaoroB

10.IHCTpyMEHTHI pe3epBUPOBAHHUS [TIOUYTOBBIX CEPBEPOB
11.CpeacTtBa  mporpaMMHOM  3alIUTBl  OT IPEJHAMEPEHHBIX
CETEBbIX aTaK Ha KPUTUYECKUE DIIEMEHTHI HHPPACTPYKTYPHI.
12.be3onacHocTh BeO-cepBHCa

13.be3onacHocTh BeO-Opay3epa

14.1IpuBaTHOCTD U KYKH

15.IIporoxon https

16.be3onacHOCTb CPECTB CO3/aHUS JUHAMUYECKUX CTPAHUI]
17.be3onacHOCTh AJIEKTPOHHOMN MOYTHI

18.Yrpo3bl IpUBaTHOCTH MTOYTOBOTO CEpPBHCA
19.AyrenTudukanys oTnpaBUTENs

20.11udpoBaHue comep>kKMMOro MUChMa

21.3amuTa MeTaJaHHbIX 110J1b30BaTENs

22.Cnam

23.ATaku NOYTOBBIX NPUIIOKEHUN

24.06na4yHble CEpPBUCHI U UX 0€30MaCHOCTh

25.Konueniust 00Ja4HbIX BEIYUCICHUN

26.0Onpenenenue 00IaYHBIX BEIYUCICHUN

27.Mojenu cepBUCOB 00JIAYHBIX CEPBUCOB

28.006s1a4Hble BBIYUCIEHUS KaK UICTOYHUK YIPO3BbI

29.06nayHble CEpPBUCHl KaK CpPEJICTBO IOBBILIICHHUS CETEBOU
0e3011acHOCTH

5.3. TunoBble KOHTPOJIbHbIE 3a/IaHUs (MAaTePHAJIbI)
JJISl TEKYLero KOHTPOJIsA B ceMecTpe

Texywyuii KoHmpop OCYIIECTBISIETCS B TEUEHUE CeMECTpa B (POpPME 3alIUThI

71a00paTOPHBIX padoT.

3amura 1a00paTopHON pabOTHI MPOBOIUTECS B ()OPME YCTHOTO ONpoOca CTY/IEHTa
¥ HalpaBJIeHa Ha TPOBEPKY CTENEHH YCBOGHUS Marepualia ¥ OHMMAaHUSA
TEOPETUYECKUX CBEACHUN, HCIIOJIb3YEMbIX B MPOLIECCE BBINOJHEHUS pabOThl; s
3alUThl HEOOXO0IMMO MPEICTaBUTh B TIeYaTHOU (popme oTueT mo abopaTtopHoit padoTe,
BBITIOJTHEHHBI CaMOCTOSITEIBHO M B COOTBETCTBUM CO BCEMHU TpeOOBaHUIMH,
NPUBEIEHHBIMU B METOAMYECKHUX YKa3aHUSAX K BBIIOJIHEHHUIO JaOOpaTOpHBIX paldoT.
[IpumepHbIe MEepevYeHb KOHTPOJBHBIX BOMPOCOB JJI 3alllUTHI JIAOOPATOPHBIX PadOT

MIpUBEJICH B TA0JIUIIE:

Tematuka nabopaTopHOH
paboThI

KOHTpOHLHLIC BOIIPOCHI

3HAKOMCTBO C mporpaMmmMHO-
armnapaTHbIMHU KOMILJICKCAaMH
obeceuenre 6€30MMaCHOCTH
JIOKAJIbHO-BBIYHUCIIUTCIBHBIX
CHUCTCM Pa3JIMIHOI'0 YPOBHA.

[lonsTHE TpOrpaMMHO-MH()OPMAILIMOHHON CUCTEMBI.

Knaccudukanus nporpaMMHO-UH(OPMAIIMOHHBIX CUCTEM.

Onenka 6€30MacHOCTH KOMITBIOTEPHBIX CHCTEM.

Kpurepun 6e30macHOCTH KOMIIBIOTEPHBIX CUCTEM M UX XapaKTEPHCTHKA.

BbecrnipoBogHbIE CHCTEMBI
o0ecrnedeHus 1OCTyna K JIOKAIbHO

KommekcHple cpemctBa obecrieueHuss WHGOPMANMOHHBIX OOBEKTOB:
MIOHSITHE, BUJIbI, CBOMCTBA.




BBIYHUCIUTCIIBHBIM CCTAM.

Knaccudukarus nporpaMMHBIX METOAOB oOecTrieueHUs] 0€30TaCHOCTH.
Kiraccudukarys anmapaTHbIX METOJOB 00SCTICUCHMSI 0€30TTaCHOCTH.
Knaccudukarus raOpuaHbIX METOIOB 00ecIeYeHns 0€30IaCHOCTH.
CpenctBa obecniedeHus: HHGOPMaMOHHON 0€30IaCHOCTH.

CpencrBa obecnieueHus
0€3011aCHOCTH CJI0KHBIX

I/IH(bOKOMMyHI/IKaHI/IOHHLIX CHUCTEM.

Cosnanuve u yrpaBiieHue
cucteMaMu koHTpois JIBC.

CucremMbl ayTeHTHU(PUKAIHH.
Cucrema aBTOpPHU3aIUH.
MexceTeBoll  ypOBEHb
0e3omacHOCTH.
MeXnporpaMMHBI  YPOBEHb B3aMMOJEHCTBHA CHCTEM oOOecredeHus
0e301acHOCTH.

CpencTBa KOHTPOJIS IOCTYIA: MOHATHE, CBOMCTBA.

CrcremBbl pa3rpaHrUYeH s JOCTYIa K pecypcamM: OHATHE, (PYHKITNH.

B3aI/IMOI[eI>'ICTBPI$l CUCTEM obecrieueHus

Pa3paboTka mokymeHTaruu
COTJIACHO TPeOOBaHMSIM
crannaptoB u 'OCTos, npu
MIOCTPOEHNH KOMIUIEKCHBIX CHCTEM
obecniedeHus1 0€30MaCHOCTH
BBIUMCIIMTENBHBIX CETEN U
KOMIIJICKCA yNPaBJICHUS UMH.
CucTeMbl peakui Ha MHLIUACHTHI
0e30MacHOCTH.

be3onacHOCTh TOKAIBHBIX HHPOPMAIMOHHBIX CHCTEM.

BezonacHocTs ropoackux HHGOPMALMOHHBIX CUCTEM.

BezonacHocTh rino6anbHEIX HHYOPMALMOHHBIX CUCTEM.

besonacHocTh HHPOPMATMOHHBIX BEIYHCIUTEIBHBIX CETEH.
[IpoekxTupoBanme crucTeMaM obecrieueHus HH()OPMAITHOHHOH
6C3OHaCHOCTI/I B BBIYMCJIHUTECILHBIX CCTAX JIOKAJILHOTO YPOBHA.
Ympapnenue cucreMaMu obecriedeHnss HH()OPMAIMOHHON 0e301MacHOCTH
B BBIYMCIIUTENBHBIX CETSAX INI00ATBHOTO YPOBHS.

BezonacHocTs nHMOPMALIMOHHBIX
cuctem. Texuomorus PKI B
JIOMEHHOU NH(PACTPYKTYpE.
ITpotokonsr Radius, TACACS+

[IpoTokon aBTOpU3AMHK B pa3IHYHBIX HHPOPMAIIMOHHBIX CHCTEMAaX.
[IpoTokon ayTeHTH(HUKALNH B PA3TUYHBIX HHPOPMALHMOHHBIX CHCTEMAX
[IpoTokon mNpoBepKH MOAIMHHOCTH B Pa3lWYHbIX HHGOPMALMOHHBIX
CUCTEeMax

KommnnekcHble cuctemMbl o0ecrieueHust aHTUBUPYCHOM, 3aIUTHI.
Kommnekchble cuctemsl o0ecrieueHust aHTH()UIIMHIOBOMN 3aIUTHI.
KommnnekcHble cucteMbl o0ecrieueH s MPOaKTHBHOW 3aIUTHI.

BeszonacHocTh nHMOPMALIMOHHBIX
cucteM. [IpuMeHeHne BHYTpEHHNX
Y BHEITHUX CHUCTEM 00eCIeUCHUS
WHPOPMAITUOHHON O€30MaCHOCTH.
Cucremsl Ha 06a3e IPOTYKTOB
Checkpoint.

CerteBad 3alnTa; MOHATHE, 0COOEHHOCTH, IPHHIUITBI OPTaHU3AIIH.
3amuTa NOYTOBBIX CEPBEPOB: TIOHATHE, OPTaHH3ALIMSL.
Kputnueckne oneMeHTHl  HMHQPACTPYKTYpBI:  HOHSTHE,
MIPUMEPEI

3ammra KpUTHYECKUX 3JIEMEHTOB HH(PACTPYKTYPBI.

CBOMCTBA,

Kpumepuu ouenku nabopamopnoui pabomst. nadoparopHas padota CUMTaETCs
3aIMIIEHHON, €CIU CTYACHT BBINOJHWI 3aJaHue K padoTe MOJHOCTHIO M BO BpeMs
YCTHOrO ompoca N0 paboTe NpaBWIBHO OTBETWJ HA 3aJlaHHbIE MPernojaBaresieM

AOIMOJIHUTCIIbHBIC BOIIPOCHI.

5.4. Onucanne KpUTEpPUEB OLEHUBAHUS KOMIIETEHIMIA M IKAJIbI OLlEeHUBAHUS

[Tpu npomexyTOUHOM aTTecTal B (hOpMe dK3aMEHa MCIOJIb3YETCsl CIASAYIOIast
IIKaja OIEHUBAHMS: 2 — HEYJOBICTBOPUTEIHHO, 3 — yIOBIETBOPUTEILHO, 4 — XOPOIIIO,

5 — otnnuwHo.

Kpurepusimu onieHuBaHusL JOCTUKEHNUN ITOKA3aTENIEH SBISIOTCS:

HaumenoBanue
MOKAa3aTeJisl OLEHUBAHUS
pe3yibpTaTa 00ydeHus 1Mo
JUCITUTUTHHE

Kpurepuit onennBanus

3Hauusg

3HaHUe TEPMHMHOB, OIpEeNICHHM, MOHATUI 0E€30MaCHOCTH MPOrPaMMHO-
MH(OPMALIMOHHBIX CUCTEM

O06BeM 0CBOGHHOI'O MaTepHasa

[lonHOTa OTBETOB HA BOIPOCHI




YeTKOCTh U3II0KEHUS M MHTEPIIpETaluy 3HAHUI

Ymenus VYMeHue pemarh CTaHIApTHBIE NMPO(QECCHOHAIBHBIE 33/a4d C YY4ETOM
METOAOB obecneueHus: Oe30MaCHOCTH MPOrpaMMHO-UH(POPMALMOHHBIX
CHCTEM
YMeHue HCIoNb30BaTh TEOPETUUECKUE 3HAHUS IS BBIOOpA METOAMKH
penieHus mpoheCCHOHANBHBIX 33/1a4 B

Hagpiku Bnanenne HaBblkamMu BbIOOpa M MCIOJIB30BAHUS METOJIOB OOecreueHUs
6e3onacuoctu [TNC
KagectBo  obGecneuenuss  6e3omacHoctu  IIMC  mpm  permenun
npodecCHOHATBHBIX 3a]1a4
CaMOCTOATENBHOCTh ~ BBIMIOMHEHHUS  peIIeHUs 3afad  o0ecreyeHHs
6e3onacunoctu [T1C

OneHka npernojgaBaTeieM BBICTABISIETCS HHTETPAIBHO € YYETOM  BCEX

rokazatTeJiei u KpUTCPHUCB OLICHUBAHUSI.

OHGHKa C(bOpMHpOBaHHOCTI/I KOMHGTGHHI/Iﬁ 10 MOKa3aTeIi0 3HAHMS.

Kpurepuit YpOBEHb OCBOCHHSI U OLICHKA
2 3 4 5
3HaHue TepMUHOB, | He 3HaeT TepMuHOB |3HAET TEPMHUHBI U 3HaeT TEpMUHBI U |3HACT TEPMUHBI U
OIIpEETICHNH, U oIpeaeneHui oTIpeeNIeHus], HO OIIpeNEeICHUsS OTIpEIeNICHHS, MOYKET
MIOHATUI JIOITyCKAET KOPPEKTHO
0€e30IacHOCTH HETOYHOCTU cq)opMyanoBan, ux
[pOrpaMMHO- (popmympoBox CaMOCTOSITENTLHO
WH(OPMAITMOHHBIX
CHUCTEM
O6bem ocBoenHoro | He 3naer 3HAET TOIBKO 3naer matepuan |OOnagaeT TBEPAbIM U
MaTepuana 3HAYMTENBHOM YacTH | OCHOBHOW MaTepHall | TUCHUILIMHEL B |TTOJHBIM 3HAHUEM
Marepuaa JUCLUTUINHBI, HE JIOCTaTOYHOM MaTepuana JUCHUIITHHEI,
JUCHUILINHBI YCBOUII €TO l[eTa.]'[eﬁ O6T)€Me BJIaACCT
JIOTIOJTHUTEITbHBIMU
3HAHHUAMHU
ITonHnoTa oTBeTOB Ha | He maeT oTBeTHI Ha JlaeT HemoOJIHEBIS Haet oTBeThl Ha |[laeT mosHbIE,
BOIIPOCHI OOJIBIINHCTBO OTBETHI Ha BCe BOTIPOCHL, HO HE  |pa3BEpHYTHIE OTBETHI HA
BOIIPOCOB BOIIPOCHI BCE - TIOJTHbIE TIOCTaBJIEHHBIE BOTIPOCHI
YeTkocTh Wznaraer 3nanus 6e3 |Manaraer 3nanusi ¢ [M3naraer 3Hanus |M3naraet 3HaHuA B
W3JI0KEHUS U JIOTUYECKON HapyLIECHUSIMH B 0e3 HapyLIeHUH B |JIOTHYECKON
UHTEPIPETAIH MOCJIEIOBATENIEHOCTH  |TOTHYECKON JIOTUYECKON TIOCJIEIOBATENBHOCTH,
3HAHUH [IOCJICIOBATEILHOCTH |[TOCTIEN0BATEIBHOC |CAMOCTOATENIBHO UX
™™ UHTEPIPETUPYS U
aHAIN3HPYS
He wimroctpupyer | BoimonHseT Brinonuser Beinonnsier
M3JIOKEHHE MOSICHSIIOIINE CXEMBI | [TOSCHSIOLIHE MOSICHAIOINE PUCYHKH U
MOSACHSIOIUMH Y PUCYHKH PHUCYHKH U CXEMBI [CXEMBI TOUYHO U
cxeMmamu, HC6pC>KHO ncC KOPPEKTHO U AKKypaTHO, paCKpbIBasa
pHUCYHKaMHU U OIMOKaMH IIOHITHO IMOJIHOTY YCBOCHHBIX
[puMepaMu 3HaHUM
HesepHo uznaraer u | [omyckaer I'pamotHO M IO | I'paMOTHO M TOUHO
MHTEPIIPETUPYET HETOYHOCTH B CYIIECTBY W3JaraeT 3HaHus,
3HAHUA W3JI0KEHUH U W3JIaraceT 3HaHUs | JenaeT
MHTEPIPETALH CaMOCTOSITENTFHBIE
3HaHUH BBIBOJIBI




Onenka copMUPOBAHHOCTH KOMIIETEHIIMM 110 MOKa3aTeN0 Y MEHUS.

Kpurepnit YpoBeHb OCBOEHMSI U OLIEHKA
2 3 4 5

YMenue peniath He ymeer pemars Honyckaet YmMmeeT peuiatb Bezommbouno perraet
CTaHJapTHbIE CTaHJapTHEIC HETOYHOCTH B CTaHJapTHBIC CTaHJapTHEIC
Ipo(hecCHOHAIBHBI npodecCHOHANbHBIE | PEIICHUN npodeccuoHanbl | npodeccruoHanbHbIE
e 3a/1aun ¢ yyeToM | SAMATH obecrieyeHust | CTaHJapTHBIX I 3a]a49H C 33134 C
METOIIOB 6e3onacuoctu [IMC | mpodeccroHanbHbl | TPUMEHEHHEM MIPUMEHEHUEM

X 3aj7a4 C METOAOB METOJIOB 00eCIIeUeHNUS
obecrieyeHus

MIPUMEHEHUEM obecrieyeHust 6e3onacuoctu [TUC
GesonacHocTn METOJIOB 0e301macHOCTH
HPOrpaMMHO- obecreueHus 18140
HH(QOPMALIHOHHBIX 6e3onacuoctu [TUC
CHUCTEM
VYMmenue He ymeer Ucnonb3oBanue VmMeer ‘YMeno UCIOJIB3YET
HUCIIONb30BATH HCII0JIb30BaTh TEOPETHYECKHX HCII0JIb30BAaTh TEOPETUYECKUE
TEOPETHYCCKHE TEOPETUUECKHE 3HAHUI 115 TEOPETHYECKUE | 3HAHUS ISl BRIOOpA
SHAHYS TSI 3HAHUA IS BEIGOpa MeTouKy| SHAHH UL METOJUKH PELICHUS
BEIGODA METOIUKH BBIOOpA METOJIUKHU peeHHs BBIOOpA po(hecCHOHATBHBIX
peueHust DEIIICHIA npodecCHOHANIbH METOIURH st

poheCcCHOHATBHBI penieHus

npodeccroHanbHbI X 3a1a4 BIX 3aJa4 npodeccHoHab
X 3a71a4 B BBI3BIBAET HBIX 32724

3aTPYAHECHUS

Onenka cpOpMUPOBAHHOCTH KOMITETEHIINI MO MoKa3zaTesito HaBbIKy.

Kputepuit YpOBEHb OCBOCHHSI U OLICHKA
2 3 4 5

Bnanenue He Bnageer He nocrarouno Biageer [podeccnonansho
HaBBIKAMHU BHIOOpa | HABBIKAMU BHIOOPA M | XOPOLIO BIaACCT HaBBIKAMH BHIOOPA | BIIAJCET HABBIKAMH
1 UCIOIB30BaHMsl | HCTOIb30BaHUs BbIOOpA U U UCTIOJIb30BaHMs | BBIOOpA U
METOJIOB METOJIOB HCITOJTB30BaHUS METO/I0B HCITOJIB30BaHUS
I — oOecrieueHus METOJIOB obecrieueHus METOJIOB 00€CIICUCHHUS
6 oe3onmacHoctr [IMC | obecneuenus 0e30macHOCTH 6e3onacuoctr [TMC
He;I%HaCHOCTH oe3onmacuoctr [TMC| T[TNUC
KaugectBo He xauectBeHHO He nocrarouno He nocrarouno KauecTBeHHO
oOecreueHus BBITIOJIHACT Ka4€CTBCHHO Ka4€CTBCHHO BBIIIOJIHACT
6e30MaCHOCTH obecreueHus BBITIOJTHSICT BBITIOJTHSICT HCCIICTOBAHUS
TTUC npu oesomacuoctu [1MC, | obecrieueHus obecrieyeHus oOecrieueHus
peirenun JTOITYCKaeT rpyobie Oe3omacHoCTH 0e301acHOCTH oe3omacuoctu [1TMC

OILIHNOKH I[MNUC, nonyckaer u |[1IMC, nomyckaet u
MpOQECCHOHATLHEL HCIIPABJISAET WCTIPABIISET
X 3alad OINOKY C OIIMOKHU

MMOCTOPOHHEH CaMOCTOSTEITLHO
MTOMOIIIBIO

CamocrosarenpHocT| He moxer Brinonusier [Ipu BeimonHeHuun | CaMoOCTOSTENBHO
b BBITIOJTHEHUS CaMOCTOSITEILHO pelieHue 3a1a4y pelieHus 3a1a4 BBIMOJTHSIET PELICHHS

BBITIOJHSTD pPelleHHe | 00ecreYeHus obecrieueHus 3a/1a4 00ecIIeYeHHs

pelieHus 3a1a4
obecrieyeHust
0e30macHOCTH
M1cC

3a71a4 00ecIIeyeHUs
oe3onacHoctu [TMC

oe3onacHoctu [TMC
C IOCTOPOHHEH
IIOMOIIIBIO

6e3omacuoctu [1TMC
WHOT 1A TpeOyeTCs
MOCTOPOHHSISI
IOMOIIb

oe3omacHoctu [TMC




6. MATEPUAJIBHO-TEXHUYECKOE
N YYEBHO-METOIUYECKOE OBECIIEYEHHUE

6.1. MaTepuaibHO-TEXHHYECKOE O0ecreyeHue

Ne HauMmenoBanue crienuagbHBIX TOMEIEHNN OCHAaIIEHHOCTD CIIEHAIbHEIX TOMEIIEHUN U
Y IIOMELICHUH I CAMOCTOSTEIIBHON MIOMEIICHUH JIJIsl CAMOCTOATEIBHOM paboThI
paboThI
1. VYyeOHas ay1uTopus AJis IPOBEICHUS Crenmanu3upoBaHHasi MeOeb.
JIEKIMOHHBIX 3aHATHH MynbTuMeauiiHasi yCTaHOBKA, S9KpaH, TOCKU
2. VYyeOHast ay1uTopust AJisi IPOBEICHUS Crneunanu3upoBaHHasi MeOeIb.
1a00paTOPHBIX 3aHATHHA Komnbroteps! Ha 6a3e npoueccopos Intel niu
AMD.
3. UntansHbIi 32)1 OMOIUOTEKH ISt Criennanu3upoBaHHasi MeOeb.

CaMOCTOATEIIbHOM pa6OTBI

KOMHBIOTepHaﬂ TCXHHKA, IIOAKIKYCHHAsA K CETU
HHTCPHET U UMCIOIAasA AOCTYII B 3JICKTPOHHO-
06pa30BaTeJ’ILHYIO cpeay

6.2. JIM1eH3MOHHO€E U CBO0OTHO pacnpocrpansaeMoe nmnporpaMmmHoe o0ecreyeHue

No

[lepeyeHb JIMIIEH3HOHHOTO MPOTrPAMMHOI'O
obecrieueHus.

PexBu3uTHI MMOATBECPIKAAOIICTO JOKYMCHTA

1.

Microsoft Windows 10 KoprioparusHas

Cornamenne  Microsoft  Open  Value
Subscription V6328633. Cornaienue
nericreutenbHo ¢ 02.10.2017 mo 31.10.2023).
Horosop MOCTABKH 1O
0326100004117000038-0003147-01 oT
06.10.2017

Microsoft Office Professional Plus 2016

Cornamennie  Microsoft  Open  Value
Subscription V6328633. Cornamenue
nericreurenbHo ¢ 02.10.2017 mo 31.10.2023

Kaspersky Endpoint Security
«Crannaptabiil Russian Edition»

CyOnuuen3uonusiii  goroop Ne 102 ot
24.05.2018. Cpoxk neHcTBHUS JIUIIEH3UU O
19.08.2020

I'paxnancko-npaBoBoil Jlorosop (KoHTpaxr)
Ne 27782 «llocraBka mpojuieHHs IpaBa
nosib3oBanus (uuensun) Kaspersky Endpoint
Security ot 03.06.2020. Cpok geicTBus
mrmens3un 19.08.2023r.

OC Linux

CBoboaHO pacripoctpansiemoe [10 cormacHo
YCIOBHSIM JIMIIEH3UOHHOTO COTJIANICHHUS

Google Chrome

CBoboaHO pacmipoctpansiemoe [10 cormacHo
YCIOBHSIM JIMIIEH3UOHHOTO COTJIANICHHUS

Cpenpl nporpammupoBanus Free Pascal, Dev
C++ umu CodeBlocks. CrucTema makeTHOTO
ananu3a tcp-dump, Wireshark. Cucremsr
o0OecIeyeHns 3aIIuThl MEKCETEBOI0
B3anMo/ieiicTBus iptables, shorewall,
Microsoft firewall

CBoboaHO pacmipoctpansiemoe [10 cormacHo
YCIIOBHSIM JIMIIEH3UOHHOTO COTJIAIICHHUS




6.3. Ilepeyennb yueOHBIX U3IAHUH M Y4eOHO-METOAUYECKMX MATEPHAJIOB

1. Apmommn, C. M. TexHomorun u TmpoAykTel Microsoft B obOecnedeHuu
uH(popMaIIMOHHON Oe3omacHocTH: ydeOHoe mocobue / C. M. Amommn, A. A.
CasenveBa, B. A. Cepmok. — 3-¢ u3a. — MockBa: HHTepHET-YHUBEpPCUTET
Nudopmarmonnsix Texnonoruit (MHTYUT), At Ilum Ap Menua, 2021. — 431 ¢c. —
ISBN 978-5-4497-0935-6. — Texkct: snektponHsiil // LludpoBoit obpazoBaTenbHbIN
pecypc IPR SMART: [caiit]. — URL.: https://www.iprbookshop.ru/102070.html

2. Hndopmarnmonnas 6e3omnacHOCTh. [IpakTuueckue aciekThl: yueOHUK 1 By30B / JI.

X. Cadwuymnuna, A. P. Kacumona, f. C. Psa6oB [u nap.]. — Canxr-IletepOypr:
Nurepmenus, 2021. — 240 ¢. — ISBN 978-5-4383-0205-6. — Tekct: 2IeKTpOHHBIH //
[udposoit  obpazoBarenbubii  pecypc IPR SMART: [caiit]. — URL:

https://www.iprbookshop.ru/103997.html

3. B. C. T'op6aros, O. 0. Ilonsackas - OcHoBbl TexHojoruu PKI - 2-e uzn. -
Tenexkom, 2011 1 + 1

4. Omudep, B. I'. Komnsrorepusie cetu. [IpuHIUIIBI, TEXHOIOTHH, MPOTOKOJIBL: y4eO.
nocodbue / B. I'. Onmudep, H. A. Onudep. - 4-e uzz. - CII6.: [Turep, 2011.

5. Ilakwmn, A. W. HWadpopmammoHHas O0e€30MaCHOCT, HWH(OOPMAIMOHHBIX CHUCTEM
yIpaBJieHUs MpeanpusTueM: yuyeOHoe mnocobue mo vactu kypca / A. W. Ilakun. —
MockBa: MockoBCKas rocyJapcTBEHHas akaJemMusi BOAHOro Tpancnopra, 2009. — 41 c.
— Texkct: anexkrponnsiil / LHudposoit odpazoBarensHblil pecypc IPR SMART: [caiiT].
— URL.: https://www.iprbookshop.ru/46462.htmi

6. .HI/IMaHOBa, H. 1. ApXI/ITeKTypa BBIYUCIUTCIIBHBIX CUCTCM M KOMIIBIOTCPHBIX ceTe:

yueOHoe mocobue. — Camapa: [loBomKCkuii TOCYJapCTBEHHBIM YHHUBEPCUTET
TenekoMMyHuKammii 1 uHbopmaruku, 2017. — 197 ¢. — TekcT: 37eKTpOHHBIN //
[Mudposoit  obpazoBarenbubiii  pecypc IPR SMART: [caiit]. — URL:

https://www.iprbookshop.ru/75368.html

7. Karynun [.Il. OcHOBBl HH(POKOMMYHHKAIIMOHHBIX TEXHOJIOTHH [DIEKTPOHHBIN
pecypc]: yueonunk. — Caparos: Aii [Iu Op Menua, 2018. — 797 ¢. — Pexum goctymna:
http://www.iprbookshop.ru/74561.html

8. Tomumeina, O. JI. [Iporpammuoe obecnieuenue: yued. mocodbue / O. JI. ['onmurneina, T.
JI. Tlapteika, W. W. TTonos. - 3-¢ u3a., mepepad. u goi. - M.: @opym, 2010.

9. Tamunkuit A. B., Ps6ko C. JI., lllanerun B. ®. 3amura naGopmaum B CETH —
aHanu3 TexHoJoruil u cunte3 pemenuii. M.: JIMK Ilpecc, 2004.

10. IepbaxoB A. HO. CoBpemeHHas KOMIbIOTepHas 0€30MacHOCTh. TeopeTnyeckue
ocHOBBI. [IpakTnueckue acriektel. — M.: KamxHbIM Mup, 2009.

11. KpaBuenko, T. K. VHDOKOMMYyHUKAIIMOHHBIE TEXHOJOTHUU  YNPaBICHUSA
npeanpustuem: yueO. mocodue / T. K. KpaBuenko, B. @. IIpecusaxos. - M. : I'Y BIID,
2003.

12. Fuzzing: uccinenoBaHue ysA3BHUMOCTEH MeromoMm rpyboi cuisl - (High Tech")
/Carton M., Amunu I1., I'pur A., Carron M., Anekcannp I'pur, Amunn I1. CumBon-
[Troc, 2009.

13. bepnun, A. H. OcHOBHBIE TTPOTOKOJIBI UHTEPHET: yueOHoe nocodue / A. H. bepnuH.

— 3-e m3n. — MockBa, CapartoB: HurepHeT-YHuBepcuter MHbOpMaOHHBIX
Texnonorut (MHTYUT), At IIu Ap Menua, 2020. — 601 c. — ISBN 978-5-4497-



0337-8. — Texcr: anextponuslit // [ludposoit odpazoBarensubiii pecypc IPR SMART:
[caiiT]. — URL.: https://www.iprbookshop.ru/89452.html

14. IlpuBanoB M.M. OcHOBBl anmapaTHOro M HOPOrpaMMHOIO  OOeCHEeUEHHUs
[DnmekTponHBI pecypc]: yueOHOoe mocobme. — CraBponons: Ceepo-KaBkazckuii
dbenepanbabi  yHHBepcuter, 2015, — 145 c¢. — Pexum jgocryna:
http://www.iprbookshop.ru/63113.html

15. IletpoB, A. A. KowmmbioTepHas Oe3omacHocTh. Kpuntorpaduueckue MeTOAbI
3amuThl. — 2-¢ u3a. — Capatos: [IpodoOpazosanue, 2019. — 446 c¢. — ISBN 978-5-
4488-0091-7. — Tekct: snextponHsiii // Lludposoit oOpazoBatenbhblii pecypc IPR
SMART: [caiiT]. — URL.: https://www.iprbookshop.ru/87998.html

16. IlepcoBa M.I". CoBpeMeHHbIE KOMIBIOTEPHBIE TEXHOJIOTUU [ DIEKTPOHHBIN pecypc]:
koHcniekT Jsekumii / M.I. IlepcoBa, FO.I'. Comnoseitunk, II.A. JlOMHHKOB. —
HoBocubupck: HoBocuOupckuii rocyiapcTBeHHBIN TeXHUYECKUM yHuUBepcutet, 2014.
— 80 c. — Pexxum moctyma: http://www.iprbookshop.ru/45025.htm

17. A.I1. 3erxna, A.M. HBamiko. OcHOBBI 0€301aCHOCTH WH(DPOPMAITMOHHBIX CUCTEM. —
M.: I'opsiuast iunusg — Tenexom, 2000.

6.4. IlepeyeHb MHTEPHET PeCypPCoOB, NPOodecCHOHAIBHBIX 0a3 JaHHBIX,
UH(OPMALMOHHO-CIIPABOYHBIX CHCTEM

1. Dnextponnass Oubnmorexka (Ha Oa3ze OBC «bubmmuoTex») — Pexum nocryna:
http://ntb.bstu.ru

2. OnextpoHHO-OMOmmoreynas  cuctema [PRbooks —  Pexum  gocryma:
http://www.iprbookshop.ru

3. DAexTpoHHO-OMOIMOTEeYHAs cucrema «YHHUBEPCUTETCKAs OoubnmoTexa

ONLINE» — Pexum noctyna: http://www.biblioclub.ru/
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