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1. IVTAHUPYEMBIE PE3YJIbTATBI OBYUEHUS 11O JUCIIMIIVIMHE

dopmMupyeMble KOMIETEHIIUN

TpeboBanus K pe3yabTaraM 00ydeHus

No Kon Komnerenmms
KOMITETCHITNH
Oo6menpodeccnoHaIbHbBIC
1 OIIK-5 ITOHWMAaHUEM B pesynbrare 0CBOCHHS AUCHUTUIAHBI
3HAYEHUS 00y4aroIIMics T0HKEH
uH(pOpPMAITUH B 3HATh: TEXHUUYECKUE U TPOTPAMMHBIC
COBPEMEHHOM MHpE, | CpPe/ICTBA peain3aii HHHOPMAITMOHHBIX
CHOCOOHOCTBIO TEXHOJIOT'MiA, TUTIOBbIE YMCIICHHBIE
pelaTh 331a4u METO/Ibl PEILICHUS] MATEMAaTHUECKUX 3a/1a4
npOo(eCCUOHAIBHON | M aJITOPUTMBI UX pean3aliiu, OJIMH U3
JIeATEITHHOCTH C S3bIKOB IPOIPAMMHUPOBAHUS BBICOKOTO
TIPUMEHEHUEM YpOBHS
UH(POPMAITMOHHBIX | YMeThb:
TEXHOJIOTUH C WCTIOJIb30BaTh YMCIICHHBIC METOIBI JJIsI
YUETOM OCHOBHBIX pelleHus MaTeMaTUIECKHX 3a7ad,
TpeOOoBaHUI WCTIOJIb30BaTh S3bIKH U CHCTEMBI
UH(POPMAITUOHHON IPOrPaMMUPOBAHUS JIJIsl PEIICHUS
0€30MacHOCTH, B TOM | IPO(eCCHOHATBHBIX 3a]1a4, Pad0TaTh C
YKCJIC 3aIIUTHI IPOTPaMMHBIMH CPEJICTBAMH OOIIIETO
rOCyIapCTBEHHOM HAa3HAYCHMUS.
TalHEI Baagern: MeToaMu moMcka u oOMeHa
uHdOopMaIen B rio0aibHbIX U
JIOKQJIbHBIX KOMITbIOTEPHBIX CETSX,
COBPEMEHHBIMU METOJaMH UCCIIEIOBAHUS
TEXHOJIOIMYECKUX MPOLIECCOB.
IIpodeccronanpHbie
1 [1K-1 CIIOCOOHOCTBIO B pe3ynbTrare 0ocBOCHUS AUCHIUTUTUHBI
OCYIIECTBIISITH 00y4aroIIMics T0HKEH
TEXHOJIOTUICCKUN 3HATH TEOPETUICCKUE OCHOBBI
Ipo1LIeCcC B M3y4aeMbIX aJITOPUTMOB MIUPPOBAHMUS,

COOTBETCTBUHU C
pErJIaMEHTOM U
HCIIOJIb30BATh
TEXHUYECKUE
CpeJicTBa ISt
M3MEpPEHUS
OCHOBHBIX
rapamMeTpoB
TEXHOJIOTUYECKOTO
IIpoIIeCcca, CBOMCTB
CBIPbsI ¥ POAYKIIUHU

dbopMBI 3a1TUTH HHOOPMAIIMK B CETH
HuTepHeT, TpeOOBaHMS K 3allIUTE
uH(pOpMaIK, KPUTEPUU OLIEHKH YTIPO3.
YMmerhb: paboTath ¢ pa3IMuHbIMU
WUCTOYHUKAMHU UHGOPMAIINH, HCTIOTb3YS
paszHbie GOPMBI 3aITUTH HH()OPMALINH,
BBISIBIISITH TIPOTPAMMBbI — IIITTUOHBI,
«BUPYCHI»

Baanersb: CoBpeMEHHBIMU METOJAMU
3aIUThI HHGOPMAIIUH.




2. MECTO JUCHUILIUHBI B CTPYKTYPE OFPA3OBATEJIBHOM
ITPOI'PAMMBI

COI[Cp)KaHI/IC JAUCHUIIIIMHBI OCHOBBIBACTCA W ABJISICTCA JIOTHYCCKUM IIPOAOJIKCHUEM

CIEAYIOIIUX TUCITUTIINH:

HanmeHoBaH#e TUCIIUTUIMHBI (MOJTYIIS)

Maremaruka

N R Z

NudopmaTtuka

Coz[epncaHHe AUCHUIUIMHBI ~ CIIYKHUT OCHOBOM A1 U3Yy4YCHUA  CIICAYIOHMIUX

TUACIUATUINH

Ne HanMeHnoBaH#e TUCIUIUIMHBI (MOTYJIS)

Cucremsl YHpaBJICHUSA XUMHKO-TCXHOJOTHUYCCKUMHA IIPOICCCaMU

2 BrerancanrenbpHas MaTeMaTHKa

3. OBPBEM JUCIIMIIVIMHBI

OO111as TpyA0€MKOCTh JUCIMILTUHBI cOCTaBisieT 4 3a4. equnuil, 144 wyaca.

Bun yuebHoi paboThl Bcero Cemectp
4acoB Ne 8
OO6m1ast TPyTI0€MKOCTh JUCHUILIMHBI, Yac 144 144
KonrakTHas pa6ora (ay1uTOpHbIE 51 51
3aHSATHSA), B T.4.:
JICKIIUU 17 17
71a00paToOpHbIe
PAKTUUECKUE 34 34
CamocTosiTeJibHasi padoTa CTy/IEeHTOB, B 93
TOM YHCJIE:
[ToaroroBka K JeKIUAM 14 14
[ToaroroBka K NpakTUYECKUM 3aHSITUSIM 34 34
Bemomnnenne NJ13 9 9
[ToaroToBKa K 9K3aMeHY 36 36
dopMa MPOMEKyTOUHAsT aTTeCTaIUs DK3aMeH
(3auer, PK3aMEH)




COJIEP)KAHUE TUCLMILIMHBI

4.1 HaumeHoBaHMe TeM, UX COJIEP:KaHNE H 00beM

/11

HaumenoBanue pasnena
(kpaTKoe coziep KaHue)

OO0BeM Ha TeMaTUYECKHM
paszen 1o BujaaM yueOHoU

Harpy3Ku, 4ac

Jlexun

IIpakTuueckue

JlaboparopHbie
3aHATHS

3aHATUA

CaMmocrosTenbpHas

pabora

1.

Pa3nes 1.OcHOBHBIE acieKThbl HHGOPMAIMOHHO 0e30ACHOCTH

[Tonsitue wHpopMmanmoHHO# Oe3omacHOCTH. OCHOBHBIC
KaTeropuu MH(POPMALIMOHHOM 6e30macHOCTH.
3akoHOIaTEILHEIE ACIEKTEI nH(pOpMaITMOHHOM
0e30MmacHOCTH.AHAJIN3 ~ HauboJee  paclpoCTPaHEHHBIX
yrpo3 U METOJOB MPOHUKHOBEHHS B HH(OPMAIOHHBIE
cucteMsl. [IporpaMmHoe o0ecrieueHre, MpUMEHSIEMOe IS
MPOHUKHOBEHUSI B UH(QOPMALIMOHHBIE CUCTEMBI U METObI
HEUTpaJIM3alUU €ro BO3ACUCTBUS.

1

2.

Pasznea 2. Kpunrorpaguueckue cpeacrsa 3aiuuThbl HHGpopMauuu

OcHoBHbIE IOHATHS KpUNTOrpaduu, TEPMUHOIOTHS.
Knaccudukanus kpunroaaroputMoB. OCHOBHBIE BHIBI
KpPUNTOAHATUTUYECKUX aTakK. 3aKoHOAATeNbCTBO PD B
obnactu pa3pabOTKU ¥ MPUMEHEHUS CHCTEM, COJIEPIKAIIINX
3JIEMEHTHI KpUnTo3auuThl. [loTokoBBIE U OJI0YHBIE
mudpsl. [IpHHINITEI TOCTPOSHUS OJIOUHBIX IIH(POB.
Kouctpykiuu @eticrens. Pexxumbl paboThl OJIOUHBIX
mmdpos. KpunroanroputmselAES, TOCT 28147-89 u
I'OCT P 34.12-2015.0OcHoOBHBIC PUHIIUTIBI TTU(PPOBAHKS
C OTKPBITBHIM KiII0uoM. O0JacTu MpUMEHEHUS
KPUIITOCHCTEM C OTKPBITHIM KJIFOUOM.
KpunroanroputMRSA. Yrpasnenue kiodamMu. AITOpUTM
Juddu-Xenmmana-Mepkia.

6

22

28

3.

Pa3nea 3. Ctannaptbl HHQOpMaNMOHHOM 0€30NMACHOCTH

OcHOBHBIE IOHATHS, BBOAUMbIE CTAHIAPTAMU U
cnenuuKanusaMu. PyKoBoasIIre JOKyMEHTHI
I'ocrexxkomuccuu P®. Hopmarusubie nokymeHTsl @CTOK.
00630p HanboJIEe 3HAUMMBIX OTEYECTBEHHBIX CTAHIAPTOB B
obnactu nnpopmarmonHoit 6e3omacaoct: MCO/MOK
15408, cepus cranmaproB MCO/MOK 27000.

4.

Pasznea 4. JiiekTpoHHasi MOANNCH U ayTeHTUUKAUSA

Ha3nauenue QpyHKIUI XAIIUPOBaHUS U TIPEABSABISIEMbIE K
HUM TpeboBarus. O030p U3BECTHBIX aJITOPUTMOB
xaummpoBanusa: MD5, SHA-1, 2, 3,

I'OCT P 34.11-94, 2012.TpeGoBaHus K JIEKTPOHHBIM
noanucsaM. OCHOBHBIE TOJIOXKEHUS 3akoHa 63-D3 «O6
AJIEKTPOHHOM MOAMUCHY. XapaKTEPUCTUKH AJITOPUTMOB

10




CO3/aHUS U BepU(PUKALNUNUIICKTPOHHBIX TOIMUCEH:
DSA,ECDSA, T'OCT P 34.10-94, 2001, 2012. TTpoTokosl
OJIHOCTOPOHHEW U JBYCTOPOHHEH ayTeHTH(HUKAIIMHN Ha
OCHOBE CUMMETPHYHOTO U ACHMMETPUYHOTO IIHU(PPOBAHHUS.
OcHoBHbIe nTosokeHus ctanaapra X.509. Ctpykrypa
cepTUdUKaTa OTKPHITOTO KJtoya, (hopMaThl XpaHEHUSI.
OT13561B cepTuduraToB. O0mas cxema ayTeHTH(UKAINH C
ucnonb3oBaHueM ceprudukaros X.509. Mndpactpykrypsl
OTKPBITHIX KITIOUECH.

S.

Pa3nes 5. 3amura pacnpenejieHHbIX CHCTEM H KOPIOPATHBHBIX ceTeil

Oco0eHHOCTH MMPOTOKOJIOB 3aITUIIIEHHOTO 0OMEHA
JAHHBIMH CETEBOTO M TPAHCIIOPTHOTO YPOBHS U UX MECTO B
creke mpotokosioB TCP/IP. O630p 3amuineHHbIX
npotokoisioB: IPSec, SSL, TLS. Atakyemsbie ceTeBbie
KOMIIOHEHTHI UH(POPMAIIMOHHBIX cucTeM. Knaccudukanus
HapyILIUTENIeH ceTeBoit 0€30MacHOCTH MH(POPMALIMOHHBIX
cucrteM. YTpaBieHue J0cTynoM. Metoauka oOHapyKeHUs
Hapymurenei. [IporokonupoBanue U aynur.
Knaccudukanus Bpe1OHOCHBIX TPOrpaMM. AHTUBUPYCHAs
3anuTa. OCHOBHBIE XapaKTEPUCTUKU U TUIIBI
OpaHIMay>POB M CHCTEM OOHAPYKEHUS U
IIPENOTBPALIEHUS] BTOPKCHUMH.

2

6.

Pa3zngen 6. CucreMbl 3alIIUTHI JIEKTPOHHOI MOYTHI

Hasznauenue u npunnun padotst cuctem PGPu S/IMIME.

2

7.

Paznea 7. Opranu3zanuonHoe odecneyeHne HHGOPMANMOHHOI 0€30MIACHOCTH

AJIMUHHCTPAaTUBHBIA YPOBEHb HH(GOPMAIIMOHHON
6e3onacHocTu. DopmMupoBaHue MOJUTHKH O€30MTACHOCTH.
VYnpasnenue puckamu. [IponenypHslii ypoBeHb
nHpopmarmoHHoi 6e3omacHoCcTH. OCHOBHBIE MEPHI
nojiepkaHusl paboTocnocoOHOCTH HH(DOPMAITMOHHON
CUCTEMBI.

1

BCET'O

17

34

53

4.2.CopnepxaHue JJa0OPATOPHBIX 3aHATHIA

He npeodycmompeno

4.3. Coaep:xaHne NPAKTHYECKUX (CEMUHAPCKUX) 3aHATHIA

HaunmenoBanue
paznena
JTACIUTUIUHEBI

Tema mabopaTopHOro 3aHATUS

K-
BOYa
COB

K-Bo
4acoB
CPC

cemectp No 8

Kpunrorpaguuec | IloTokoBoe mmudpoBaHue JaHHBIX

KHE Cpe/ICTBA
3AIUATHI 28147-89

Anroput™m 6s109HOTO MdpoBanus gaHHBIX ['OCT

uH(popMalun CummeTrpuuHoe mudpoBaHUE JaHHBIX C

NextGeneration

HCTOJIb30BaHUEM KpUNTOrpapuuecKux nHTepgeiicon
MicrosoftCryptoAPI u Cryptography API:

OpenSSL

CuMMeTpUYHOE U aCUMMETPUYHOE MIH(PpPOBaHUE
JAHHBIX CPEACTBAaMHU KPUNTOTrpaprueCcKOro nakera




5 | DnekTpoHHas Coznanne kpunTorpaduIecKux COOOIICHUH C 6 6
HOJIUCH U ucnoib3oBanueM uurepeiica MicrosoftCryptoAPI u
ayreHTHUKamsa | mudposbix ceptuduxaTon X.509

6 3amura Peanuzarus 3amunieHHoN nepenayn JaHHbIX 110 6 6
pacripeneneHHbIx | nmpoTtokony TLS cpeacTtBamu kpunTorpadudecKoro
CUCTEM U nakera OpenSSL
KOPIOPATUBHBIX
CCTCHU

urtoro: | 34 34
BCEIO: | 68
4. ®OHJA OIEHOYHBLIX CPEACTB JJIsA HPOBEJAEHUSA TEKYHIETI'O
KOHTPO.IS1 YCIEBAEMOCTH, TIPOMEKYTOYHON
ATTECTAIIUA 11O UTOI'AM OCBOEHUSA JUCHUTTJIMHBI
5.1.11lepeyeHb KOHTPOJIBbHBIX BONPOCOB (THIOBBIX 3aaHUI)
KonTposnbHbIe BOPOCHI JIJ1s1 TEKYIIETO KOHTPOJIS
1)  ITpuHIAITEI pabOTHI TOTOKOBBIX MIH(POB.
2) Kakwe onepaiwin HCIOJIB3YIOTCS TIPH PEATH3aIH TIOTOKOBBIX IU(POB?
3) Uro Takoe ramma mudpa?
4)  Yro mpezcTaBIseT COO0M PErHCTp CABUra ¢ IMHEHHON 00paTHOM CBSA3BIO?
5) Yro Takoe orBoaHas nocieaoBareabHocTh PCJIOC, u B Kakol opMe ee MOKHO
MIPEACTABUTH?
6) Yro Takoe meproa perucTpa capura?
7)  Kakue ycnoBust T0/DKHBI COO0AaThCs 171t Toro, uroosl PCJIOC nmen
MAaKCUMAaJIbHBIA TTEPUOJT?
8) Yo takoe ceth Deiictens? KakoBbl OCHOBHBIE PUHIIUITBI PA0OTHI OJIOYHBIX IIU(POB,
YCTPOEHHBIX IO MPUHLMITY ceTu Deiictens?
9) Hazogure Bce pexxumbl mudpoBanusi, onpeaenacHubie BI'OCT 28147-89.
10) KakoBsl paspsaHocTH 0710Ka U Kiroua B anmroputme ['OCT 28147-897?
11) Yro npencTaBisoT co00i TabaMIbI 3aMeH (S-0510kH) B anroputme 'OCT 28147-89?
12) Yro npencraniset coOoi oauH payH 1 (0cHOBHO# 1rar) anroput™a ['OCT 28147-89?
13) Kak MOXeT MpOU3BOIUTHCS JOTOJTHEHHE HEMOIHBIX OJIOKOB B PEXKUME MPOCTOM
3aMEHbI?
14) KakoBBI HEJIOCTATKH PEXKMMA MPOCTOM 3aMCHBI?
15) Yro coboii mpeacTaBIseT PEKIUM TaMMUPOBAHHS?
16) Yto coboii mpeacTaBiseT peKUM raMMUPOBAHKUS ¢ OOpaTHOW CBSI3bIO?
17) Kak ¢pynkimonupyet cxema 3amudposanus aropurma ['OCT 28147-89?
18) Kak ¢ynkimonupyet cxema pacumdpoBanus anropurma 'OCT 28147-89?
19) Yto TaKoe CHHXPOIOCHLIKA?
20) Yo takoe CryptoAPI? B yem 3akmrouaercs paszmmune Mmexay CryptoAPI 1.0 u
CryptoAPI 2.0?
21) Yo takoe kpunTonposaiiaep? Kak MOXHO MOAKITFOUUTHCS K KPUIITOIIPOBaiaepy?
22) Kakoe KoyimuecTBO PYHKIMI J0JDKEH MOICP)KUBATH KPUITTOIPOBaiiiep?
23) Kak co3nate konTeiinep kimoueii? Kakve TUIbl Kirodeii B HeM OyIyT XpaHUThCs?

24)

Kakue Turbs1 KpuntonpoBaiiiepoB Bbl 3HaeTe? YeM OHU pa3nnyarorcs?



25) Kak MOYKHO BBINOJHHUTH TEHEPAIIHIO KITF0Ya CHMMETPUYHOTO Mr(poBaHus?

26) Kaxoi pexxuM mudpoBaHus yCTAHABIMBACTCS ITPY TCHEPAIMH KITFOYa 0
YMOJTYaHUIO?

27) Yro Takoe xa1-00bext? Kakue GpyHKIMU 171 paboThI ¢ X3II-00bEKTaMH BbI 3HaeTe?

28) Kaxwue ¢pynkumu CryptoAPI BEIONHSIOT 3amudpoBaHue U pacimppoBaHUe
naHHbIX? Kakue oM NMEroT napameTpb?

29) UYrortakoe Cryptography API: Next Generation? B uem 3aKiro4aroTCs €ro pasinius ¢
CryptoAPI?

30) Kakwue tunsl mpoaiiiepoB CNG 10CTYITHBI B ONIEPaIMOHHBIX crcTeMax Windows?
Kak M0OHO y3HaTh, KaKie KOHKPETHO IPOBaiIepbl YCTaHOBJIEHBI B cUCTEME?

31) Cpenctra kakux nposaiinepoB CNG MOXXHO HCIIONIB30BaTh B PEXKHUME siipa’?

32) Kak onpeaennuTh yCHEeNHOCTh Bbi30Ba GyHKIUH CNG?

33) Kak creHeprpoBaTth KJIHOY CHMMETPHUYHOTO IHM(PPOBAHKS M YCTAHOBUTD €0
apaMmeTpbl?

34) Kakwue ¢pynknmu CNG BBIOJTHSIOT 3alM(ppOBaHKE U paciiipOBaHUEC TAHHBIX?
Kakue oHn nMeroT mapameTpsl?

35) Jlnst vero ucrosb3yercst Kpunrorpadrdeckuii maket OpenSSL?

36) Kak ycranoButh u ckoHpHUrypupoBath naket OpenSSL.

37) Yo coboit npencraisier Tun BIO? Kakue ero pasHOBUIHOCTH BbI 3HaeTe?

38) Kaxkumu cpeactBamu B makere OpenSSL MOXKHO OCYIIECTBIISITH TeHEPAIIIO
TICEBJIOCTYYAHBIX YnCEe?

39) Kakue GyHKIUH ¥ TUTIBI JaHHBIX, HEOOXOMMBIE JIJISI BHITIOTHEHUS] CHMMETPHUYHOTO
mmdposanus anroputMoM AES, Bbl 3HaeTe?

40) Kak MOXXHO OCYIIECTBIISITh aCHMMETpUYHOE mrdpoBaHue aroputMom RSA
cpeactBamu rmakera OpenSSL?

41) Kaxkue ¢ynkimuy i GaiioBoid BRITPY3KH-3arPy3KH OTKPBITHIX U 3aKPITHIX KIFOUCH
KJIIOYEBbIX Nap anroputma RSA Bbl 3Haete?

42) Kak akTUBHPOBATH MOJJIEPKKY OTEUECTBEHHBIX KPUIITOAITOPUTMOB B ITAKETE
OpenSSL?

43) Kakue (QyHKIMU U TUTIBI JAHHBIX UCTIOJIB3YIOTCS TIPH IU(PPOBAHUN
kpurnroanroputMom ['OCT 28147-897

44) Kaxk B 0T€UECTBEHHON KPHUIITOTpadhUK CTPOUTCS IPOIiecC 0OMEHA CEaHCOBBIM
KIIFOYOM?

45) Kak ocyIecTBIIsSeTCs FeHepalysl KJIFUCSBbIX Map ajJroOpuTMa 3JIeKTPOHHOH MOUCH
I'OCT P 34.10-2001?

46) Kakwie GhyHKIIUH UCITOIB3YIOTCS JUIA 3arpy3KH B (a1 v BRITPY3KU U3 (aiiia
KJTFOUEBBIX Map aJrOpUTMa SJIEKTPOHHOM MOAUCH
I'OCT P 34.10-2001?

47) Kakue mapameTpsl UCIIOIB3YIOTCS MPU BEIPAOOTKE OOIIIEro KIIk4a ¢ IOMOIIBIO
anroputMa VKO GOST R 34.10-2001? Kaxue ¢hyHKIIUM U TUIBI JAHHBIX
UCTIOJIB3YIOTCS JUTS peali3aliy 3TOro ajaropurma?

48) Jyis 4ero UCIONB3YIOTCs CepTUDHKATHI OTKPBITHIX Kitodei X.5097?

49) Yrto takoe uHdppacTpykTypa oTKphITHIX Kimtodeit (PKI)? Kakue BapuaHTh
apxutekTypsl PKI Bbl 3HaeTe?

50) KaxkoBa ctpykrypa ceprudukara X.509?

51) Kak ceprudukarsr X.509 xpaHATCS B 3alIOMHHAIONIMX ycTporicTBax? Kakue hopmaTsl
CepTU(PUKATOB BbI 3HAeTE?



52)
53)
54)
55)
56)

57)
58)

59)
60)
61)
62)
63)
64)
65)
66)
67)
68)

69)
70)

71)
72)
73)
74)
75)
76)

77)

Uro Takoe moJist pacmpeHuii B coctaBe ceptruduxara X.509?

Kax OpenSSL nactpauBaercs 1jist pabOThl TECTOBOT'O LIEHTpa cepTuduraryu?
Kaxue xomanaer OpenSSL ucnomnb3yroTes uist co3aanust ceptuduxkaTon?

Kak ycTtaHoBUTb co3/1aHHBIN cepTUdUKAT B cUCTeME?

Kakue 8 OC Windows umerotcst cpefcTBa 1jisl ypaBieHUs! YCTAHOBICHHBIMU
cepTuduraTamu’?

Uro onpenemnsirot cnenmudukanus PKCS#7 u crangapt CMS?

Kakwne ¢pynkmmm MicrosoftCryptoAPI st ynpaBieHus: XpaHWIHIIAMEA CEPTUPUKATOB
BbI 3HaeTe?

Kakue ¢pynkumu MicrosoftCryptoAPI nist pabotsi ¢ ceptudukaramu Bbl 3HaeTe?
Kak onpenenuts nMeHa BceX cepTU(hUKATOB B XPAHWITHIIE?

Kak Bepudunimposats ceprudukar?

Kakue ¢ynkumn MicrosoftCryptoAPI momneprxku kpurntorpadhudeckux cooOmeHn
BbI 3HaeTe?

Kakue cTpyKTyphl TJaHHBIX MTOATOTABIMBAIOTCS TIEPE]] BBI30BOM (DYHKIIHH,
coznaroiieit kpunrorpapuieckoe coooiieHue?

Kak B mpotokosie TLS ocymiectBisieTcs: ayTeHTUPUKAIMS cepBepa U KITMEHTa?

Kak ¢ nomouisto kpunrorpagudeckoro nakera OpenSSL ocyliecTBUTh T€HEPALIUIO
kioueBoi napsl anropurma ['OCT 34.10-2001 u co3panue camonoAnMCcaHHOTO
ceptudukara’?

Yro co0oii pesicTaBisieT 0000IIEHHBIN aITOPUTM PadOThI KITMEHTCKOTO
MIPWIOKEHUS, IEPENAOIIETO U MPUHUMAIOIIETO JaHHbIE 1O poTokoay TLS?

Kakue ¢pynkuun WinSock API ucnonb3yroTcst 1t OTKPBITUS U 3aKPBITHS COKETOB,
co3ganus u paspsia TCP-coenunennii?

Kak /11 KIIMEHTCKOTO MPUIIOKEHUS! YCTAHOBUTD TTapaMeTPhl XPAHWIIUIIA TOBEPEHHBIX
cepTu(rKaToB?

Yrorakoe TLS Handshake Protocol?

Kakue ¢ynxmmn OpenSSL ucnonb3yroTest 4715 co31aHus M yCTAaHOBKY MapaMeTPOB
koHTekcta TLS?

Kak coznate 06bekT TLS-coenuHenust u cBA3aTh €ro ¢ COKETOM, MO IICP>KUBAIOIIUM
TCP-coenunenue?

Kak pazopBare TLS-coeannenune nu 0cBOOOIUTH €ro 00beKT 1 KoHTeKeT TLS?

Kak kimmeHTckoe MpuiiokeHne MOKeT HHULIMMPOBATh MPOLETypPYy XEeHIIIEHKa?
Kaxue ¢pynkimum OpenSSL ucnons3yroTcst 1yis epeiayu U nprueMa JIaHHBIX 110
nporokoiny TLS?

Uro coboif mpeacTaisieT 0000IIEHHBIN aTOPUTM PadOThI CEPBEPHOTO MPHIIOKEHHUS,
NEPEAAOIIEro ¥ MPUHUMAIOILIETO JJAaHHBIE 10 poTokory TLS?

Kak ycranoButs B koHTeKCT TLS cepBepHOro npusioxeHus cepTudukar cepsepa u
€r0 3aKPBIThIA KIItO4U?

Kak nepeBecTr cepBepHOE NPUIIOKEHNE B PEKUM OXKHJIAHHS 3aIIpoca KIIMEHTa Ha
NIPOBE/ICHUE XECHIIIEHKa?



9K38,MCH3HI/IOHHBI€ BOITPOCHI

HaumenoBanue Copep:xaHrie BOIPOCOB (TUITOBBIX 3aJaHHIA)

Ne paznena

/1 MUCIUAILINHEBI

1 OcHoBuble acriekTsl | [TonsTHe nHdopmannonHoii 6e3onacHocTi. OCHOBHBIE THIIBI YTPO3
MH(POPMAIIMOHHOMN UH(POPMALIMOHHOM 6€30MacCHOCTH

2 0e30MmacHOCTH 3aKoHOMATENIbHBIE aCTIEKTH HH()OPMAITMOHHONW 0€301TaCHOCTH.

3 bazosrie nonstus kpunrorpaduu. OCHOBHBIC 33/Ia4H, PEIIAEMBIC C

nomonibio kpunrorpaduu. IloHaTus kpuntoanropurMa u Kioda
4 Kpunroananus. [lonstue crolikoctu anropurma. OCHOBHbIE
Pa3HOBUIHOCTU KPUNTOAHAIUTUYCCKUX aTaK

5 Knaccudukanms anropuTMoB KJIaCCUYECKON KpUNTOrpaduu.
OpnnopazoBsie 610KkHOTHL. Kitaccudukanus KoMIbIOTEPHBIX
KPUNTOAITOPUTMOB.

6 [Tpunumns! noctpoenus 61ouHbIX mH@po. Cers DelicTens

7 OCHOBHBIE PEKUMBI PaOOTHI OJIOYHBIX MHU(PPOB

8 Kpunroanropurm 'OCT 28147-89. Ctpykrypa payHaa. bazossie
Kpurrrorpadueckite IIUKJIBI 3aupoBaHus U pacmm@poBanus. Pexxumer mmdpoBanus,

S OTIpeieIeHHbIE CTaHIapTOM
9 KpunroanroputmMAES. XapakTepuCTHKH aJITOPUTMA U €r0 CTPYKTypa
10 HHGopManHH KpunTocucremsl ¢ OTKPBITHIM KITH0YOM. [IpUHIIUITBI TOCTpOEHUS U
OTIUYHSI OT CAMMETPUYHBIX KPUTITOCUCTEM. AJITOPUTM C OTKPBITHIM
kioyoM RSA
11 VYrpaieHre KI04aMi B CHMMETPUYHBIX U aCUMMETPUIHBIX
kpunrocucrtemax. ['enepanus kiodeil. Pacnipenenenue kitoden s
CUMMETPUYHBIX KPHIITOCUCTEM

12 OOMeH ceaHCOBBIMH KITIOUYaMHU CPEJICTBAMU CUMMETPUYHOM
Kpunrorpadguu u Kpuntorpapuu ¢ OTKPHITEIM KIF040M. CriocoOb!
XpaHEHHs KIIo4eil. BpeMst )KM3HM KITtouei
13 Anroputm oOMmena kimodamu nddu-Xennmana-Mepkiia.
14 [ToToxoseie mudpsr AS u RC4
15 | Cranpaprtsl Cranpaaptsl nuH(opMaloHHOH O6e3onacHoct PO
nH(pOPMAITMOHHOM
6e301macHOCTH
16 OnunonanpasneHHbie XdmI-Gynkiuu. Haznauenne. OcHOBHBIE
TpeOoBaHUs, MpeAbsBIsIeMbIe K XaI-pyHkuusam. Kommmusuu u ux
MCIOJIb30BAaHUE B MPOIECCe MOAJIEIKH COOOIEHU I

17 XapaKTepUCTUKHU M OOITUE PHUHITUIIBI TOCTPOCHHUS aJITOPUTMOB
xammpoBanuaMD5, SHA-1, 2,3, TOCT P 34.11-94, 2012

18 Koapl npoBepku nognuaaoctu coodiienuii (MAC)

19 DIeKTpOHHAs OnexrponHas noanuck (O11). HazHaueHue 31eKTpOHHOM MOAIUCH, €€
IMOIITNCEH U P : P ’
ayTeHTHHKALIA Bubl. TpeboBanus k OI1. O6mume npuHumns! coznanus 1.

Cranpaptel D11 PO u CIIIA

20 [TpoTOKOJIBI OTHOCTOPOHHEH M IBYXCTOPOHHEHN ayTeHTH(UKAIIIHI

21 Cranpapt X.509. Ctpykrypa cepTudukaTa pasHbix Bepcuit. DopmaTsl
XpaHEeHHs CEPTU(PUKATOB

22 Cranpapt X.509. [Ipunuuns! ayreHTrdukanuu. OT36IB cepTU(PUKATOB

23 NHdpacTpyKTypbl OTKPBITHIX KITFOYCH

24 3ammura ATakyemble ceTeBble KOMIIOHEHTHI HH()OPMAIITHOHHBIX CUCTEM.

pacupeneneHHbIX

Knaccudukanus Hapymmresneii ceteBoil 0e30macHOCTH




CUCTEM U MH(OPMAIMOHHBIX CHCTEM

25 KOPIIOPATHBHBIX OcHOBHBIE XapaKTEPUCTUKH U TUIIBI OPaHIMAYIPOB U CUCTEM
cerei 0OHapy)XeHHS ¥ TIPEIOTBPAIICHIS BTOPYKEHUN

26 3amuIeHHbI TPOTOKOJ Nepeaayn nanHbix IPSec

27 3anuIeHHbBIN MPOTOKOJ repeaaun ganueix SSL/TLS

28 | CucTeMbl 3alUThI CucreMa 3aiuThl 2JIEeKTPOHHON mouThl PGP

29 9JIeKTpOHHOU NouThl | CrcTema 3amuThl 3JeKTpoHHO# nmoutel S/IMIME

30 | OpranuzanroHHOE Opraaun3anuonHoe odecrnedeHue nHHOPMaIMOHHONW 0€301TacCHOCTH
obecrnieueHue
WH(pOPMaITMOHHOM
0€30MMacHOCTH

5.2.IlepeyeHb TeM KYyPCOBBIX IPOEKTOB, KYPCOBBIX padoT,
HX KpaTKoe coJep:kaHue U 00beM.

He npeoycmompeno

5.3.1lepeyeHbUHIMBUIYATbHBIX TIOMAIIIHUX 3aJaHNI,

pacueTHO-rpauUYeCKUX 3a{aHUM.

Hanucats pedepar o npeasioxkeHHbBIM TEMaM.
Bapuant Tema
bezonacnocts B UHTEpEHETE.
VicTouHuKH yrpo3 6€30MacCHOCTH NEPCOHATBHBIX JAHHBIX.
OTnanuuTenbHbIe 0COOEHHOCTH MHGOPMAIIMOHHON Oe30macHOCTH PO.
Mertoap! 3amuThl HHGOpMaIu B coBpeMeHHBIX OC.
Poinb nHpOpMaImoHHON 6€30MaCHOCTH B COBPEMEHHOM MUDE.
[Tpobnembr o6ecrieueHust HHGOPMAITMOHHOM 0€30MMaCHOCTH.
CucteMbl 0OHapY)KEHUSI BTOP>KEHUIA.
ObecrnieyeHne 3alUThl JaHHBIX B OECITPOBOJHBIX CETAX.
[TpoGnemsr napopmaTH3auu odmecta. CriocoObl 3alIUThI CBOCH
WHMBUAYAIbHOCTH.
HoBoBBenenus B 3akoHoaTenbHyto 0a3y PD B o6macti nHopMaimoHHOH
0€301MacHOCTH.
11 MeToap! OIIEHKH PUCKOB 0€30MMacCHOCTH.
12 Oco6eHHOCTH 3aIIUTHl HHPOPMALIUHU B CETSAX PA3IIMYHON apXUTEKTYPHI.
13 KommbrorepHoe nuparcTBo. MeTo 161 60phOBbI.
14 3anyTa JaHHBIX C MOMOIIBI0 OMOMETPHUKH.
15 AHanM3 BO3MOKHBIX KaHAJIOB YTEUKH HH(GOPMAITIH.

OO |NOOTBAWIN|F-

[EEN
o

5.411lepeyeHb KOHTPOJbHBIX PadoT.
He npedycmompeno

6. OCHOBHAS U TOITOJIHUTEJIBHAS IMTEPATYPA

6.1. [lepeueHb OCHOBHOI1 JTUTEPATYPHI

1. anerun, B. ®. HMHdpopmarmonHas O€30MacHOCTh U 3aluTa HHGOPMAIUU
[DnexTpoHHBIN pecypc] : yuebHoe nmocodue / lllanbrun B. @. - Mocksa : JIMK
[Tpecc, 2014. - 702 c. http://www.iprbookshop.ru/63594.html?replacement=1/

2. Cxpunauk, JI. A. OOmmue BOMPOCH TEXHUYECKON 3amuThl HHGOpMAIUU
[OnexTpoHHBIN pecypc] : yueOHoe mocodbue / Ckpunuuk J[. A. - Mockga



Nurepuet-Yuupepcuter Mudbopmanmonnsix Texuonoruit (MHTYUT), 2016. -
264 c. http://www.iprbookshop.ru/52161.html?replacement=1

3. ABepuenkoB B.W., PeitoB M.IO. OpranuzamnuonHas 3ammra uHQoOpMamuu
YuebHoe nocodue bpsHCKu TocyaapCTBEHHBIM TeXHUYECKU yHUBEpcuTeT 2012
http://www.iprbookshop.ru/7002.html

4, CwmbinuisieB A. I'. Mudopmanmonnas 6e30macHOCTh U 3alMTa MHpopmManuu
:METOJI.yKa3aHusi K BbIMOIHEHHIO 1abd. padot / BI'TY um. B. T'. IllyxoBa, xad.
uHpopm. Texuonoruit ; coct. A. I'. Cmpimsie. - benropon : Uzn-Bo BI'TY uwm.
B. I'. Illyxoga, 2008. - 27 c.

5. ABepuenkoB, B. U. Ayaut uHpOpManmnoHHON O6e30macHOCTU [DICKTPOHHBIH
pecypc] : yuebHOe ocobue it By30B / ABepueHkoB B. . - bpsinck : bpstHckuii
rOCyJlapCTBEHHbII1 ~ TEXHHMYEeCKWid  yHuBepcuter, 2012. - 268 c.
http://www.iprbookshop.ru/6991.html

6. 'amkoB, C. b. Kpunrorpadhuueckne MeTOABI 3amUTHl  HWHPOpPMAIUN
:yue6.mocodue / C. b. I'amikos, C. b. Ilpumenko, M. A. Uepennes. - Mockga :
Axkanemus, 2010. - 298 c.

7. Cwmbinuisies A. I'. MHpopmanmonHas 0€30MacHOCTh : JIa0d. MPAKTHUKYM :
yueb.nmocodue / A. I'. Cmbinisie ; BI'TY um. B. I'. Illyxosa. - bearopon : Uzn-
Bo BI'TY mm. B. I'. lllyxosa, 2015. - 101 c.

6.2. IlepevyeHb TOMOJTHUTEIBLHOM JJUTEPATYPHI

. Merpenko, C. A. TlomuTuku 0O€30MaCHOCTH KOMIIaHWU TpH pabote B MHTepHeT
[Texct] / Ilerpenko C. A. - CaparoB : IlpodobOpazoBanme, 2017. - 397 c.
http://www.iprbookshop.ru/63807

. ABepuenkoB B.M. Opranuzanuonnas 3ammrta uHbopMauu [DIEKTPOHHBIN
pecypc]: ydeOHOe mocoOme s By30oB/ ABepueHkoB B.W., PertoB M.IO.—
DONEeKTpOH. TEKCTOBbIE JaHHble.— bpsHCK: BpsHCKHMII  rocynapCTBEHHBII
TeXHUYeckud  ynuBepcurer, 2012.— 184 c—  Pexum  gocryna:
http://www.iprbookshop.ru/7002.html.— D3B5C «IPRbooks»

. lllep6akoB A.FO. CoBpemeHHass KOMIBIOTepHas O€30MacHOCTh. TeopeTHdecKue
ocHoOBHI. [IpakTuueckue acnekTsl. YuebHoe nocodbue YuebHoe nmocodue M.:
KHmKHBIH MUD 2009 http://biblioclub.ru/index.php?page=book&id=89798

. ApmoummH, C. M. Texuomoruu u npoaykrel Microsoft B oOecrieueHuu
WH(POPMAITMOHHOW 0e30MacHOCTH [DJNEKTPOHHBIM pecypc] : yueOHoe mocodue /
AnommH C. M. - MockBa : MHWurepHer-YHuBepcurer WHpopMarmoHHBIX
TexHonorui (UHTYUT), 2010. - 326
c. http://biblioclub.ru/index.php?page=book&id=233684

. Criunpia, B. T'. HadbopmanuoHHas O0€30MaCHOCTh BBIYUCIUTEIBHON TEXHUKH
[DnexTpoHHBI pecypc] : yuebHoe mocobue / Cmumpin B. I'. - Tomck : Onb
Konrtent, ToOMCKMM TOCYIapCTBEHHBIM YHHMBEPCUTET CHUCTEM YIIPABICHHUS U
paauosnexktporuku, 2011. - 148 c. http://www.iprbookshop.ru/13936.html

. ®enqun, ®. O. Uudopmarmonnas 6€30MacHOCTh [IJIEKTPOHHBIN pecypc] : yaeOHoe
nocobue / ®emun . O. - MockBa : MOCKOBCKHI TOPOACKON MeIarornyecKuii
yauBepcuteT, 2011. - 260 c. http://www.iprbookshop.ru/26486.html

. Jlanonuna, O. P.  OcHOBbl ceTeBOW 0€30MaCHOCTH : KpUNTOrpapUUecKue
QJIITOPUTMBI U TIPOTOKOJIBI B3auMoieiicTBus : yueb. mocooue / O. P. JlanonuHa. - 2-¢



=

u3J., uchp. . - Mocksa : UntepHet-YHuBepcuter UHpopmainoHHbIX TeXHOIOTHI ;
Mocksa : BUHOM. JlaGopatopus 3nanmii, 2007. - 531 c.

[InatonoB, B. B. IlporpammHo-anmapaTHble  cpeiacTBa  obOecrieueHus
HH(pOpMAITMOHHON O€30MaCHOCTH BBIYMCIMTENBHBIX ceTel :yueO.mocodue / B. B.
IInaToHoB. - MockBa : Akaaemus, 2006. - 239 c.

6.3. IlepeyeHb MHTEPHET PeCypcoB

[Topran mo wmHpOpMaIMOHHOW O€30MacHOCTH  [DIEeKTpOHHBIN pecypc]. Pexum
nocryna: https://www.securitylab.ru/

Marematuueckass kpuntorpadusi [DnekTpoHHBIM pecypc]. Pexum pocryna:
http://cryptography.ru/

CepBep kommanuu HUIT "Nudopmzammura" [DnexTpoHHbidi pecypc]. Pexum
noctymna: https://infosec.ru/

[Topran no wuHOpMaIMOHHONW O€30MaCHOCTH|[DIEKTPOHHBIN pecypc]. Pexum
noctyma: http://bugtraq.ru

7. MATEPUAJIBHO-TEXHUYECKOE U UTH®OPMAILIMOHHOE

OBECIIEYEHUME

JlekunoOHHas ayIUTOpHUs C UHTEPAKTUBHOU JIOCKOM.

Kommnbrotepusiii knacc ¢ [IK, umeromumu opraHu3allMOHHbIE W TEXHUYECKUE

BO3MOYKHOCTH JUIsl YCTAaHOBKU TpeOyeMOro MmporpaMMHOTO OOECreYeHHs], BHIXOJ B

riiobanbHyto ceTb IHTEepHET.

Omnepanuonnas cucrema WindowsXP uiau HoBee, maker MSOffice 2007 unu HOBee,

cpena nporpammupoBanus VisualStudio 2010 unu HOBee.

CucTemMa KOMITBIOTEPHOT'O TeCTHpOBaHus 3Hanui VeralTest (moctyn mo JokanbHO#

CeTH YHUBEPCHTETA 10 ajpecy http://veraltest.bstu.ru)



http://veraltest.bstu.ru/

8. YTBEPXKJIEHUE PABOYEN NNPOIrPAMMBI

YrBepxkaenue paGoueit mporpamMmel 6e3 u3MeHe Uil

Pabouas nporpamma 6e3 usMenenuis YTBEPXKACHA Ha EO@ZOI’@%SHMH
rom.

Ipotokon Ne £~ 3acemanus kadenpsl UT ot «s  occe2./° 204 .

3aBesytolmii kKadenpoii: KaH1.TeXH. Hayk, ﬂiu/.////‘/' f% (U.B. Upanos)

Lupekrop uHeTHTyTa DUTYC: KaH1. TeXH. HayK, DO 2 (A.B. Benoycos)




YrBepxaenne paboueii mporpamMmmsl 663 H3MeHeHHI
Pabouas nporpamma 6e3 uamenenuit yrBepicaena Ha 2019/2020 yue6GHbLi rog.

Ilpotokon Ne 72 3acenanus kadenpsi MHPOPMALMOHHBIX TEXHONOTHHA oT “Z5™

26 2019, /‘\
’

3as. kadeapoii Z (/I.H. Crapuenko)

[

JupekTop wHCcTHTYTA. = - (A.B. Besnoycos)




YTBEPXK/JEHUE PABOYEA NPOI'PAMMBI

VrBepxkaeHue padboyeii nporpaMMsl 6e3 H3MeHeHHUH.
PaGouvas nporpamma 6e3 u3meHeHuit yreepxaena Ha 2020/ 2021 yueOHsiit roa.

Iporokon Ne 8 3acenanus kapeaps ot « 17 » 05 2020,

W.o.3aBeyromuii kadeapoit 6 é/ (x.1.H., nouent /I.H. Crapuenko)

JIMpeKTOp HHCTUTYTA DHEPreTUKHU,

MHPOPMALIMOHHBIX TEXHOJIOTHH U @) />
YIIPaBIISIOIMX CUCTEM : Lg - (x.1.H.,n01eHT A.B. Benoycos)




